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Applications
Deploying application through GPO

The use of switches in package distribution

When distributing the Xopero package through GPO policies, it is possible to use switches.
To use the switches, an additional operation is required, namely, you need to prepare the
MST transformation file, for example, using the Orca software - after installing and opening
the Xopero_NoGui.msi installer, enter the Properties table and add new fields (Add row) that
will be used for installation .

You must add LOGIN, PASSWORD, SERVER fields and enter the appropriate values
for them - i.e. login, user password that the application will use to authorize to Xopero as

well as the IP address of the device with the Xopero server installed.
=

File Edit Tables Transform Tools View Help

== M EmE g E

Tables ~ | Property Value ~

DrLocator Text_Mext Mext

Environment Text_Install Install

Error ButtonText_Back < BBack

EventMapping ButtonText_Next BNext >

Feature CompleteSetuplcon completi

FeatureComponents CustomSetuplcon custicon

File DefaultUIFont DigFont®

lean DigTitleFont {\DIgFontBold8}

InstallExecuteSequence Infolcon info

InstallUlSequence Installerlcon insticon

LaunchCondition Removelcon removico

ListBox Repairlcon repairic

ListView UpDirlcon Up

Media NewDirlcon New

MsiServiceConfig Al_ThemeStyle aero

Patch Al_FrameColor steelblue

PatchPackage Al LOG,_CHECKBOX
AiStyleConditions

RadioButton TabBackground tabback

Registry Al_BUILD_NAME MsiBuild

RemoveFile Al_PACKAGE_TYPE Intel

ServiceControl Al_PREREQS_DIR [AppDataFolder]Xopero Software\ Xopero\prerequisites

Servicelnstall Al_BOOTSTRAPPER_OPTIONS o

Shortcut Al_BOOTSTRAPPERLANGS 1033;1029;1045;1031;1046;1051;1040; 3082, 1036;

Signature Al_BOOTSTRAPPERORIGINALLANG 1033

TextStyle LOGIN michalw

T e e
Tables: 52 Property - 107 rows Value - Localizable[0]
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After performing this operation, select Transform> Apply transform from the menu, and
then add the generated .MST file to the package distribution policy in the Modifications
field:

. Group Poboy Management Editur — = =

Fle Action View Help

i
e T T——

5 # Conputer Configuration wlwlmlm Hodlemsls.uyl 01110, M51
)] ] Poloes
& | Preferences Modfications or transfoms allow you to customize the package and an
=8 Uwc,,ﬂb“,m m»umnummnumu
EE 3 Poldes Modfications:
_| Software Settings - T
mi padas Moye o I
® ] Windows Settngs e l
a2 trative T iat Moye Town

@ 7] Preferences

Acd, ' Henoye l
L2

After adding modifications and installation on the devices, they will automatically log in to
the account details provided in the switches.

Application distribution via GPO

Xopero applications are available in the form of executable files (.exe) as well as in the
form of .msi installation packages, which allow you to distribute applications in the Active
Directory domain with GPO policy.

Description of the process of preparing the installation package for distribution is
available on the Microsoft website:

https://support.microsoft.com/en-us/help/816102/how-to-use-group-policy-to-remotely-
install-software-in-windows-server
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The Xopero package requires some additional operations for proper distribution. You
need to open Advanced Deployment Options and mark "Ignore language when
deploying this package" option.

B Group Pélicy Management Editor
File Acton View Help el |
e HmiE o= R= A —

212 |
1=/ XoperoSTAREad [DOMAINCONTRC ** i | — |
L [ o anced eploymentoptons—

= | Software Settings ~Deployment type — - Advanced deployment options:
(3] Software installatic € Bullihed [V Ignore language when deploying this package ]
# ] Windows Settings
& || Administrative Templat & Assigned
| [® [ Preferences > , L
N5 & i cumatn - Depi ) opliors [V Make this 32it X86 application avaizble to Win64 machines. i
‘ @ [ Polices I fitoinstall this appfication £+ || I rckide GLE class and product infarmation. '
| [# | Preferences
I™ Uninstall this application whi - Advanced diagnostic information: I
: Product code: {56AA8568-CE7C-4DB4-A15B-FICFIFB7E1F7) =
I~ Do riot display this nackage
panel Deployment Court: 0
I~ [nstallthis eppiication atlog) Script name: \\opero.ad\SysVol\opero ad\Policies -
\{B31EDCDE-6A35-4A5A-B74B-BFCODCO20030)
~taketion e viesfce: opkions \Machine\Applcations
Fo \{2D493D29-3E39-4BFE-8413-7TE1F986B0247) aas
e
& Wasimumn
_Avanced.. | —
[ ok ] |
UK [ caneE | o | l
KN 2 —
I I

Xopero Cloud Management - Reseller Panel

Wallet

This panel version introduced two settlement options - top up and bottom up.

Top Up

Top up is a one of the payments way. On the main dashboard, which is visible after logging

in, you can see the Account Type field, which informs about the partnership level and
account balance.

In the case of the top up method, it is possible to upgrade the partnership level:
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e Basic Partner - has a 15% discount on the purchase of Xopero services, it is a
level of partnership granted "at the start",

e Authorized Partner - has a 20% discount on the purchase of Xopero services, in
order to get to this level you need to top up your wallet,

e Gold Partner - has a 27% discount on the purchase of Xopero services, in order to
get to this level you need to top up your wallet,

e Platinum Partner - has a 35% discount on the purchase of Xopero services, in
order to reach this level you need to top up your wallet.

Discount 10% Discount 20% Discount 27% Discount 35%

m arge sais 1 SO0 6 e s 3 000 0 = HASGE NALLE S B0 8
B =S Exn

v v v v

L L v v

s v v «

v v v v

2o i v v v v
- ., -

You can top up account with any amount, using the Top up button.

Top Up

Top up your account

Discount 10% Chiarge valus

ﬁ Basic Partnership © | o USD

Wallet value: 0.00 USD

Discount 10%

m Basic Parznership * Close
Discount 20%
Autnorized Parner

Discount 27%

Discount 35%

m Blatinum Barner

If you are a top up reseller ypu can create top up and bottom up resellers. In case of creating
a bottom up reseller, the funds for activating the subscription are taken from your wallet.
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& Partnership

Authorized Partner
Wallet value: 1,500.00 PLN

l#® Upgrade $ Top Up

Bottom up

Method of invoicing for a specified period of time. In the case of a reseller with a bottom-up
method, all services are automatically activated and the reseller is settled in accordance with
the contract.

Type of resellers

Billing
A billing reseller is a reseller for which the subscription life cycle is managed by the Xopero
system - subscriptions have expiration dates.

Products
A product reseller is a reseller that resells Xopero products.

Parameters

Parameter reseller can create their own products and are billed for used resources.

Partners Program

Reseller has access to the panel in Read Only mode. Reseller can view lists of its customers
and sold subscriptions.

API

It is a reseller who controls the validity of the subscription and uses the API to create users.
It does not have rigidly assigned products, each parameter is given in the API call. Its clients
do not need to have a license expiration date.

Create reseller

The reseller creation form can be called from two locations:
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1. After logging in, you will be moved to the Dashborad tab, where in the bottom right
corner there are action buttons that allow you to create customers and resellers faster.

(I

ﬁ/‘ No data available

l#" No data available

2. The second place where you can create other resellers is the Partners tab.

After going to the Partners tab, in the bottom right corner there is a button for adding
resellers.

When you choose to add a partner, an addition form will be displayed, where you will have to
complete:
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1. In the first step of the partner's email and, if necessary, other data. It also selects
how to activate the account:
o Parameters - Parameter reseller can resell Xopero products and create
its own.
o Partners Program - This is a read-only reseller, has limited features,
can view a list of customers and resellers.
o Emalil activation - the partner will receive an e-mail with an activation link
and will set a password by himself,
Set password - the reseller assigns a password for the subreseller.
Billing system - a way of managing the subscription life cycle.
Products - Product reseller resells Xopero products.

Add a new partner
Account configuration

Account configuration System properties | Products

= Account details

Email l

Parent nb0811@xoperol23.com -

Astivationmetbiod ‘ E-mall activation | Set password

Provisioning system ):ope,fo -4

Partner can only offer predefined products for his

Products > customers.

B Localization and language

& Billing data

m | :ar.:e

In the next step, you have to select the settlement method and system settings:

1. Bottom-Up model - payment on the basis of invoices, reseller is settled after the
time specified in the contract.
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o Discount - the amount of discounts on selected types of products
determined in the contract.

o Wallet - in case the top up reseller creates a bottom up reseller, he must
choose from which wallet the bottom up reseller will take funds
(settlements between the reseller and his child).

2. Top-Up model - payment in advance, reseller has a "wallet", which top-ups and
from which funds are taken for the activation of services.

3. Reseller will see prices - Reseller, which is created will see the prices of the
licenses created.

4. Customer can modify the subscription - the customers of this reseller will be able
to modify the subscription - extend it, change plans/parameters. The service will
appear as inactive and will wait for activation by the reseller.

5. Customer will see prices - the customers of this reseller will see the subscription
prices during the modification.

Add a new partner
Account configuration

Account configuration System properties Products

= Settlements

Settlement method Bottom-Up model -
! I
Wallet
Bottom-Up model
Top-Up model

Discount

[ I ! |

= Partner configuration

Partner will see prices

= Customers configuration

Customer can modify subscription

Customer will see prices

| Previous |m| Cancel |

In the last step, you can assign products to his subreseller.
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Add a new partner

Account configuration

Account configuration System properties Products
Personal
@ xcmTe

XCP1,5TB
Endpeint

XCET100GH

XCEZ00GH
Endpoint&Server

XCE&S100GE

XCE&SZ200GB

Edit reseller
If you want to make changes in your sub-reseller account, you can do it from two places:

You can go directly from the partner list to edit the selected partner. For the partner to be
edited, select Edit option from COG.
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no 709 @uopera 1 23.com
ot
k1700 @xopemn2Y. com
Lo 0
UpporiRapon. oo
365 days
W Parinors ar =
o o (oo ]
Basic Partnership
" I

After selecting the editing option, the editing window will be displayed, and there is a
possibility to change:

1. Inthe first tab:
1. e-mail address,
2. parent,
3. localization and language,
4. billing data.

Editing partner

b1 70%@xopero]23.com
ir Account configuration = System properfies ¥ Notifications configurstion | i Ondine payments  Products

= Account details

Email nb1709@xoperol23.com

Parent suppart@xopero.com -

% Localization and language
@ Additional information

B Billing data
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2. In the next tab you can change system properties(visibility of prices for the partner
and its customers and allow for modification of the partner's customers).

Editing partner

nb1709@xoperal23.com

T Account configuratton  System properties  r Motfications configuration | ¢ Online payments  Progucts

[l Settlements
Settlement method Bottcm—Up mode! -
Endpoint Endpoint&Server Personal
Discount
L ][

5 Partner configuration

Partner will see prices

[l Customers configuration

Customer can modify subscription

Customer will see prices

|Pnevious m Cancel

3. Inthe third tab you can enable or disable selected e-mail notifications sent by the
Xopero system.

Editing partner

nh1709@xoperol23 com

v Accountconfiguration  System properties v Motifications configuration £ Onine payments  Products

= Backup reports

Daily report

A

@ Finished backup report - success

) Finished backup report - failed

‘_";. Finished backup report - warning

@  Accounts & Licenses

®

On-line payments

| Previous |m Cancel
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4. Inthe last one tab there is a posshility to assigned more products or to exclude
the possibility of selling some of them.

Editing partner

nb1709@xopero123.com

count configuration ystem properties €2 Notifications configuration ©¥ Onfne paymenta Products

Personal
Test)
XCP1,5TB
XCPITB
Endpoint
XCE100GE
XC (
Endpoint&Server
33
WE
XCE&ST00

XCEES200GB

pptestiairproduc

Reseller's dashboard

On the left side you will find menu. One by one:

Partnership plans - this button allows you to go to the Partnership upgrade page,
Dashboard - main view of the reseller,

Customers - list of customers,

Subscriptions - list of subscriptions,

Partners - resellers list,

Products - list of available products,

Reports - you can generate reports here,

Download Center - all applications are available here.
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*Co. Partnership plans

€ Dashboard

In the central point of the dashboard displays statistics on the growth of specific licenses,
users, the amount of used space and the amount of capacity used by customers.
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v Endpoint&Server [ romi vz Persanal ot ¥y Endpoint ol

this month af 1his month 1] this month 21
|#* Capacity used 0 Protected devices
7 days 30 days 365 days
29 ==
SEIVErs =
13 T8
14 -
endpoinis
313268

l¢” Users growth

§5849GCH
46565G8
23283G8 \_’_J'\-_I_J__\_
08
L My L May {21} e e Wiz Pad [}

On the right side of the dashbord you will find links to training materials, partnership
information, buttons to top up or upgrade your account (in the case of a top up reseller), as
well as buttons to add customer and partner and switch to their lists.
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7= Onboarding

Jak zaczac? Zobacz kilka kratkich lekeji!

BLOG POST
4 tips for SELLING BACKUP QUICKLY

| u Video Tutorial

& Partnership

» & | Platinum Partner

&+ &+

Add customer Add partner

Customer list Partner list

At the bottom there is the Monitoring Center, which allows you to monitor accounts that are
running out of space or the subscription will expire in the near future in order to react early

enough and extend or increase the customer's package.

5J Monitoring center

2 Useer name Name Phone E-mail

! ppnodecustombey Logwik@gmal com
220k Esxcifegh pl h2308 @xcdicgh ol

3 opnCde Vmwar log wikEgmalcom

'l m.wypchiogopeo pi Michad Wypchin 957402040 mwypchio@eoero ol

s mwik_fa0E Manusz WIK 604442434 M wekExopan.com

6 11098 x0pero) 23 com 1109@10per0123 com
senmeyz 2301 2wsx 281 2wes zaq1 mwypehiogoperc.ol

" Tyt wioblevaskignonasy stem pl Slamomir Turowse rzynetof wreblewski Growasystem ol

° est_podkly -— - 1 biakgaapern ol

10 ylesiesich) Kile Steshion 6157234567 leyle stesicxiieset com

Remaining space

Quots

408368
a1 onae
019668
410758
157268
95308
D108
29963

ome

Free space

3100

! B 3

str. 25



Subreseller's dashboard

The subreseller's dashboard is displayed in two cases:

1. After the created a subreseller, the reseller is redirected to his dashboard.
2. After going to the list of partners you have to click on the email of the selected
partner, this will take you to his dashboard.

The subreseller's dashboard doesn't differ much from your dashboard. In the case of a
subreseller you can see on the right side the information about the partner (about you) not
the OnBoarding section.

A N5 O@unpenc| Z3.com

nh2510feoperai23.com

R
a

UPPOrENOpenc, oom

Basle Partnership

Action buttons (add and redirect to lists) refer to clients and partners of the subreseller
whose dashboard is displayed. From here you can add clients or partners for this
subreseller.
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Own account edit and password change

Own account edit

You can edit your own account from the COG at the top right corner of the page.

Basic Partnership

15
a

qr i ..'l‘_
] g
ey et Add pariner

Partner kst

In the custom edition you can change:

1. Basic information such as time zone, language and billing data.

Editing partner
supporti@xopero.ccm

Partner detaile ~ Motifications configuration = System properties

m

Account details

API Key: 12598a2aa%e704766373e2b5d561 1 Baeebbadia327

@ Localization and language
[# Billing data

&  On-line payments
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2. Disable or enable e-mail notifications.

Editing partner

SUppOrt@xoperc.com

Partner details  Motifications configuration ~ System properties

= Backup reports

Daily report
@[ ) Finished backup report - success
@) Finishad backup report - failed

@) Finished backup report - warning

B Accounts & Licenses

@ On-line payments

Previous ] m[ Cancel

3. Change the system properties regarding the visibility of prices for your customer
and the possibility to modify the subscription by him.

Editing partner

SUPPOMEXOPEra. Com

Partner detalls | Notifications configuration  System properties
(:) Custorner can modify subscripfion

Customer will s=e prices

- [

I Previous
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Password change

The password change form can be open using the Change password option in the COG at
the top right corner of the page.

&
-

365 days 0

Partner kst

After selecting this option, the password change form will be displayed, there you need to
enter and repeat the new password.

Change password
Matalia

17 Password

Passwaord | |

Repeat password | |

Create customer

You can create the customer from two places:
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1. After logging in, you are moved to the Dashborad tab. where in the bottom right

corner there are ELOG POST 1 resellers
4 tips for SELLING BACKUP
QUICKLY

| u Video Tutorial

7 Partnership

Platinum Partner

&+ &+

Add customer Add partner

Customer list Partner list

faster.

2. The second place where you can create customers is the Customers tab. After going
to the Customers tab, in the bottom right corner there is a button for adding
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& d bewandowski+ asdtes | Susoero.com

L @t b dowek+-api et @opann com

£31 108 greapens. com

4291 Degzupern 2 com

C2E g aepara 123 com

customers.

Pariner

Last Gapocity St
beckups

asm

After selecting the add customer option, an addition form will be displayed, where you will
have to fill in the form:

1.

In the first step of the customer's email and, if necessary, other data. It also

selects how to activate your account:
1. Email activation - the customer will receive an e-mail with an activation link

and will set a password by himself,
2. Set password - the reseller assigns a password for the customer.

Add a new customer
Fast setup

Accoumt  Subscription Summary

3 hAccount details

E-mail

Pariner

Activation method

T Localization and language

B Additional information

H Customer data

Support@ropero.com

Set password
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2. In the next step, you will select the product which you had sold to the customer.

Add a new customer
Fast setup

Account  Subscription = Summary

Choose the protection that's right for your customer

Personal products Business products

=
=
—— —m
| have a single computer or up I have multiple workstations,
1o 5 devices to protect. one of more servers, databases

and virtual machines:

fartass DhaGES:

Compare products

| previn g | m

3. Inthe last step of creating a customer choose the period of time for which
customer is buying the subscription. A summary is displaying, and when you click
Finish your license is automatically activated. A trial license is created when the
reseller doesn't have enough funds to activate (in the case of top up) or after
selecting the option below the summary.

Cancel

Add a new customer
Fast setup

Account | Subscription  Summary

You have selected

Endpoint and server protection

Licensing period: Endpoint and server
i Summary
- protection |
2 years .
Subscription
2 years Use.rs uniim{ted
Devices unlimited
Capacity 100 GB
Discount
SUGGESTED CUSTOMER
PRICE 1178.00 PLN
YOUR PRIGE (NET) 1178.00 PLN

Create trial subscription (will require activation)

3=

| Previous
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Edit customer

You can edit customer from two places:

1. From customers list you can go to the editing of the selected customer. For the
edit customer, select the Edit from COG option.

2. The second place where you can go to edit the customer is his dashboard, which
can be accessed by clicking on the customer list in the customer's e-mail/login.

% 41240003@X00er0.com o & Cust

di240903 @xopero.com

2018-09-24 Login 10 web panel from Ip 192 168.0.225

. G 2018-09-24
| (o] == D C i A \
_ == -
- o
& Subscrif
unlimited
uniimited
unlimited
100 GB
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After selected the editing option, the editing window will be displayed, where you will be

possible to change:

1. Inthe first tab:

1. e-mail address,
parent,
block account,

add short note,

o0k wd

Editing customers
di240903 @xopero.com

Account | Notifications configuration

B Account details

E-mail

Partner

B Localization and language
B Additional information

B Customer data

2. Inthe next tab you can disable and enable e-mail notifications.

Editing customers
di240903@xopero.com

Account | Motifications configuration

8 8

8

o

timezone and language,

customer personal data.

diZ40903@xopero.com

support@xopero.com w

User account blocked

Finished backup report - failed

Finished backup report - success

Finished backup report - warning

Notification about ending guota

Daily report

Cancel

| Previous ‘| Cancel
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Subscription extension and renewal

You can extend your subscription from two places:

1. After going to the customer list for the selected customer, expand the options in
the COG and select Upgrade.

togn pamn = Last Capacity Actions
Backup
& «-
£ Edit
diz4 =
o | a7 Upgras
o2 2 | "
W Password chanpe
x Do
di e
4 & ol -
S - I
e o -
- .

2. Inthe customers list click on the e-mail/customer login, after loading the customer
dashboard go to the Subscription section on the right side click on the Upgrade

button.
o & Custome

di240903 @ ¥opero. com

2018-05-74

i =m _ 0GR VI, Bk
g I ) D ! E o ’ _.-.I..I” supporl@xopero com

& Subsoripti

unfimited
arilimited
unfimited

100 GB
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Subscription renew can only be done from one place:

1. Inthe customers list click on the customer's e-mail/login, after loading the
customer's dashboard go to the Subscription section on the right side click on the
license expiration date (when the license is inactive, this button is used to activate
the license).

di24 0903 @ncpero.com

uniimited
unlimited

unlimited

Add user

You can add users only from customer dashboard.

]
(o
!

L

After clicking the Add User button, a form will be displayed and there you will fill:
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1. Enter e-mail address,
2. select the activation method:
1. E-mail - the user receives an e-mail with a link to activate the account,
gives himself a password,
2. Set password - reseller sets a password for the user.
3. reseller using the switch, selects whether the account should be blocked after its
creation (by default is not),
4. use the slider to assign the amount of space for the user account,
5. choose a timezone and language.

Adding new user
Fast setup

Accoumnt

Account details

E-mail I
Activation method E-mail activation | Set password
Additional information
User account blocked
Quota ? —
Localization l {UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stoc v
Language [ English v .

m | i

Edit user
Users list is visable on customers list and customer dashboard.

You can edit the users from two places:
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1. You can ao directlv from the customers list to the edition of the selected user.

+  nbZ410e@umpern 1z, com
+ nal3w
L nb231002
- and@won pl
§ hak gy opers com
4 sdedgenpl
pa5ElarckEeopera.cam
b testhgserwis. tcentrum com.pl
officeg cerwis_icentrum com.pl
+  krzyastof.wroblowski@nowsaystam. ol
L lrzysrtof knsprowicz @nowasystem pl
& pssrolggmail com
no0s10c@ucpers. 123 com
& nbdS1 bugxopero] 23.cam
¢ nb0410cgumpern?Y. com
L, sbul4 10@aopern 23 com
AratqUEre SEOpLrD. Com
& 2709008 opers com

N2 E0Semrpers coir

Partner Last backups

SUpPOTIEADperD com

re 1@ acpernl 1 com

1510 xcoens 1 23 com

RO SRapera corm ShE mes
supportaopern com <k
fUppanEespers com ohg 106k
SUPPOrTExIDero.com NS 1063
tes:fisenais noeranam com ol oME/ 100
SUPPOIEEROpEra com =
supponEopera cam Emmmm  GEEsEe

uppor Beopero com

praamcl33 gl com amEEE B S 80 AT 22
presecl@3@gmnd com LT =
neDA10Gxcpenildcom oNE e
no0410@ecpernl 23 com HEEE
ne0410@xopessl 33 com L
REO4TOExopers ] 23 60 oNSAUETE
supportBuopers.com NE/ATE

WpporSopers com

#2600 opesnl 23 com

which can be accessed by clicking on the customer e-mail/login.

ot
o= -
-
-
(Rend oty | o~

BOBED|

.

® Deiste

A
Q

P

pong
)

1
?

2. The second place where you can go to edit the user is the customer dashboard,

& pisarcit3@gmailcom R

Crmaned Lazt sstion

2018-10-08 Login to application

Q. = 0O

8 psarol@xopero.com

Created Lapt petion

2018-10-08 -

Oo SZ|o [Jo
[ s ot |

-
o 6849 MB/69.55 GB
S

-
= [ ME/3045GE
S—

Teaale devics st

Teqgie devics list

. Good
B Warnings
. o

£ Facaicante ueil space

i Booe
of Fazpwand e

W Dalen
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After select the edit option, the edit window will be displayed, where it is possible to change:

1. Inthe first tab:
1. E-mail address,
2. block account,
3. timezone and language,
4. amount of assigned space.

Edit user
p.sarol@xopero.com

Account setup

2. Inthe next tab it is possible to disable and enable e-mail notifications.

Edit user

Notifications configuration

= Account details

E-mail p.sarol@xopero.com

User account biocked

= Localization and language

= Disk Quota

p.sarol@xopero.com

Account setup

Subscription tab

Notifications configuration

Finizhed backup repart - failed

olo)

Finizhed backup report - success
Finished backup report - waming

Motification about ending quota

ole

Daily report

m | I:arlcs

| Previous

In this tab you will find all your customer subscriptions. There will also be subscriptions that

have already expired.
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In this tab you can check the details of subscription by clicking on its number.

Subscription details

Information aboul subscription

i
Os s Q- 8:m
= =

Mamae Capacity Ugeras Endpointa  Servers Status
XCRZTB 278 1 5 i | Activate
KCPZTB 2718 1 B

Close

The only action you can perform in this tab is to add a note to subscription.

=]
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Reports

In this tab a you can generate sales reports for your or yours sub-resellers. You can
generate 4 types of reports:

e Technical report - with technical reports you can check which users are out of the
space, the subscription expires or the grace period ends. You can also check
which users have been inactive in the last 3 months.

e Marketing reports - allows you to check which users and their subscriptions were
created by the selected reseller
Billing report - allows you to check the use of resources against the subscription.
Product report - allows you to check the number of products sold.

Download Center

In the download center you can download Xopero applications:

e Management Cenetr - an application that allows you to remotely manage the
backups of your customers and their users,

e Backup agent - an application that allows you to perform backups on Windows
Vista and newer systems (including servers),

e CLI - application that allows you to perform file backup on systems which supports
JAVE from 1.5 upwards.
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Filters

Filters are available in tabs below:

Customers,
Subscriptions,
Partners,
Products.

Filters are used to select and display data about chosen parameters.

Customer filter

Customer filter allows you to filter the list of customers and find those with interesting you
parameters. The customer filter provides many filtering options:
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1. Filter by account data:

o Login,

o Name,

o E-mall,
Login
Marme

E-mail

2. Filter by partner:
o Partner - reseller has a possibility to search for customers of their sub-

il TR By OA DT D
FiLi EX BY FAR | NER

resellers,

3. Filter by subscription:
o Ending in:
m one month,
m quarter,
m half of year,
o Free space less than:

B 5%
B 10%
m 15%

o Licence version:
m Endpoint&Server,
m Endpoint,
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4. Filter by date:

(¢]
(¢]

Created after - searches for accounts that were created after a given date,
Created before - searches for accounts that were created before a given

date,
Subscription begin after - searches for accounts whose subscription

started after a given date,
Subscription begin before - searches for accounts whose subscription

started before a given date,
Subscription ends after - searches for accounts whose subscription ends

after a given date,
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o Subscription ends before - searches for accounts whose subscription ends
before a given date.

FILTER BY DATE

i

reated gfier

i
Subscription begin aftér
B

Subscription bagin befors

Subscriptionends after

Subscription ends before

oo 8

Subscription filter

Subscription filter allows you to filter the list of subscriptions and find those with interesting
you parameters. The subscription filter provides many filtering options:

1. Filter by subscription:
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o Subscription number - the number assigned after the create
subscription,
User - the customer to whom the subscription is assigned,
Partner - the partner who created the subscription,
In notes - searches if the specified sequence of characters is in the note
added to the subscription,
Product - allows you to filter the list by a selected product (e.g. XCE100B),
Version - in this filter you can define if you are looking for applications with
Freemium, Trial or Full status,
Subscription type - allows you to search for subscriptions which have a
type:
Status - allows you to search for subscriptions that are:
m creation,
upgrade,
extension,
upgrade and extension,
awaiting,
current,
cancelled,
expired,
deleted,
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Oauct

2. Filter by date:

O

Created before - searches for and displays subscriptions created before a
given date,

Created after - searches for and displays subscriptions created after a
given date,

Ending before - searches for and displays subscriptions ending before the
given date,

Ending after - searches for and displays subscriptions ending after the
given date,
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Partner filter

The Partner filter allows you to filter the list of partners and find those with interesting you
parameters. The partner filter provides many filtering possibilities:

Filter by account data:
o User name,
o E-mail,
Filter by parent:
o Parent - allows you to search for subresellers of chosen reseller,
Filter by brand:
o Brand - allows you to search for resellers in a chosen brand,
Filter by date:
o Created after - allows you to search for partners created after the given
date,
o Created before - allows you to search for partners created before the given
date,
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FILTER BY ACCOUNT DATA

User name

Email

FILTER BY PARENT

Naothing selected

Paremt

FILTER BY BRAND

Mothing selected

Branding

FILTER BY DATE

=

Created after

IE

Created before
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Product filter

The product filter allows you to filter the list of products and find those with interesting you
parameters. The product filter provides a wide range of filtering options:

1. Filter by product:
o Enable - products visible to customers during modification,
o Disable - products invisible to customers during modification.

o Product name,
o Capacity - allows you to search for products by entering the capacity in
GB,
o Version - allows you to search for products by selecting their version:
m SOHO,
m Personal,
m Endpoint,
m Endpoint&Server,
o Status:

m Enable - products visible to customers during modification,
m Disable - products invisible to customers during modification,

::::::

2. Filter by number of:
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o Users - the filter allows you to search for products in which the customer
can define a given number of users,

o Devices - the filter allows you to search for products in which the customer
can assign a given number of devices.

FALI L LOE LR i)y

Logs

Ypu can access to the user logs from two places:

1. Itis possible to go to the logs from the customers list.
o If the customer or its users make a backup (successful, error or warning),

then in the Last Backups column colored squares will appear, their colors

suggest the state with which the backup was completed, after clicking on

the square you will be redirected to the page with the client's logs.

wojlanrabgopero pl

nbe2 G101 ganpera 23 cam B2 OFnpernl 22 cony LT

nbc? 510@mopern 123 com nh2510fmopernt 22 con EEEn

2. ltis possible to check the logs from the customer's dashboard.

o After switching to the customer's dashboard, find the user who has backed
up and whose logs you would like to check. Expand the list of a given user
devices and select from which device the logs you would like to check.
Then, in the Last Backups column, click on the colored square and it
redirected you to the logs page.
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&8 nbe2510@roperal23 com

20181025 Login to application
. Good
—= ] il
Q 1 =m 0 D 0 — MB /1 Wamings
=m b— . o
Device Last backuos | Uslosded files  Laat sction Management  Active session  Backing ug
L pemropdurwan | summ 0 (0 b Project * TEsf torak m s v o
B Frinirane o e

o After expanding the list of devices, select the Host logs option from the
COG for the chosen device.

8 nbe2510@xoperot23.com

20181025 Login to application

B Good
== - —
_D_ 1 == D ) — M : Wnings
— o
Device Lastbackups  Uploaded files  Last action Management  Active session  Backing up
O vescrommermiex mumm onwE Proeet 'TEsf break B ™
B sickace

After moving to the list of logs you can see not only the logs for backups, but also those for
logging into the application and the panel, reset encryption key, etc.

Agreements

If the you want to check the agreements, you can do it by clicking on the COG in the top

right corner and selecting the option Agreements. You will be redirected to a page where you
can check the content of the agreements.
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-Q

= my profile

7= Onboarding & Agreements

Jak zaczac? Zobacz kilka krotkich lekej 4 Branding

BLOG POST

4 tips for SELLING BACI & Log out

‘ n Video Tutorial

& Partnership

% 4 | Platinum Partner

&+

Add customer Add partner

Customer list Partner list

Deleting customer and user accounts

You can open the customer/user deletion form from the customer dashboard, which can be
viewed by clicking on the customer list in the customer's e-mail/login.

Actount selup o

& nbakizoz (EEEN
o Edit
Last action

Login to application 20190212 sg.05:14 O Raenboilate Used space

@ Block

_D_ 0 == D 0 ---.-, 12.61 MB / 20 GB
e

Backup Management ||

o' Pasaword change

® Delete
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When you select Delete, the window will be displayed where you will need to:

1. Enter your password,

Confirm your desire to delete your account,

3. Decide whether the customer/user has to be permanently removed - after about
24 hours from the removal the customer/user will be removed completely from the
panel, it is not possible to re-activate it (Clean repository).

N

Pazswaord |

Are you sure you want to delete this uzer?

Remove files from repository immediately

Clean repository

Create product

Only parameter reseller can create products - charged for used resources!

The product creation form can only be called from one location: Products -> Product list.
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€& Dashboard

™ Products
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When you choose to add a product, an addition form will be displayed, where you will have
to complete:

1. Inthe first step you have to fill the data on the number of users and devices,
license type, capacity, etc.:

o Name - product name which will be visable to the reseller and/or its
customers,

Capacity - in MB, GB or TB as needed,

Users - the number of users who you will be able to be created under
the license (if they are to be unlimited, the number must be specified -
2147483647),

o Devices - the number of devices that can be assigned to accounts
within the license (if they are to be unlimited, enter the number -
2147483647),

o Type - license type:

m Endpoint&Server,

m Endpoint,

m Personal,
Partner - product owner,
Product details - allow you to select additional applications (they will
appear in the Download Center) or disable the Desktop application (the
client will not be able to download it),

o Trial - trial in days.
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Add a new product

New product creator

?r Details o Price Setlings

Name [ XKCET150GHE ‘
Capacity [ 150 GH v J
Users [ 2147483647 1 Number of users in subscription
Devices | 2147483647 | Number of devices for every user.
Type [ Endpoint T ]
Fartnar | nb2701@xoperolZ3.com ) |

no desktop application

Product details Manggem?m' pp.

Trial 14 Trial's valid period in days

2. Inthe second step, you have to define the price of the product:
o In the first field you have to choose the currency,
o Then give the amount for the year of subscription,
o Price of the month subscription.
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Add a new product

New product creator
W Detalls < Price 7 Settings
P "OgUCt :" "1Cing ° Add, delete and modify prices at any moment
Price Net yearly price Met monthly price
| None v

Lt |m| I

3. Inthe last step, the reseller has the possibility to change additional options:
o Group - assignment to a product group (None, Business or Personal),
o Merging:
m Allow merging - products with the same parameters but
different capacity will be combined into one with capacity

choice,
m Disallow merging - will be displayed as a separate product,
o Status:
m Enable - visible for you and your customers,
m Disable - visable only for you,
o Save as scheme:

m No,

m Yes - the product is automatically assigned when you create
a subreseller.
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Add a new product

New product creator

¥r Details = iF Price | T Seltings

Group | Personal \d |
Products with the same parameters but different
Merging I Allow merging L4 J capacity will be combined into one with capacity
cholce
o Enabled v Disabled products aren't visible for customers but
Status | Rable you can still use them,
T | N & | Product iz available as a basic cheice for all your
Save as scheme a partners

What is it and what is it for?

SVSCreator is a separate tool that allows user to build an ISO image containing the SVS
application in Windows PE. The created ISO image allows you to restore the operating
system from a disk image backup and upload selected drivers to it.

More information's about the SVS application can be found here.

Windows Preinstallation Environment - an advanced boot environment that allows you to
prepare client computers for installing the operating system.
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https://support.xopero.com/hc/en-us/sections/115000828864-HDD-image-backup
https://support.xopero.com/hc/en-us/sections/115000837330-SVS-Bare-Metal-Restore

Creating the SVS ISO image in Windows PE

After downloading the SVSCreator, extract the files from the ZIP archive to a separate

folder, and then run the application by opening the file: SVSCreator.exe.

liby
D IrdPartylicenses.txt
D Discltils.Corexml
[mg] SVSCreator.exe
59 SVSCreator.exe.config
D SV5Creator.pdb
™ XOPERQ - EULA.pdf

2019-01-31 08:54
2019-01-31 08:49
2019-01-31 08:49
2019-01-31 08:55
2019-01-31 08:49
2019-01-31 08:49
2019-01-31 08:49

The SVSCreator application window will be open. In the first step, the user will be asked

to specify the location for the Xopero SVS ISO image (the default path is

C:\Windows\Temp).

B SvSCreator

Welcome to Xopero Smart recovery creator.

Temporary work directory:
C:\Windows\Temp
Change

Please click next to continue,

XOPERO

This wizard will help you to create ISO image with Xopero recovery Windows PE environment

<Back Next>

str. 60



After selecting the Next button, define the operating system parameters that you want to
restore - architecture and version.

[ SVSCreator = O X
XOPERO
Select what system architecture you need to restore:
2 32-bit
® 64-bit

Select which system version you need to restore:

) Windows 7
‘® Windows & and later

Please click next to continue

At this point, the installation of the Windows ADK components will begin. Please wait
until it is completed.

W SVSCreator = O X
XOPERO

Installing required component...
Windows Assessment and Deployment Kit - Windows 10

Please click cancel to cancel task

<Back Next> Cancel
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The Windows Assessment and Deployment Kit window will open, with tools selected

automatically that are required to build Windows PE.

sment and Deployment Kit - |

Select the features you want to install

Click a feature name for more information.

[Tl Asptication Compatiity Too's Microsoft Application Virtualization
(] Cepioyment Toois (App-V) Sequencer

[¥) wiraows Preinstaiiation Environment (Windows PE} Size: 82,4 M8

(C)imaging Ara Configuration Designer (10} Microsoft Application Vistualization (App-V) Sequencer.
] Configuration Designer

The Application Virtualization (App-V) Sequencer i a
[T User State Migration Yool (USMT) wizard-based tool that you use to transform traditions!
applications into virtual applications. The App-V Sequencer

Dw’““’m"ﬂ“ Munsgement Jool (VAMT) monitors  the installation and setup process for an

(] wingows Pertormance Tooikit application, and it records the information necessary for
- 32 the application to run in 3 virtual environment. You can
L Winciousd Acsessment oot also use the App-V Sequencer to configure custom
[T Wirdons Assessmant Services - Client changes to the default behavior of the package.

(V] Microsoft SQK Server 2012 Bxpress

(V] Microsoft User Experience Virtualization (UE-V) Template

Microsoft Application Virtualization (App-V) Sequencer

(] Megia experience Anatyzer Estimated disk space required: 42GB
Disk space available: 353GB
| ek [ mtar [ goncel |

After selecting the components provided by Microsoft, the installation progress bar will

appear.

essment and Deployment Kit - Wind:

Installing features...

Overall progress: 5% complete

Acquiring Windows Preinstallation Environment (Windows PE)...

Cancel
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After downloading and installing selected components, you'll be able to proceed to the

next steps to create an 1ISO image.

N sVsCreator

All required components are installed

Please click next to continue

[ <Back |E..

After selecting the Next button, the following window will be displayed to indicate the
location of the drivers for the restored operating system image.

W SVSCreator

Add drivers to Xopero recovery:

= () X

XOPERO

File name Provider Driver name Driver version Os version Architecture

Please click next to continue

<Back

Il

Next> ” Closej
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Then the list of drivers located in the selected directory will be displayed. At this step, the
user can review the list and add additional drivers.

B SVSCreator

Add drivers to Xopero recovery:

XOPERO

Filename  Provider
BAHCICinf  ---
iaStorAC.int  ---
iaAHCIC.inf  ---
iaStorACint == ~——- e
idahciinf
iastor.inf - iz
nt8bwinT.in  --- s
rt6dwinT.in
recfg.inf - — 53

reraicdint.

Driver name Driver version Os version Architecture

Please click next to continue

[ <Back || Next> || Close |

In the next step, the application will start building the ISO containt the SVS app at

Windows PE.

W 5VSCreator

Mounting...
CiWindows\Temp\pe_10.1.14293.0_amd&&\binimount

Please click cancel to cancel task

<Back Mext>
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After the ISO file build is completed, the user will be notified by the message: ISO image
with Windows PE successfully built and information about its location.

OB svSCreator

ISO image with Windows PE successfully bult
ChWindows\Tempioutiwin10pe_amd64.iso

| DOpen location |

Please click close to close application

Manual for recording an ISO image on a PenDrive can be found here.
Manual for booting a USB flash drive can be found here.
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https://support.xopero.com/hc/en-us/articles/115001928904-Starting-SVS

System recovery - means Bare Metal Recovery

Manual for preparing a bootable media can be found here.

After starting Xopero SVS in the Windows PE, the following options will be displayed:
Xopero - go to the next window with additional restore options.

Shell - go to the command line.

Reboot - restart the machine.

Shutdown - shutdown the machine.
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After selecting the Xopero button, a menu will appear displaying the options described
below.

Restore - starts the Bare Metal Restore process.
Fix boot problems - solution to problems running the operating system. More
information here.

e Drivers - loading the drivers. More information here.

After selecting the Restore option, the login form for the Xopero user account will be
displayed.
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To properly configure the connection to the account where the disk image was backed
up, you need to enter the server address, username and password. If the user has his
own encryption key, enter it as well.

When logging at to the account in the Xopero Cloud service, enter the following server
address:

https://repol.xopero.com:443 for the panel: https://cloud.xopero.com/
https://repo2.xopero.com:443 for the panel: https://cloud2.xopero.com/
https://usrepo.xopero.com:443 for the panel: https://uscloud.xopero.com/
https://asiarepo.xopero.com:443 for the panel: https://asia.xopero.com/

In case of doubts regarding the choice of server address, please contact our technical
support (link).

For local solutions, enter the IP address of the device on which the Xopero server
module is running (e.g. https://192.168.0.199:45554).

Enter Xopero authentication data

https://repo2.xopero.com:443

m.melon@xopero.com

so00 o
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After starting to restore the system image, the bottom of the screen will display
information about the approximate time remaining to the end of the operation.

Image: Drive (8562EE20).raw, Size: 730.40 GB

Downloaded: 1% [104.13 MB/s], Restored: 0% [7.25 MB/s]
Time left: 1 Hour 7 Minutes 4 Seconds

The user will be notified of the system restore completion with the message: Restore has
been finished.
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Troubleshoot system startup issues

The Smart Virtualization Stick application is equipped with the fix boot problems tool,
which allows you to solve problems with run the restored system.

After selecting the fix boot problems option, the application will try to automatically detect
the cause of problems with starting the system and it will implement solution. You will be
notified of the completion of this operation with the following message: Fixing boot
problems has been finished.

Select disk to fix boot problems
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Add and load drivers

After entering driver window, the following two options will be displayed.

e Load driver - loads the driver into Windows PE (the environment that user is

currently using).
e Add driver - adding a driver to the disk selected by the user (after system

recovery).
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An example of using the option to add drivers

If the disk image has to be restored into two disks connected in a RAID array, select the
Load driver option, and select the RAID array driver which should be loaded into
Windows PE. Before adding the driver, the system will detect two separate disks, after
adding it'll detect one located in the RAID array. In the next step, restore the image to
the disk.

After restoring the disk image, the user should select the Add driver option, i.e. add the
driver to the restored operating system. This will allow the operating system to start
correctly after restarting the machine.

The RAID driver is an example. It is also possible to add or load other drivers.

SVS & Bare Metal Restore

What is it and what is it for?

Smart Virtualization Stick is an independent tool which is used to restore disk images.

With it, you can restore the system after a computer failure from a previously made HDD
Image backup.

Burning SVS on usb drive

To burn Xopero SVS on pendrive, use the program to create a bootable USB flash drive,
eg. Rufus. In the field Device you need to indicate USB flash drive on which you want to
record the ISO image, then select the file to record and press Start.
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Device

| Xopero_ISO (G} [1GE]

Partition scheme and target system type

| MER partition scheme for BIOS or UEFI

File system

|FaT32

Cluster size

4096 bytes [Default]

MNew volume label
| XOPERO_201610

Format Options [~

|:| Check device for bad blocks | 1 Pass

Quick format

Create a bootable disk using | 150 Image v | é& |
Create extended label and icon files

Advanced Options

[ List USB Hard Drives
|:| Add fixes for old BIOSes (extra partition, align, etc.)
[ ] Use Rufus MBR with BIOS ID | 0x80 (Default)

Using image: xopero-2016.10.13.iso0

After completing these steps a window appears with the message, about detection
ISOHybrid image, where you should select Write in ISO Image mode and accept.

The image you have selected is an '|50Hybrid' image. This means it can be
written either in 150 Image (file copy) mode or DD Image (disk image) mode.
Rufus recommends using 150 Image mode, so that you always hawve full
access to the drive after writing it.

However, if you encounter issues during boot, you can try writing this image
again in D0 Image mode,

Please select the mode that you want to use to write this image:

(@) Write in 150 Image mode (Recormmended)
() Write in DD Image mode
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After completing the above steps will be initiated the process of burning an ISO image to

a USB flash drive.

Device

Xopero_|50 [G2) [1GEB]

Partition scheme and target system type
MER partition scheme for BIOS or UEFI

File system

FAT32

Cluster size

4096 bytes [Default)

Mew volume label
XOPERC 201610

Format Options

[ | check device for bad blocks 1 Pass

[#] Quick format

Create a bootable disk using  1SC Image

Create extended label and icon files

Advanced Options

[ ] List USE Hard Drives

|:|Add fixes for old BIOSes (extra partition, align, etc)
[ | Use Rufus MBR with BIOS ID | 0x20 [Default)

| Copying 150 files...

About. sta

Ghboot\syslinud gfxboot.c32 (10.2 KB) 00:00:17
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Starting SVS

To start SVS from USB flash drive in the BIOS/EFI must be set the boot sequence (boot
from USB-HDD).

Keep in mind that there is no way to switch between UEFI and EIF and vice versa!

System recovery - means Bare Metal Recovery

After starting Xopero SVS from USB flash drive displays a window, where there
are two options. In order to restore system you have to choose Xopero Backup &
Restore.

Xopero Backup & Restore (i686)

Reboot

Boot the Xopero Backup & Restore (i686)
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Next, from available option choose Xopero.

Shstom ubils
Network  Configures network
Shell Runs bash shell

Shutdoser  Shutdouns machine
Reboot  Reboots machine

After choose this option displays a window Xopero utils, where you have to
choose Configure option.

Yopero utils

on iz 0
Reset, Resets Hindows drivers
Yirtmalize Virtuslizes systen

K 1K ] < Back >

To properly set up the connection to your account, which was made HDD image
backup you must enter the server address, user name and password. If the user
has given his own encryption key, you also must enter it.

When logging at to the account in the Xopero Cloud service, enter the following
server address:

https:/Irepol.xopero.com:443 for the panel: https://cloud.xopero.com/
https://repo2.xopero.com:443 for the panel: https://cloud2.xopero.com/
https://Irepo3.xopero.com:443 for the panel: https://cloud3.xopero.com/
https://usrepo.xopero.com:443 for the panel:
https://luscloud.xopero.com/

e https://asiarepo.xopero.com:443 for the panel: https://asia.xopero.com/
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In case of doubts regarding the choice of server address, please contact our
technical support (link).

For local solutions, enter the IP address of the device on which the Xopero server
module is running (e.g. https://192.168.0.199:45554 or http://192.168.0.199:45558).

KX ) {Lavel>

If the configuration has been correct it will be confirmed by the message, and
displays an additional option Restore, which you select to restore the system.

~ Xopero utils
Confizmse Configures xol
Reset Resets Windous drivers

Virtualize WVirtualizes system

K_JK O < Back >

Next, you need to select the host from which you want to restore the system.

Xopern hosts: Matalia

i
KOPLRD-T i

(K X ] < foack >
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In the next steps select the backup image, version and drive to which you want to
restore the system.

Yopero dises Insges: XIPERD-KINPUTER
| ot disk 0.l

- < Rack >

Ropero warsions! Had disk 0. ram

l [ R016-06-18 08:25:12, 25,00 GH

KX} < Back >

Systen discs
Choose sustem disc to restore inage
|
KX ] { Back >

Before start the restore displays a message, informing about the possibility of
losing data stored on the disk that will be restored system.

Sipsten discs sda
All data from disc will be lost,
Are uou sure?

K Les ) <o >

After choose Yes option being restoring.

Y¥opero restore! Haed disk O
Size; 25 GB
Dosnloaded: 72 [97.54 ¥B/s]
Restored: 3% [31.19 HB/z)
Time left: 14w 305

To cancel press: Ctri+l

; & |
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After the end of the operation message is displayed.

¥opero restore! sia
Disc restored 3)

If the message will be accepted, the application will return to the first window,
where you select Shutdown option.

Supcbom ulils

Netwk  Confiaures netwmork
Hopero  Buns xopero restore

Shell Runs bash shell
hwitdosns sachin
Rebowot  Reboots wachine

KX Ol

Then, change the boot sequence order to boot from the disk that has been
restored system.
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Resetting drivers

The drivers should be reset in case a problem with starting the system after he has been
restored. To do this, you have to start the Smart Virtualization Stick again on the
computer with the restored system and choose option Reset in Xopero utils window.
This option does not require connection with server.

¥opero utilz
Confi Confi XOPEro

Virtualize Virtualizes systen

K K ) < Yack >

In the next step you must specify the drive where you want to perform said operation.

: discs
Choose sustem disc to reset Windows drivers
|

< Back >

Then choose the partition with Winsows and confirm, causing the reset drivers starts.

Sicten parta: sda
Choose sustem disc or partition to resst Windows drivers
4 100,00 HB
o2 24,90 CB
K_JX ) < Back >

Systenm dizcs sda
Registry drivers entries will be reset,
Are you sure?

K ges A < Noo >
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After successful completion of this operation, you should see a confirmation message
shown in the screenshot below.

Xopero reset drivers: sdad
Drivers reseted 3)

Network configuration

To configure the network connection choose Network option in System utils window.

Supitem wbils
| etuork]

Xopero  Runs xopero restore

Shell Runs bash shell
Shatdown  Shutdouns machine
feboot  Reboots machine

In the next window you can select the network configuration or network interface
settings.

Netsork conf igurat ion

Configures comection

Interfaces Setups interfaces

KK > < Bock >
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After selecting the first option will be displayed a window in which a choice of three

options.

— NetworkMsnager TUI F—
Pleass szelect an option
GiY & conectLlor
Bctivate a connection
Set sustem hostnane
Quit

First option Edit a connection allows you to edit or delete existing connections and add

the new connection.

<Add>
<Edit...>
<{Deleter
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Edit option allows you to change the name of the connection and clonnign the device

MAC address, as well as manual configuration IPv4 and IPv6.

{ Edit Connection |

Profile nave JESSH ctio
JEDS R0+ 00 : 27 +E Y S FF 1 O

r ETHERNET Hide>

Cloried MAC address m
HTY {default)

r [PU4 CONFIGURRTION CRutonatic) Hide
fAddresces <Add...>

Gatenss

NS serverz <Add...>

Search domains <A3d...>

Routirg (No custom routes) <Edit,..>
1 Never use this network for default route
] Ignore automatically obtained routes

[ ] Regquire IPv4 addressing for thiz connection

7 16 COBF IARATION {Automatic) ki de ]
Hddresses <Add...>
GCateveu
INS zervers <Add...>
Search donairs CAdd,..>
Boutire (Mo custom routes) <Edit...>
{ 1 Never use this network for d=fault route
[ ] Ignore sutonatically obtained routes

[ ] Require IPuB sddressing for this connection

[%] Automatically connect
[¥] évailable to all users

{Lancel> <O

Adding a new connection you have to choose connection type, then properly configure.

{ Meu Connection |

Select the tupe of conmaction you uish to creats,

sL g
Ethernet

Inf iniBand
Wi-Fi

Bond ¢

<Cancel> {Lreate>
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Activate a connection option allows to activate or deactivate the network connection.

Jleactivate>

§ <Quit>

Variant Set system hostname allows to give a name for the host, which is using by SVS.

— 1 Set Hostrawe ——
Hastran: e
Lancel> {05
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After select Interfaces option window with network interfaces is displayed, where you
should select one of them.

Network interfaces

|
K IX { Tack >

Next displays a list, which allows you to select one of the available transmission
standards Ethernet.

Netuork Interface! enplsd
Cable connected: ues

Duplex: Full
Speed: 1000H:/s
Choose mode:
H 0
1008nse TAull |
{ ) 100baseT/Half |
() t0haseT/Full I
( ) 10haselMalf |

K X LCancel”

Virtualization - what is it and how to do it?

What is it?

Virtualization allows you to start the machine, if the computer is not fully compatible with it, it
lets you to modify the image.

Virtualization allows you to access to the inside of the machine without the need to record it
to disk and configure virtualizers.

How to do it?
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Option the system virtualization is shown in Xopero utils window as Virtualize.

¥opero utils

Configwre Configures xopero
Reset Resets Hindous drivers

K_JX ) < Back >

After selection, the user must choose the source from which the system will be subject to the
present operation. There are two option.

¥opero virtualize
Choose device source to virtualize

ocal hard deiv
Network

e e ]

i IK < Back >

The firstis Local hard drive, system virtualization from a local drive. After select this option
must indicate the disk, which has to come under the virtualization.

Susten discs
Choose sustem disc to virtualize
|

< Back >
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In the next step in Xopero virtualize window the user must enter the required parameters,
that is, the amount of RAM, the number of processor cores, standard graphics card and
firmware, as well as choose a virtualizer.

Xopero virtualize: sds

fenory (nax: 932,47 MB, free: £29.63 HB)
203.69 HB

£ K D {Cacel>

The second option is Network, which allows the system image virtualization shared on the
server. To share file HDD image backup on the server, use the export options - in project
backup go to the Advanced tab select Export and choose the export task.

¥opevo virtalize
Choose device source to virtualize

I Local haed drive B
ctuork :
¢ ock >

After selection Network option displays a window, where you have to choose a server, on
which is the image.

Chooze il:sae localization

S UIN-LAS7STABERN
UIN-ROT A2 107A
YOPEROSERVER

TONRSZ-PC

RODERTEXCHANGE

OPL TN OCAEL
) 42

AW W WL W

%
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In the next step choose the directory, in which is the RAW file.

Shares: NSESIFE2
Choose image localization
5
Android S
WMsoee S
Aopero_repo S
home S
homes S
Public S
Ueb S
) 722
< Hack >

Then you need to select HDD image which to be subjected virtualization.

File: ZX0PERG-KORPUTER
Choose File to virtualize

& D
Hardd disk Lmet F

[ ard disk 1.roadi]
K 1K {Carvel>

In the next step in Xopero virtualize window the user must enter the required parameters,
that is, the amount of RAM, the number of processor cores, standard graphics card and

firmware, as well as choose a virtualizer.

Yopeso virtuslize: Had disk 1, raw

Tupe (bios,uefi
bios =
Virtualizer (qemu,virtualbox

oy

< oK > (CanceD>
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After the execution previously discussed actions in both cases is requested to confirm
system virtualization.

Yopero virtualize: sda
Systen will be virtualized, Data will be overuritten!
Are you sure?

< Yes > K Jo

Approval of the options associated with editing the data in a disk image.

System restore from encrypted disk

In case if HDD is encrypted with some encrypted programs Xopero still has access to the

drive while it is not encrypted. It lets Xopero to perform HDD Image backup with no issues.
Encrypted programs may edit boot sectors what may cause some issues after Bare Metal

Restore process because the drive is no longer encrypted. If you will get any errors linked

with invalid bootsector please try follow the steps:

Do HDD Image backup of the encrypted disk,
Restore with Smart Virtualization Stick,

Start the computer from the iso file of the operating system,
Select the Repair option,

Start CMD from Advanced Options,

Execute following commands one by one:
bootrec / FixMbr

bootrec / FixBoot

bootrec / ScanOs

bootrec / RebuildBcd

7. Remove OS installer and reboot computer.

ok whNE
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Select network location of the RAW image

The SVS application allows to restore the operating system from a disk image in RAW
format, located in a network resource (at local network). Manual for restoring the RAW
image can be found here.

After starting Xopero SVS from a USB stick, the following window will appear with two
options available. To restore the system, select Xopero Backup & Restore.

Xopero Backup & Restore (i686)

Reboot

Piaacs MTsl
ITESS Liab

Boot the Xopero Backup & Restore (i686)
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The System utils window will be displayed, in which you should select option: Runs
Xopero retore.

System utils
| etwork]

Hopero Runs xopero restore

Shell Runs bash shell
Shutdosm  Shutdowns machine
Reboot Reboots machine

In the next step, select: Restores disk to go to the options for restoring the disk.

Xopero utils

C(Mignr Conf 1iures xopero

Reget Resets Windows drivers
Yirtualize Virtualizes system

K _IK > < Back >
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You will be asked to indicate the location from which the disk image will be downloaded.
Select Network share from the available options.

Xopero restore
Choose device source to restore

Nopero server X

K _IK ) < Back >

A list of available network locations will be displayed. You should select the server on
which the RAW image is located.

Servers
Choose Ilgcal isation

LR
DESKTOP-TKCHB?D  192,168,0,204
HYPER-¥2 192,168,0,51
KSERD 192,168,0,45
MAIH 192,168.0.5
MARTA-DELL 192,168,0,44
NASESINFG2 152,168,0,199
NASEEROAG 192,168,0,157

{#) 60%

K_IK < Back >
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Then write credentials for the network resource.

User: A
Password:

< 0K > {Lancel>

You will be able to view the shared resources on the selected server. At this stage you
should indicate the location of the RAW image.

File: /Z0beaz/TESKTOP-FIQNICG
Choose file

+* e D
Drive{IBDIF312).met F
i
Drive{DBDIF312) vk F

K 1K ] {Cancel>
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After starting to restore the system image, information about the approximate remaining
time will be displayed.

Fopero restores fmnt/zsb/wing /TONPUTER/ T ive{45070839) . ram
Size: 791 GB

Downloaded: 72 [38,91 MBA=]
Restored: 7% [38.,91 MB/=]
Time left: 8m 3=

To cancel pressz: Ctrl+C

= 7z

You will be notified of the system restore completion with the message: Disc restored :).

Hopero restore: =da
Dizc restored &)

Xopero software installation
QNAP Appliance

Introduction

The following document will guide you through the installation of Xopero on the QNAP
device. To install Xopero on QNAP, it has to be remembered that the particular NAS’s
processor must be built on x86/x64 architecture and run under the QTS 4.0 (or newer).
System requirements are available on our website:https://xopero.com/system-requirements/

How to get Xopero?
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You can download Xopero backup installation package directly from our website:

https://xopero.com/latest-updates/

Choose your solution

A\
@ AN

FOPERD QNAF APPLIANCE AOPERO BACKUPERESTORE SMART VIRTUALIZATION 5W5 CREATOR
STICK

@ version 4.0
July 2019

View the changelog

DOWNLOAD PRO

%86 64 Installer File

DOWNLOAD FREE FOREVER

x86_64 Installer File

For NAS with QTS 4.2 download x86 Installer File.

For NAS with QTS 4.3 or newer download x86_64 Installer File.

Installation

XIT

e
XOPERC IMAGE TOOL

str. 95


https://xopero.com/latest-updates/

To install or update Xopero, go to your QNAP web panel and open the App Center. Click on
Install Manually button which is placed in the right, top corner.

| App Cenfter -4 X
Q i i
B~ - | EVolumeinfo
@ QNAF Store (Update:3 | Installed:8) Install Updates m
Update:3 A
OTS Essentials
Recommended ‘ ‘ % g
BefaLah &»
Partners Helpdesk 2.0.1 License Center Virtualization
Utilities 1.2.10 Station
Utilities Utilities
B Backup/ Sync
T
USINESS
z Content Management instalied:8 e
. Communications i
& e g @ .
L Download
@ Entertainment JRES8.151.2 Network & Notification Qboost 1.2.0
= Developer Tools Virtual Switch Center Utilities
© Surveillance Utilities Utilities
' Home Automation

In the subsequently displayed dialog window click Browse button and select the package
that you had downloaded. Then click Install button and installation process will begin.

Install Manually

To install a package, please follow the steps below:

1. Click here to browse more App add-ons including those newly developed ones from the Beta lab. You
can download and unzip the add-ons to your computer.

App Development: If you would like te develop App add-ons, the QDK has the tools, documentation, and
sample codes you need to create great applications.

2. Browse to the location where the unzipped file is, and then click [Install].

Mote: QNAP recommends that yeu enly install applications frem the QTS App Center or the QMAP website.
Applications downloaded from other sources are NOT authorized by QNAP and may harm your system, cause
data loss, or leave your Turbo MAS apen to attack. QMAP will not be held responsible for damage, loss or harm
caused by unauthorized apps.

Browse... || Install

Close

The installation process will take approximately 2 minutes. When it is finished you can
start to protect your data with Xopero.
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More informations about: Management Center, Client Application.

Backup&Restore

1. To get the latest version Xopero Backup&Restore go to https://xopero.com/latest-
updates/

and click To check if your system is compatible click here.

Choose your solution

\ <
é <\\/{> XIT

KOPERG QNAP APPLIANCE WOPERD BACKLUPARESTORE SMART VIRTUALIZATION S5 CREATOR HROPERD IMAGE TOOL

STICK

(V) version 4.0
July 2019

View the changelog

{ %/‘ version 3.9.8

June 2013

; version 3.9.7
January 2019
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2. After download, open file to start installation. Choose preferred language and click
Next.

4 Xopero Backup&Restore Setup [x]

O P E RO welcome to the Xopero
Backup&Restore Setup Wizard

Select the setup language:

| English (United States) v

Mext = | | Cancel

3. After installation open Xopero Backup&Restore Panel

Open
Print

Restore previous versions
Send to

Cut

Copy
Create shortcut

Delete

Rename

Properties
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4. Download application Management Center and install it on your PC. Afterwards go
through the first-run-creator.

O Thank you for choosing Xopero Backup!

Download Management Center and configure Xapero.

CLOUD BACKUS

. . ENDPOINTS
| & SERVERS
ﬁ Datanases

@& Exchange g

I Sanm
m Lusook D &

= fima A0p0:0 HaKOD & et
. laklesy

Desiop &
=

vmware E

CENTRAL
MANAGEMENT

Default username is admin, password: admin.
Provide your e-mail address, downioad Management Center and enjoy Xopero
Provide us your email address

1 agree to my email address being used by Xopero Software S.A. to send me:

Enewsletters, educational materials, webinars or special events invitations,
Hsome commercizl communications occasionally (no SPAM),

and to process my personal data for rendering of services provided by Xopero. Impertant information about
the processing of your personal data can be found in Data protection policy section, Personal data
protecticn Policy and Information carc.

‘fou have the right tc withdraw your corsent at any time - in addition, an unsubscribe link is included in each

zmail

5. Thanks to Xopero Control Panel you will be able to download set of applications
needed to protect your infrastructure (such as: Management Center, Client Application
and/or Client Application without GUI).
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@ locathost 45

Protect all your IT environment

@8 Exchange

: -

Qs oo | =i 2

17 Hyper-v =

System State é = ‘>r:

Lo U >
Start work with Xopero Secure your Windows Windows Agent w/o GUI
- C —
— 0
= Uownioag ‘ ‘ o Downloa o Uowniosa
Install Management Canter and manage your Ingtall this application on 3 computer from Apglication without Graphical User Interface

vers and their backups which you wari to secure dats configurable over Management Center

CLI application

Introduction

Preface

These modifications make it possible to access the Opero Client software from the
command line. The following actions will be implemented: addhost, backup,
backupbriefcase, createconfig, delete, deletehost, dir, gethostslimit, gethostslist,
getversion, getversionslimit, initkeytype, renamehost, resetaccount, restore,
setversionslimit. These actions will be described in more detail in the following
paragraphs. For all actions applies that a successful action is indicated by means of exit
code 0. In all other cases a status code of 1 will be used.

Definitions
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User — a base system unit which represents a single account/person in the system. The
user is identified by his login.

Host — a single computer on which the Opero application runs. It imposes the
consistency in the directory structure in the backup processes and when restoring the
data for different computers. Number of hosts is limited according to the product.

Briefcase — disk space where user files are stored. This data are encrypted with
briefcase key. The contents of this directory are synchronized on each of the computer
of one user where the Opero application is installed.

Backup projects — the projects represent the files that were archived by the user using
Opero Backup application. The files are differentiated based on the host that performed
the backup. All projects are encrypted, each with the same key (default or user-defined)

Symbols used in this document

-- parameter <parameter>- required parameter,

[--parameter <parameter>] — additional parameter, non-required.

Configuration

The command line client does not need any configuration for it to function properly. All
necessary information required to complete a given action is supplied via command line
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options. The default values for options otherwise configurable via the full Opero client should
be such that these are satisfactory in the majority of installations. The command line client is
able to read default values from a configuration file. When used, this configuration file is
expected to reside in one of the following folders:

e $HOME/.backup_cli.conf
e /etc/backup_cli.conf
e Path to configuration file can be indicated by parameter —config

If the command line client detects a configuration file in one of the aforementioned folders, it
will load and process the contents of this configuration file before processing the command
line options. If an error is found in the configuration file, the command line client will issue an
error message describing which value, setting or option is causing the error and terminate
with an exit value of 1.

Opero Command Line application requires Java 1.5 or newer.

Required parameters
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Below parameters are required for each command.

Argument

Description

--login <login>

User login.

--password <password>

User password.
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--server <address>

The network address of the Xopero
Server specified as:

--server=https://repo.xopero.com:443
(for cloud.xopero.com users)

--server=https://repo2.xopero.com:443
(for cloud2.xopero.com users)

server=https://cloud3repo.xopero.com:4
43 (for cloud3.xopero.com users)

server=https://cloud4repo.xopero.com:4
43 (for cloud4.xopero.com users)

--server=https://usrepo.xopero.com:443
(for uscloud.xopero.com users)

server=https://asiarepo.xopero.com:443
(for asia.xopero.com users)

/Ithis address is an example, it works for
Xopero Cloud, Backup Expert and
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Backup Expert Blue, but every brand
has different address

The network address and port of the
Xopero QNAP Appliance and Xopero
Backup&Restore server specified as:

PO
server=http://XOPERO_SRV:
45558 - for HTTP connection,

PO
server=https://XOPERO_SR
V:45554 - for HTTPS
connection.

--key <key>

Custom encryption key - required if
the user has defined custom
encryption key.
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Additional parameters

Below parameter is additional and can be used for each command.

Argument

Description

[--help]

Command help.

[--config <path>]

Path to config file.

[--cache-dir <path>]

Path to cache directory.
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[--log-dir <path>] Path to log directory.

Create configuration file

Creates a new configuration file.

Command:

java -jar cli.jar createconfig --path=/home/tim/.backup.conf

Example:

java -jar opero-commandline.jar createconfig --login=Natalia2 --password=zaql2wsx --
server=http://192.168.0.199:45558

or

java -jar opero-commandline.jar createconfig --login=Natalia2 --password=zagq12wsx --
server=http://192.168.0.199:45558 --key=mykey
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Argument Description

[--path <path>] Path to save file to. Default is
'‘backup__cli.conf' in user home
directory

If the configuration file is created in the user's home directory, it will be automatically
picked up by the CLI application.

Encryption key initialization

Initializes new encryption key for user account.

Command:

java -jar cli.jar initkeytype --key=mykey

Example:
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java -jar opero-commandline.jar initkeytype --login=Natalia --password=zaql12wsx --
server=http://192.168.0.199:45558 --key=123456

If you have a configuration file in user's home directory, you do not need to enter the parameters:
login, password, server:

java -jar opero-commandline.jar initkeytype --key=123456

If you have a configuration file in a different directory than the user's home directory, then you have to
enter the parameter: config, e.g.

java -jar opero-commandline.jar initkeytype --config=D:\CLl.conf --key=123456

Argument Description

[--key <key>] Encryption key is initialized with user
private key. Default is DEFAULT
encryption key(generated
automatically).

str. 109


https://support.xopero.com/hc/articles/115001931310-Create-configuration-file

Encryption key/account reset

Resets user encryption key/account. After using it all user data and host have been
deleted. To use this user account again it is required to initialize new encryption key.

Command:

java -jar cli.jar resetaccount --no-confirm

Example:

java -jar opero-commandline.jar resetaccount --login=Natalia2 --password=zaql2wsx --
server=http://192.168.0.199:45558 --no-confirm

-jar oper

If you have a configuration file in user's home directory, you do not need to enter the parameters:
login, password, server:

java -jar opero-commandline.jar resetaccount --no-confirm

If you have a configuration file in a different directory than the user's home directory, then you have to
enter the parameter: config, e.g.

java -jar opero-commandline.jar resetaccount --config=D:\CLI.conf --no-confirm
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Argument Description

[--no-confirm] Action will not need confirmation.

Get account info

Gets info about: license type, hosts limit, capacity, used space...

Command:

java -jar cli.jar getaccountinfo

Example:

java -jar opero-commandline.jar getaccountinfo --login=Natalia2 --password=zagl2wsx --
server=http://192.168.0.199:45558

java -jar opero-commandline.jar getaccountinfo --login=Natalia2 --password=zagl2wsx --server=http://10
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If you have a configuration file in user's home directory, you do not need to enter the parameters:
login, password, server:

java -jar opero-commandline.jar getaccountinfo

If you have a configuration file in a different directory than the user's home directory, then you have to
enter the parameter: config, e.g.

java -jar opero-commandline.jar getaccountinfo --config=D:\CLIl.conf

Set file version limit

Sets limit of file versions that are stored on backup servers.

Command:

java -jar cli.jar setversionslimit --limit=15

Example:

java -jar opero-commandline.jar setversionslimit --login=Natalia2 --
password=zaql2wsx --server=http://192.168.0.199:45558 --limit=15

If you have a configuration file in user's home directory, you do not need to enter the parameters:
login, password, server:
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java -jar opero-commandline.jar setversionslimit --limit=15

If you have a configuration file in a different directory than the user's home directory, then you have to
enter the parameter: config, e.g.

java -jar opero-commandline.jar setversionslimit --config=D:\CLI.conf --limit=15

Argument Description

--limit <number> File versions limit. Default is 30

Get file version limit

Gets limit of file versions that are stored on backup server.

Command:

java -jar cli.jar getversionslimit
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Example:

java -jar opero-commandline.jar getversionslimit --login=Natalia2 --password=zaql2wsx --
server=http://192.168.0.199:45558

If you have a configuration file in user's home directory, you do not need to enter the parameters:
login, password, server:

java -jar opero-commandline.jar getversionslimit

If you have a configuration file in a different directory than the user's home directory, then you have to
enter the parameter: config, e.g.

java -jar opero-commandline.jar setversionslimit --config=D:\CLI.conf

Get hosts limit

Gets hosts limit available for user.

Command:

java -jar cli.jar gethostslimit

Example:
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java -jar opero-commandline.jar gethostslimit --login=Natalia2 --password=zagql2wsx --
server=http://192.168.0.199:45558

If you have a configuration file in user's home directory, you do not need to enter the parameters:
login, password, server:

java -jar opero-commandline.jar gethostslimit

If you have a configuration file in a different directory than the user's home directory, then you have to
enter the parameter: config, e.g.

java -jar opero-commandline.jar gethostslimit --config=D:\CLI.conf

Get hosts list

Gets list of all hosts that are assigned to user account.

Command:

java -jar cli.jar gethostslist

Example:

java -jar opero-commandline.jar gethostslist --login=Natalia2 --password=zaql2wsx --
server=http://192.168.0.199:45558
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ava -jar opero-commandline.jar gethostslist --login=Natalia2 --password=zaql2wsx --se

If you have a configuration file in user's home directory, you do not need to enter the
parameters: login, password, server:

java -jar opero-commandline.jar gethostslist

If you have a configuration file in a different directory than the user's home directory, then you
have to enter the parameter: config, e.g.

java -jar opero-commandline.jar gethostslist --config=D:\CLIl.conf

Add new host

Adds new host under the user account (if host limit is not reached).

Command:

java -jar cli.jar addhost --host-name=TIM-LAPTOP

Example:

java -jar opero-commandline.jar addhost --login=Natalia2 --password=zaql2wsx --
server=http://192.168.0.199:45558 --host-name=Natalia2

-commandline.jar addhost --login=Matalia2 --password=zagl2wsx --server=http://19
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If you have a configuration file in user's home directory, you do not need to enter the
parameters: login, password, server:

java -jar opero-commandline.jar addhost --host-name=Natalia2

If you have a configuration file in a different directory than the user's home directory, then you
have to enter the parameter: config, e.g.

java -jar opero-commandline.jar addhost --config=D:\CLI.conf --host-name=Natalia2

Argument

Description

--host-name <name>

New host name.

Change host name

Changes given host name. Host must exists and be assigned to given user account.

Command:
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java -jar cli.jar renamehost --old-host-name=TIM-LAPTOP --new-host-name=JANE-
LAPTOP --no-confirm

Example:

java -jar opero-commandline.jar renamehost --login=Natalia2 --password=zaql2wsx --
server=http://192.168.0.199:45558 --old-host-name=Natalia2 --new-host-name=Natalia-Laptop --
no-confirm

If you have a configuration file in user's home directory, you do not need to enter the
parameters: login, password, server:

java -jar opero-commandline.jar renamehost --old-host-name=Natalia2 --new-host-
name=Natalia-Laptop --no-confirm

If you have a configuration file in a different directory than the user's home directory, then you
have to enter the parameter: config, e.g.

java -jar opero-commandline.jar renamehost --config=D:\CLI.conf --old-host-name=Natalia2
--new-host-name=Natalia-Laptop --no-confirm

Argument Description
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--old-host-name <name> Current host name that has to be
changed.

--host-name <name> New host name.

[--virtual] If used operates on virtual hosts.

[--no-confirm] Action will not need confirmation.

Delete host from account

Deletes host and all its data from user account.

Command:

java -jar cli.jar deletehost --host-name=TIM-LAPTOP --no-confirm
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Example:

java -jar opero-commandline.jar deletehost --login=Natalia2 --password=zaql2wsx --
server=http://192.168.0.199:45558 --host-name=Natalia-Laptop --no-confirm

If you have a configuration file in user's home directory, you do not need to enter the
parameters: login, password, server:

java -jar opero-commandline.jar deletehost --host-name=Natalia-Laptop --no-confirm

If you have a configuration file in a different directory than the user's home directory, then you
have to enter the parameter: config, e.g.

java -jar opero-commandline.jar deletehost --config=D:\CLI.conf --host-name=Natalia-
Laptop --no-confirm

Argument Description

--host-name <name> Host name that has to be deleted.
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[--no-confirm] Action will not need confirmation.

Get projects list

Gets list of all projects in host.

Command:

java -jar cli.jar getprojectslist --host-name=TIM-LAPTOP

Example:

java -jar opero-commandline.jar getprojectslist --login=Natalia2 --password=zaql12wsx --
server=http://192.168.0.199:45558 --host-name=NATALIAL

If you have a configuration file in user's home directory, you do not need to enter the
parameters: login, password, server:

java -jar opero-commandline.jar getprojectslist --host-name=NATALIA1
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If you have a configuration file in a different directory than the user's home directory, then you
have to enter the parameter: config, e.g.

java -jar opero-commandline.jar getprojectslist --config=D:\CLIl.conf --host-
name=NATALIA1

Argument Description

[--host-name <name>] Host name, which you want to get
project list from.

Backup

Performs a backup.

Command:

java -jar cli.jar backup --host-name=TIM-LAPTOP --project-name=Photos --
path=/home/tim/photo, /lhome/tim/picture --key=mykey --recursive

Example:
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java -jar opero-commandline.jar backup --login=Natalia2 --password=zagl2wsx --
server=http://192.168.0.199:45558 --host-name=NATALIA1 --project-name=CLI --path=D:/MC --
recursive

If you have a configuration file in user's home directory, you do not need to enter the
parameters: login, password, server:

java -jar opero-commandline.jar backup --path=D:/MC --recursive

If you have a configuration file in a different directory than the user's home directory, then you
have to enter the parameter: config, e.g.

java -jar opero-commandline.jar backup --config=D:\CLI|.conf --path=D:/MC --recursive

Argument Description

--path <path1l, path2, ...> This argument specifies a list of
files and/or directories to be
backed up. multiple paths are
separated with ',". It is the user's
responsibility to properly quote any
file or folder name containing
embedded whitespace or other
special characters. If the optional -
-recursiveoption is specified, all
specified folders will be backed up
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recursively. The use of relative
paths is allowed and will be treated
properly by the agent(this means
that the agent will fully resolve any
relative path into the correct
absolute path and automatically
compress any redundant path
components).

[--host-name <name>] Host name to which files will be
added. This host must be firstly
added to user account by
command addhost. Default is
current host.

[--project-name <name>] Project name to which files will be
added. Defaultis ‘commandline’.

[--recursive] This argument specifies to set
backup as recursive.

[--backup-method <method>] Specifies backup method for files:
REGULAR | DIFFERENTIAL |
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INCREMENTAL. Default is
automatic.

[--path-separator <separator>] Path separator of files and/or
directories list. Default is ','.

[--key <key>] User encryption key used to
encrypt a stored files. Required if
user defined his own encryption
key(not default).

Output

This command will print, during and after backup, list of backed up files, one line for
each file (the full path will be shown).

Backup briefcase

Sends files to briefcase.

Command:

java -jar cli.jar backupbriefcase --path=/home/tim/In --briefcase-dir=\\In --recursive
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Example:

java -jar opero-commandline.jar backupbriefcase --login=Natalia2 --password=zaql2wsx --
server=http://192.168.0.199:45558 --path=D:/MC --recursive

If you have a configuration file in user's home directory, you do not need to enter the
parameters: login, password, server:

java -jar opero-commandline.jar backupbriefcase --path=D:/MC --recursive

If you have a configuration file in a different directory than the user's home directory, then you
have to enter the parameter: config, e.g.

java -jar opero-commandline.jar backupbriefcase --config=D:\CLIl.conf --path=D:/MC --
recursive

Argument Description
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--path <pathl, path2, ...> This argument specifies a list of
files and/or directories to be
backed up. multiple paths are
separated with ',". It is the user's
responsibility to properly quote any
file or folder name containing
embedded whitespace or other
special characters. If the optional -
-recursive option is specified, all
specified folders will be backed up
recursively. The use of relative
paths is allowed and will be treated
properly by the agent(this means
that the agent will fully resolve any
relative path into the correct
absolute path and automatically
compress any redundant path
components).

[--recursive] This argument specifies to set
backup as recursive.

[--briefcase-dir <directory>] Specifies the directory in briefcase
where files will be uploaded. Ifitis
not given files are sent to main
briefcase directory.
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[--path-separator <separator>] Path separator of files and/or
directories list. Default is ','.

Output

This command will print, during and after file sending, list of sent files, one line for
each file (the full path will be shown).

Delete

Deletes files and directories that were sent to backup server.

Command:

java -jar cli.jar delete --host-name=TIM-LAPTOP --project-name=Photos --
path=\\Whome\\tim\\picture --recursive --no-confirm

Example:

java -jar opero-commandline.jar delete --login=Natalia2 --password=zaql2wsx --
server=http://192.168.0.199:45558 --path=D:/MC --host-name=NATALIA1 --recursive

--login=Natalia2 --password=zagl2wsx --server=http://192
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If you have a configuration file in user's home directory, you do not need to enter the
parameters: login, password, server:

java -jar opero-commandline.jar delete

If you have a configuration file in a different directory than the user's home directory, then you
have to enter the parameter: config, e.g.

java -jar opero-commandline.jar delete --config=D:\CLI.conf

Argument

Description

[--host-name <name>]

Host name from which files have to
be deleted. Default is current host.

[--project-name <name>]

Project name from which files have
to be deleted. Default refers to all
project given from host.
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[--path <pathl, path2, ...>]

Paths of files and directories that
have to be deleted. The name
should contain the full path where
the directory of file is located.
Multiple files and/or directories are
separated with ',

[--version <GUID1, ...>]

It is specifying which file versions
have to be deleted. Multiple
versions are separated with ',". If it
is not given all versions will be
deleted.

[--date <YYYY-MM-DD hh:ss:mm>]

Paths/versions created after this
date will not be included.

[--recursive]

This argument specifies to delete
files recursively from directory. If it
is not given subdirectories and
their files will not be deleted, only
files in given folder.
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[--no-confirm] Action will not need confirmation.

Output

As output, the delete command will print the list of deleted files or folders on standard
output, one line for each file (the full path will be shown).

Restore

Restores files from backup servers.

Command:

java -jar cli.jar restore --host-name=TIM-LAPTOP --project-name=Photos --restore-
dir=/homel/tim/restore --path=\\Whome\\tim\\picture --key=mykey --recursive

Example:

java -jar opero-commandline.jar restore --login=Natalia2 --password=zaql2wsx --
server=http://192.168.0.199:45558 --path=D:\MC --host-name=NATALIA1 --recursive
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If you have a configuration file in user's home directory, you do not need to enter the parameters:
login, password, server:

java -jar opero-commandline.jar restore

If you have a configuration file in a different directory than the user's home directory, then you have to
enter the parameter: config, e.g.

java -jar opero-commandline.jar restore --config=D:\CLI.conf

Argument Description

[--host-name <name>] Host name from which files have to be
restored. Default is current host.

[--project-name <name>] Project name from which files have to
be restored. Default refers to all
project from given host.
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[--path <pathl, path2, ...>]

Path to directories that have to be
restored. It is possible to type there a
file that we want to display versions. If
empty then main folder will be
selected by default.

[--version <GUID1, GUID2, ...>]

File versions id that has to be
downloaded. If it will be given then
paths parameter will be missed.

[--date <YYYY-MM-DD hh:ss:mm>]

Paths/versions created after this date
will not be included.

[--recursive]

Restores all directories that are under
given path.

[--restore-dir <dir>]

Local directory where files will be
downloaded. If not specified files will
be downloaded to current directory.
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[--key <key>] User encryption key used to decrypt a
downloaded files. Required if user
defined his own encryption key (not
default).

[--overwrite] Specifies overwrite mode: ASK | YES
| NO. Default is ASK.

[--maxThreads <number>] Maximum number of threads to use.
Default is 8.

Output

As output, the restore command prints the list of restored files and folders on standard
output, one line for each file (the full path is displayed).

Get version info

Returns version number.

Command:
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java -jar cli.jar getversion

Example:

java -jar opero-commandline.jar getversion

Z:\»Java -jar opero-commandline.jar getver

List directories

Dir

Commands shows directories or file version stored on backup servers.

java -jar cli.jar dir --path=\\opero_agent\\Client\\client.jar --long-format

F | \opero_agent\Client\client.jar | R | 2013-01-14 10:20:12 | c6ff0019-9ed5-41d1-b582-
baffc5fc9f20 | 2013-01-14 10:20:12 | 1605164

F | \opero_agent\Client\client.jar | R | 2013-01-14 10:20:12 | acdcc334-4717-45bf-b017-
61653ae03470 | 2013-01-14 10:20:12 | 1605164
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Long file version format

The long file version displays the results in the following format:

type|path|backup method|date modified|GUID|date created|size in bytes|description

The type indicator possible values :

e F-File
e D - Directory

The backup method indicator possible values:

R - Regular

P - Partial

D - Differential
| - Incremental

For a single-directory listing, the name tag only contains the name of a file or
directory and not contains the path. For a recursive directory listing the name
contains the relative full path.

The size of a file will be displayed in bytes. The date created and date modified
display the date when a file has been created or modified. The date format for files is
YYYY-MM-DD hh:mm:ss. The GUID defines the file version.
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Examples

The request to display the 'opero_agent\Client' directory for briefcase:

java -jar cli.jar dir --path=\\opero_agent\\Client\\client.jar --long-format

F | \opero_agent\Client\client.jar | R | 2013-01-14 10:20:12 | c6ff0019-9ed5-41d1-b582-
baffc5fc9f20 | 2013-01-14 10:20:12 | 1605164

F | \opero_agent\Client\client.jar | R | 2013-01-14 10:20:12 | acdcc334-4717-45bf-b017-
61653ae03470 | 2013-01-14 10:20:12 | 1605164

With --recursive option:

java -jar cli.jar dir --path=\\opero_agent\\Client --long-format --recursive

F | client-with-logging.sh | R | 2013-01-14 10:20:12 | 26bdad8d-c2aa-4771-86af-
e54be3f2997b | 2013-01-14 10:20:12 | 123 | rwxr-xr-x | u: tim | g: tim

F | client.jar | R | 2013-01-14 10:20:12 | c6ff0019-9ed5-41d1-b582-baffc5fc9f20 | 2013-01-
14 10:20:12 | 1605164

F | config\logging.propeties | R | 2013-01-14 10:20:12 | d6f680f5-caOb-4e04-98b5-
b18dbed374f9 | 2013-01-14 10:20:12 | 142

F | whitelabel.jar | R | 2013-01-16 09:51:48 | de504389-1d89-407b-a55f-a2fb483708e1l |
2013-01-16 09:51:48 | 17431
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For file versions:

java -jar cli.jar dir --path=\\opero_agent\\Client\\client.jar --long-format

F | \opero_agent\Client\client.jar | R | 2013-01-14 10:20:12 | c6ff0019-9ed5-41d1-b582-
baffc5fc9f20 | 2013-01-14 10:20:12 | 1605164

F | \opero_agent\Client\client.jar | R | 2013-01-14 10:20:12 | acdcc334-4717-45bf-b017-
61653ae03470 | 2013-01-14 10:20:12 | 1605164

Short format file version

The short version displays the results in the following format:

<type>|<name>

The type indicator possible values:

e F-File
e D - Directory

For a single-directory listing, the name tag only contains the name of a file or
directory and not contains the path. For a recursive directory listing the name
contains the relative full path.
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Launch remote management capabilities

It allows remote management from the Management Center.

Command:

java -jar cli.jar clientservice

Example:

java -jar opero-commandline.jar clientservice --login=Natalia2 --password=zaql2wsx --
server=http://192.168.0.199:45558

Or:

java -jar opero-commandline.jar clientservice --login=Natalia2 --password=zaq12wsx --
server=http://192.168.0.199:45558 --daemon&

java -jar opero-commandline.jar clientservice --login=Natalia? --password=zagl2wsx --server=http://192.168.8.199:455]

If you have a configuration file in user's home directory, you do not need to enter the
parameters: login, password, server:

java -jar opero-commandline.jar clientservice

If you have a configuration file in a different directory than the user's home directory, then you
have to enter the parameter: config, e.g.
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java -jar opero-commandline.jar clientservice --config=D:\CLI.conf

Argument

Description

[--config]

Path to configuration file.

[--daemon]

It makes the CLI can be closed only
by "killing" the process or pressing
the combination CTRL + C.

& - causes the process to run in the
background and you can disable the
console.

Running the CLI application on QNAP

CLI application can run directly on QNAP NAS - it allows you to backup of resources from the
NAS directly to Xopero backup server or to the Xopero Cloud server. All backups will be be
incremental and differential, and the data will be compressed and encrypted, and will be
versioned. Additionally, deduplication mechanisms will work, and data recovery will be carried
out exactly the same way as in the case of other Xopero backups, through one of our
applications, for example, i.e. Management Center. In order to configure the CLI application to
QNAP itis necessary to:
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e Install Java Runtime Environment (JRE) on ONAP - the apoplication is
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e Enable SSH on QNAP -to do it, log in to QNAP NAS, go to Control Panel and
select Telnet/SSH option,
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Contrsd Pans

< ControlPanel

wen vie Telnet of 554 conmechian

Edit Access Permission

Log in to QNAP via SSH and download the CLI application, which is
available in the Download Centre in the Xopero Control Panel.

The default location of the Xopero CLI application (opero-commandline.jar)
is: {QNAP server address}\Web\xopero\download,

e.g. \\192.168.0.199\Web\xopero\download

% PuTTY Configuration ? *
Category:
=- SEE:SSinn | Basic options for your PuT T session |
£ Ten I_.aglging Specify the destination you want to connect to
Tﬂl‘-‘llr:elﬂ_.afbnard Host Mame {or IP address) Port
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- Features Connection type:
- Window (JRaw () Telnet () FRlogn @ 55H () Sedal
ﬂppea.rance Load, save or delete a stored session
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Default Settings
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- Senal Cloze window on exit:
() Aways () Never (®) Only on clean exit
About Help Qpen Cancel
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192.168.0.199 - PuTTY - O >

# wg http:/ 168.0.155:455: I 00— COT

e Applications can be moved from the /root/ directory,
192.168.0.199 - PuTTY — O X

£ e

¥ mv /Sroot/opero—-commar
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e Create a configuration file for CLI applications,
192.168.0.199 - PuTTY — O X

e When you start the application, use the screen command, which will allow
the application to running after the SSH connection is closed,

Np. screen java -jar /home/Xopero/opero-commandline.jar clientservice --
config=/home/Xopero/.backup.conf

192.168.0.199 - PuTTY - O x
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e Configure local data backup from the Local Management Center or Cloud
Managament Center.

You can find more information about enabling remote management service here.

CLI autostart as a service on Windows system

The CLI application can be launched when Windows starts. To do this, prepare a script
that launches the CLI application as a service, and then attach it to the system schedule.

Preparation of the script

You can create a .bat executable script in a notepad, just type the following command in
it:

java -jar <path_to_CLI_application> clientservice --login=<login> --
password=<password> --server=<sever_address>

example:

& Cliscript bat E3

1  java —jar "C:\CLI\opero-commandline.jar" clientservice —-login—michalw —-password—password —-server—https:

Save the file so prepared under any name with the extension .bat.
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Running the script at system startup

Open Task scheduler on your Windows system and then choose Create Task... option
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Define the task name, then go to the Actions tab and click the New button:
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| General | Triggers

When you create a task, you must specify the action that will cccur when your task starts,

Action Details

Then in the Program/script field indicate the path to the script you created:

str. 147



You must specify what action this task will perform.

Action: |5tarta program

Settings

Program,/script:

Add arguments (ocptional):

Start in (optional):

Close the window confirming the creation of actions with the OK button, go to the
Triggers tab and press the New... button:
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General | Triggers | Actions | Conditions | Settings |

When you create a task, you can specify the conditions that will trigger the task.

Trigger Details

When creating a trigger in the Begin the task field select At startup option:
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Begin the task: | At startup
Settings

Mo additional settings required.

Advanced settings

[] Delay task for: |15 minutes v|

[ ] Repeat task every: |1 hour V| for a duration of:

[] Stop all running tasks at end of repetition duration

[] Stop task if it runs longer tham: |3 days W |

[] Activate: |25ﬂ]5;21};_1] ||1?;1}4;;14 %| [] Synchronize across time zones

] Expire: |35;1]5;21]31 | |1?;1}4;;14 %| ] Synchronize across time zones

[v] Enabled

Confirm the trigger and then the whole task with the OK button.

From now on the CLI application will start with the system startup.

CLI application for NetWare
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Introduction

These modifications make it possible to access the Opero Client software from the
command line. The following actions will be implemented: addhost, backup,
backupbriefcase, createconfig, delete, deletehost, dir, gethostslimit, gethostslist, getversion,
getversionslimit, initkeytype, renamehost, resetaccount, restore, setversionslimit. These
actions will be described in more detail in the following paragraphs. For all actions applies
that a successful action is indicated by means of exit code 0. In all other cases a status code
of 1 will be used.

Definitions and symbols used in manual

Definitions

User — a base system unit which represents a single account/person in the system. The user
is identified by his login.

Host — a single computer on which the Opero application runs. It imposes the consistency in
the directory structure in the backup processes and when restoring the data for different
computers. Number of hosts is limited according to the product.

Briefcase — disk space where user files are stored. This data are encrypted with briefcase
key. The contents of this directory are synchronized on each of the computer of one user
where the Opero application is installed.

Backup projects — the projects represent the files that were archived by the user using
Opero Backup application. The files are differentiated based on the host that performed the
backup. All projects are encrypted, each with the same key (default or user-defined).

Symbols used in this document

str. 151



-- parameter <parameter>- required parameter,

| — additional parameter, non-required

Needed parameters

Below parameters are required for each command.

Argument

Description

--login <login>

User login.

--password <password>

User password.

--server <address>

The network address of the Xopero
Server specified as --
server=https://app.operolab.pl
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The nertwork address and port of the
Xopero server specified as:

o -
server=http:// XOPERO_SRV:
45558 - for HTTP connection

o -
server=https://XOPERO_SR
V:45554 - for HTTPS
connection

--cache-dir <no-cache> Disable cache.

Additional parameters

Below parameter is additional and can be used for each command.

Argument Description
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[--help] Command help.

[--config <path>] Path to config file.

[--logs-dir <path>] Path to log directory.

Create configuration file

Creates a new configuration file.
Command:

java -ns -jar cli.jar createconfig --path=/home/tim/.backup.conf

Argument Description
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--path <path>

Path to save file to. Default is
'‘backup_cli.conf' in user home
directory.

Encryption key initialization

Initializes new encryption key for user account.

Command:

java-ns -jar cli.jar initkeytype --key=mykey

Argument

Description

[--key <key>]

Encryption key is initialized with user
private key. Default is DEFAULT
encryption key (generated
automatically).
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Encryption key/account reset

Resets user encryption key/account. After using it all user data and host have been
deleted. To use this user account again it is required to initialize new encryption key.

Command:

java -ns -jar cli.jar resetaccount --no-confirm

Argument

Description

[--no-confrm]

Action will not need confirmation.

Get account info

Gets info about: license type, hosts limit, capacity, used space...

Command:

str. 156



java-ns -jar cli.jar getaccountinfo

Set file version limit

Sets limit of file versions that are stored on backup servers.

Command:

java -ns -jar cli.jar setversionslimit --limit=15

Argument

Argument

--limit <number>

File versions limit. Default is 30.

Get file version limit

str. 157




Gets limit of file versions that are stored on backup server.

Command:

java -ns -jar cli.jar getversionslimit

Get hosts list

Gets list of all hosts that are assigned to user account.

Command:

java -ns -jar cli.jar gethostslist

Get hosts limit

Gets hosts limit available for user.

Command:

java -ns -jar cli.jar gethostslimit

Add new host

Adds new host under the user account (if host limit is not reached).

str. 158



Command:

java -jar cli.jar addhost --host-name=TIM-LAPTOP

Argument

Description

--host-name <name>

New host name.

Change host name

Changes given host name. Host must exists and be assigned to given user account.

Command:

java -ns -jar cli.jar renamehost --old-host-name=TIM-LAPTOP --new-host-name=JANE-

LAPTOP --no-confirm
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Argument

Description

--old-host-name <name>

Current host name that has to be
changed.

--new-host-name <name>

New host name.

[--no-confirm]

Action will not need confirmation.

Delete host from account

Deletes host and all its data from user account.

Command:

java -ns -jar cli.jar deletehost --host-name=TIM-LAPTOP --no-confirm
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Argument Description

--host-name <name> Host name that has to be deleted.

[--no-confirm] Action will not need confirmation.

Get projects list

Gets list of all projects in host.
Command:

java -ns -jar getprojectlist --host-name=TIM-LAPTOP

Argument Backup
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[--host-name <name>]

Host name, which you want to get
project list from. Default is current
host.

Backup

Performs a backup.

Command:

java -ns -jar cli.jar backup --host-name=TIM-LAPTOP --project-name=Photos --
path=/home/tim/photo, /Thome/tim/picture --key=mykey --recursive

Argument

Description
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--path <pathl, path2,...> This argument specifies a list of files
and/or directories to be backed up.
Multiple pahts are separated with ',". It
is the user's responsibility to properly
guote any file or folder name
containing embedded whitspace or
other special characters. If the
optional --recursive option is specified,
all specified folder will be backed up
recursivley.

The use of relative paths is allowed
and will be treated properly by the
agent (this means that the agent will
fully resolve any relative path into the
correct absolute path and
automatically compress any redudant
path components).

--host-name <name> Host name to which files will be
added. This host must be firstly to
user account by command addhost.

[--project-name <name>] Project name to which files will be
added. Default is ‘commandline'.
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[--recursive] This argument specifies to set backup
as recursive.

[--backup-method <method>] Specifies backup method for files:
REGULAR| DIFFERENTAL|
INCREMENTAL. Default is automatic.

[--path-separator <separator>] Path of files and/or directories list
separator. Default is ',".

[--key <key>] User encryption key used to encrypt a
stored files. Required if user defined
his own encryption key (not default).

Backup briefcase

Sends files to briefcase.

Command:
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java -jar cli.jar backupbriefcase --path=/home/tim/In --briefcase-dir=\\In --recursive

Argument

Description

--path <pathl, path2, ...>

This argument specifies a list of files
and/or directories to be backed up.
multiple paths are separated with ',". It
is the user's responsibility to properly
guote any file or folder name
containing embedded whitespace or
other special characters. If the
optional --recursive option is specified,
all specified folders will be backed up
recursively. The use of relative paths
is allowed and will be treated properly
by the agent(this means that the
agent will fully resolve any relative
path into the correct absolute path
and automatically compress any
redundant path components).

[--recursive]

This argument specifies to set backup
as recursive.
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[--briefcase-dir <directory>] Specifies the directory in briefcase
where files will be uploaded. If it is
not given files are sent to main
briefcase directory.

[--path-separator <separator>] Path separator of files and/or
directories list. Default is ',".

Delete

Deletes files and directories that were sent to backup server.

Command:

java -ns -jar cli.jar delete --host-name=TIM-LAPTOP --project-name=Photos --
path=\\Whome\\tim\\picture --recursive --no-confirm

Argument Description

str. 166




[--host-name <name>] Host name which files have to be
deleted from. Default is current host.

[--project-name <name>] Project name which files have to be
deleted from. Default refers to all
projects from given host.

[--path <pathl, path2,...>] Paths of files and directories that have
to be deleted. The name should
contain the full path where the
directory or file is located. Multiple
files and/or folders are separated with

[--version <UUID1,...>] It is specyfing which file versions had
to be deleted. Multiple versions are
separated with ';". If it is not given all
versions will be deleted.
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[--date <YYYY-MM-DD hh:ss:mm>]

Paths/versions created after this date
will not be included.

[--recursive]

This argument specifies to delete
recursively from directory. If it is not
given subdirectories and thier files will
not be deleted, only files given in
given folder.

[--no-confirm]

Action will not need confirmation.

Restore

Restores files from backup servers.

Command:

java-ns -jar cli.jar restore --host-name=TIM-LAPTOP --project-name=Photos --restore-

dir=/homef/tim/restore --path=\\Whome\\tim\\picture --key=mykey --recursive
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Argument Description

[--host-name <name>] Host name which files have to be
restored from. Default is current host.

[--project-name <name>] Project name which files have to be
restored from. Default refers to all
project from given host.

[--path <pathl,path2,...>] Paths of files and directories that have
to be restored. The name should
contain the full path where the
directory or file is located. Multiple
files and/or folders are separated with

[--version <UUID1,...>] It is specyfing which file versions had
to be downloaded. Multiple versions
are separated with ',". If it will be not
given parameter will be missed.
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[--date <YYYY-MM-DD hh:ss:mm>] Paths/versions created after this date
will not be included.

[--recursive] Restores all directories that are under
given path.
[--restore-dir <path>] Local directory where files will be

downloaded. If not specified files will
be downloaded to current directory.

[--key <key>] User encryption key used to decrypt a
downloaded files. Required if user
defined his own encryption key (not
default).

[--overwrite <mode>] Specifies overwrite mode: ASK| YES|
NO. Default is ASK.
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[--maxThreads <number>] Maximum number of threads to use.
Default is 8.

Output

As output, the restore command prints the list of restored files and folders on standard
output, one line for each file (the full path is displayed).

Get version info

Returns version number.

Command:

java -ns -jar cli.jar getversion

AD desktop application

Introduction

Active Directory Agent application is designed for installation on domain controller users
accounts. This is the version of Agent dedicated to working in an Active Directory
environment, it works only in the active user session Active Directory. It's not required to
use AD Agent, because the regular Xopero Agent can also work in the AD environment,
but the disadvantage of this solution is that the mapping in this case does not work.

str. 171



More information on the integration of Xopero with the Active Directory domain can be
found here.

Differences between Xopero AD and Xopero Agent

The Active Directory Agent has several differences compared to a regular Xopero Agent.
The most significant of these are the following:

Auto-complete authentication data (user, which is currently logged into system)

Every host in Xopero is listed as SYSTEM,

S0 you can switch between devices without changing the host in the application.
e HDD Image, VHD / SS projects require administrator privileges for proper

creation.

More information on the integration of Xopero with the Active Directory domain can be
found here.

The manual for the Windows desktop application can be found here.

Desktop application for Windows

Introduction

Xopero Desktop application is meant for installing on PCs with Microsoft Windows operating
systems. It allows the PC user to create backup and synchronize data. Xopero works both
as an application and as a service. The application provides only a graphical user interface,
which can be used to configure the application and all settings reffering to backups. The
service, works in the background and does not require user intervention; it is responsible for
creating backups and synchronization of the Briefcase. Thanks to this solution, after creating
backup sets and configuring the Briefcase there is no need to run the client application,
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whereas the service will work in the background and carry out entrusted operations;

everything will become transparent for the user.

Requirements

The computer user must meet the following requirements in order to download and use

the Xopero application without any problems.

OS:

Windows 7 SP1

Windows 8.1

Windows 10

Windows Server 2008 SP2

Windows Server 2008 R2 SP1

Windows Server 2012

Windows Server 2012 R2
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Windows Server 2016

Windows Server 2019

RAM:

2 GB (4GB recommended)

Disc Space:

23 MB

Additional software:

.NET Framework 4.5 SP2 Microsoft
Visual C++ Redistributable 2017

Other:

Internet connection (recommended
minimum 512 kbps)
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Installation Guide

After downloading the application you should go to the catalog in which the application
installer is located and then run it by clicking it twice. During its launch a User Account
Control might appear, where you have to click the Yes button in order to start the
installation process.

; Installation of Xopero.

Verified publisher: XOPERO SOFTWARE SPOLKA Z
OGRANICZONA ODPOWIEDZIALNOSCIA
File ongin: Downloaded from the Internet

Show more details

In the next step you should click the Next button, which will cause the proper Xopero
installer to run.
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|_Z| Xopero Setup

OPERO welcome to the Xopero Setup
WOREE, 50 YO CANM TO0! Wizard

The Setup Wizard will install Xopero on your computer, Click
"Mext” to continue or "Cancel” to exit the Setup Wizard.

Clicking the Next button causes the installer to enter into its next step, in which the
license agreement will be shown.

|_Z| Xopero Setup

*
End-User License Agreement

Please read the following license agreement carefully 0 p E R 0

WIDEHS, 50 YL CAN T

END USER LICENCE AGREEMENT

- licence for the use of software

The following document contains provisions of an agreement
between YOU and Xopero Software sp. z 0.0. with seat in
Gorzow Wielkopolski (further Licensor”).

(®) I accept the terms in the License Agreement

() I do not accept the terms in the License Agreement

Advanced Installer
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After acquainting yourself with its content, select the | accept terms and conditions of
the License Agreement, then click Next.

In this step you can choose Installation Folder. This is a folder which contains
application files.

|_Z| Xopero Setup — *
Select Installation Folder
This is the folder where Xopero will be installed. 0 p E R D

WIDEHS, 50 YL CAN T

To install in this folder, dick "Mext®. To install to a different folder, enter it below or dick
"Browse",

Folder:

C:\Program Files (x86)

Browse...

[]put all application files in this folder

Advanced Installer

In the last step of the installer you can click on Back in order to come back to previous
steps, or Next in order to start the installation process.
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|_Z| Xopero Setup >

Installing Xopero D. p E R G.

WIDEHS, 50 YL CAN T

Please wait while the Setup Wizard installs Xopero. This may take several minutes.

Status: Installing prerequisite software

Advanced Installer

When the installer has finished its work, the user receives an appropriate message. After this
window is closed an information about successful installation will appear.

Finally, the Xopero application has been installed and you can start it, log in and begin
performing backups and synchronizing data.

Logging in to the application

After starting the application, a login window will appear (in case Log in automatically
has not been marked earlier).
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|_Z| Xopero - login

OPERO

WORES, 50 YOU CaN TO

User ||

Passwaord |

[1 Log in automatically Proxy settings

Server | o
Mame IP address Model &
HoperoTraining 192.168.0.252 TS-¥51
MASESDFE2 192.168.0.199 TS-X51 v
< >

In order to log into the application it is necessary to enter a correct login, password and
for the account created in the Xopero system. You will find all the information necessary
to connect in the Xopero Control Panel. Finally, you have to confirm by clicking Log in.

The application allows the user to log in automatically so they do not have to give
authentication data (login and password). In order to do this, mark Log in automatically
before clicking on the Log in button.
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Proxy settings

Host Part
[ | o

[] Turn proxy authorization on

If it is necessary, you should also enter the proxy server settings, through clicking on the
Proxy settings link. A new window will appear in which you should enter the devices
address as well as proxy server address through which we wish to establish connection
with a Xopero server disk. If connecting with the proxy gate demands additional
authorization, choose the Turn proxy authorization on option, and enter the user name
and password.

First login to the application

When you are logging in to the application, as a user, for the first time, the first run
wizard, which consists of 3 steps, will run.

First run wizard — step 1

The first run wizard will begin its work with displaying basic information about two essential
features of the Xopero application:
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e Backup - a feature which allows to create backup copies of important data on
Xopero server disks,

e Briefcase - a feature which allows to synchronize data between user’'s computer,
thus giving access to all data from each of the devices.

|24 Configuration X

>(ODERO Meet two ways to Xopero

WORKS, 50 YOU CAN TOO

re=g

i
Clml o .

What is Backup? What is Briefcase?
Backup allows you to regularly secure your valuable data, in Briefcase allows you to synchronize data between your
accordance with the schedule. It is a kind of insurance for your computers. Anything that you add to Briefcase will automatically
business. be sent to all your computers.

Each file is encrypted before send. using 256 AES key and stored on our
servers in a secure manner. Data connection is secured with SSL used
among others by the financial institutions.

In order proceed to the next step, click on the Next button.

First run wizard — step 2

All data sent by Xopero application are encrypted before sending on the user’s computer. It
is encrypted using an AES 256 algorithm with one of the chosen keys — a default or user
key. In the second step, the user has to define which key he wants to use for backup
encryption.
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[3¢] Corfiguration ®

>(OPERO Choose encryption key type

WERER, £ VEIL EXM 10

_ V ‘ Default key

All your fles; sent as backup, will be encrypted with AES 256 encryption algorithm, using a key
generated automatically. You do not have to worry about the security of your key, because it is stored
in the database, se that, through the Web Panel, you can have access fo the files sent as backup. To
protect the Briefcase Is used only this type of key

L\

User key

Choose your own encrypiion kKey o be used wilh the AES 256 algorithm Lo protect your Ties. 1t
provides higher dala security, because [LIs not slored anywhere. However, In [he case ol loss, the
recovery of the encrypled dala from the server is not possible. In addition, downloading is possibie
only through dedicalted deskiop applications.

Default encryption key

If you will choose a default encryption key it will be generated automatically and then safely
stored in the Xopero application database. The user does not know this key and he does not
have to care about its security.

User encryption key

The user encryption key provides higher data security than a default key. It is only known to
you and it is not stored in the database. The obligation to secure it properly passes to the
user.
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In order to set the user key you have to click on the User key field, and then enter the
same key in both text boxes.

[ Corfiguration ®

>( OPERO Choose encryption key type

WEIRES, £ YOLI £XM TOOH

[Enter the encryption key '

First run wizard — step 3

The last step of the First run wizard is creating a first backupset. We have the possibility of
choosing between automatic and advanced backup.
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[3¢] Corfiguration ®

>‘ OPERO Choose backup type

Automatic Advanced

)

The application automatically selecis the data fo be Select data for backup yourself, define your own
backed up-and define the Bricfcase folder. You can schedule, select the Briefcase iolder
charnge the default settings at any time.

Selecting the Automatic option will cause to choose, for the first backup, the files from the
User folder (ie. C:\Users\John) which size are not larger than 4GB. This limit is set by
default, user can change it manually by editing the project. In the case of subsequent
automatic backup or choosing an advanced type of backup, there is no file size limit.

Selecting the Advanced option will run the Backupset wizard. By choosing it, the user will
have the possibility to choose the type of data to be backed up, set the backup schedule and
advanced options. All the abilities of the backupset wizard are described in the Backupset
wizard chapter. After setting the backup options and giving the project a uniqgue name, click
Save in order to finish the configuration and run the application. Choosing Cancel will close
the wizard without saving the backupset and launch the application.
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The interface of the application

New coj
Basic information > Advanced By
‘What do you wantto backup?
| | (@ Localdeta () HDDImage () Advanced copy | Microsoft SOL Server
Schedule
2 Marta # || name Date Modified
g 'f:""la O | .cache 2019-12.2708... & b loed
i — O | .vitualBox 2018-11-2511...
’ .EI CL::]kies [0  AppData 2010-00-30 10 B
: "D" Dane aplikaci O p Cookies 2019-09-30 10... L
f l:lut;] Dokumenﬁe O & Dane aplikacji 2019-09-30 10.... O OREDT =
.01 INEABackup O = Dekumenty 2019-12-3108. . i — =
[J== Kontaky [ % NEABackup 2020-01-2315.... O3 Everpiesk:
L@ Linki [ E=Kontakty 2019-12-1308
» s Menustan O #Linki 2020-01-2315.... o 100807 -
y ] MicrosoftEdgeBackup O 7 Menu Start 2079-09-3010...
» 4| Moje dokumenty [l MicrosofEdgeBackups 2019-09-30 11-... ) Defined
= 1D Muzyka O & Moje dokumenty 2019-09-3010....
o e NetHood v |[O D Mizyka 2040-12-1308" Edit >
< > <
Delste  Selected path

While designing the new interface for our application we tried to take all the comments of
our clients into account. Thanks to this, we have created a clear, intuitive and easy to
use interface.
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> W
E

=

Start & Maximum protection of your data

@ My backop SEES e Last completed
@ Restaring
@ Briefcase
&:% Eventlog Create new backup set ==
bewi-cony 2 Scheduled
None .:
Matalia
My backup sets ==
Used: oE

t !, Briefcase

=

Computer name
Disabled

WIN-MTJ7 SOKDPAL

Connecled

On the left side of the application window you can see a menu consisting of 5 tabs:

Start - contains basic information about backups and the Briefcase,

My buckupsets - contains a list of all created backupsets,

Restoring - shows all files that have been sent as backup,

Briefcase - contains information about the Briefcase,

Events log - contains information about application performance and created
backups.

Below the application menu, following information are displayed:
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e the name of the backup, which is to be performed according to the schedule in the
nearest future or which is currently being performed,

the name of the user who is currently logged in to the application,

the amount of space on the server disk, which is currently used,

the devices, on which the application is currently running,

the connection status, of the Xopero application.

In the right-upper corner of the application window there is an icon in a shape of an

arrow, which provides an application context menu after clicking.

[)j Xopero e, 0O %
O p E R O [T Briefcase folder
'i!i]'_.i- Account details
WORKS, 50 YOU CAN TOO! |ya SR—————
% Settings
N stan w Maximum protection of your data @ Logout
A M Close

This menu contains following items:

Start

Briefcase folder - hows the Briefcase catalog in the Windows Explorer,
Account details - shows information about the application and the user account,
Settings - dispalys the application settings window,

Logout - logs the user out of the application,

Close - shuts down the application.
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Every time after turning on, the application will show the contents of the Start tab, in
which you can find information about projects, both latest and planned, which are
supposed to be done according to the schedule, as well as the current state of the

Briefcase.

*

=

PO G

M Xopero

OPERO

WORKS, 50 YOU CAN TOOH

J Maximum protection of your data

Start
Wy lrsichug vt q Last completed
Restoring User 12/27/2017 5:02:42 AM
Briefcase
Eventlog Create new backup set ==
Wi copy £ Scheduled
Docs =
Docs 12/27/2017 5:57:28 AM

Start now

Matalia
My backup sets ==

Used: 16408 MB
t !, Briefcase

=

Computer name
Disabled

WIN-MTJ7S0KDPAL

Connecled

Start now ==

Start t

ab.

In the upper part of the tab there is a message bar, on which following information about the
work of application, are shown:

e Maximum protection of your data - the application is working properly, no

problems are presently occurring,
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e Lost connection with the server - application has lost its connection with the

Xopero server,
e Another devices was chosen, data for read only - it means that another

devices than the previously declared by the user was chosen in the Xopero

application.
[3¢] xopero - O x
y WORKS, S0 YO CAN TOD!
P J Maximum protection of your data
|.,i Start
@ My lrichan suts q Last completed
@ Restoring User 12/27/2017 5:02:43 AM v
@ Briefcase
f,:g?* Eventlog Create new backup set ==

My backupsets

In the My backupsets tab all backupsets created by the user, are stored.
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)4

Start

=

My backup sets

Restaring

Briefcase

Eventlog

2O ¢

Next copy

Docs

Start now

Matalia

229 81 M8

Used:

Computer name
WIN-MTJ7SOKDPAL

Connecled

- O
(5\ My backup sets
Name Finished - Active
(] B8 = User 1202702017 5024380 i
[0 B E pocs Never 1]
(] D8 & System State Never 3

MNew backup set

Delete backup set

X

Status

v

W

For each backup set following information are displayed: name, the date it was finished
and its status (whether or not the project was successfully performed). When pressed,
the icon in the Active column activates or deactivates the backup project.

If the project is inactive, it will be grayed out on the list of projects, it will not backup data
automatically according to the declared schedule, but the user will still have the option to

create backup manually.
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’a’* Start @‘ My backup sets

6‘ My backup sets MName Finished - Active Status
[0 B8 E user 1227/2017 50243 A0 W

@ Restoring

The Status column includes icons that provide description of condition of each project, these
include:

e ./ all files were sent properly,
° backup ended properly, although warnings appeared,
e @ backup ended with failure.
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Backup User was successfully finished.

Mumber of files: 1210

Size of changed files: 1210

Mumber of files were changed: 222 84 MB
Mumber of sent files: 1210

Size of gent data: 222 31 MB

Emors: 0

Wamings: 0

Buttons at the bottom of the tab allow for:

e Start now - performs the chosen project immediately, providing there is no other
project being performed at the moment,

e Delete backupset - deletes the chosen project irretrievably,

e New backupset - starts up the project wizard, which allows you to create a new
project.

Creation of projects has been described precisely in Backup chapter.
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Restoring

The Restoring tab includes a list of all the files which you have sent to server as

backup, up to this point.

[2| Xopero

7% start

@‘ My backup sets
@ Restaoring
@ Briefcase
. Eventlog

Next copy

Docs

Matalia

Used: 22231 MB

Computer name

WIN-MTJ7SOKDPAL

Connecled

OPERO

WORKS, 50 YOU CAN TOOH

@ Restoring B

Computer WIN-MTJ7SOKDP = Backup All = \ersion 12012712017~
EI-E_"-_' A
s Users
2l Matalia

<

Delete > Refresh )

é-DI_. AppData
C ml ] LocalLow
é-DI_ Local
w1 Roaming
é-DI_. Downloads
L[ xopero.exe
é-Dl._ Favorites
- L Bingur
= Links
L[| Deskiop.Ink
L0 pownloads.Ink
S NTUSER.DAT
[T MTUSER.DAT{dc27a26b-9caf-11e7-813c-c1ddoBb82ecl. TM.bIF
I:" MTUSER.DAT{dc27a36b-8caf-11e7-813c-c1ddcGb82echi. TMContainer0000000000
I:" MTUSER.DAT{dc27a360-8caf-11e7-813c-c1ddcBb82echl. TMContainer00000000001
=[] Searches
[ Everywhere.search-ms

i Indevard | nratinne saarrh-mes

At the top part of the tab the user can choose a devices and a project for which he wants
information to be shown. Additionally, thanks to revision control of data, he can choose a
specific date for which he wants the state of file repository to be shown.

At the bottom of the tab 3 buttons are located:
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e Delete - deletes marked files from the repository,
e Refresh - refreshes the contents of the window,
e Restore selected - after marking selected files, starts the file restoration wizard.

Data recovery has been described in the Data restoring chapter.

Briefcase

The Briefcase allows you to synchronize data between a selected catalog on the user's PC
and the Xopero server, as well as other devices in the user's account.

Files, which will be added to the Briefcase catalog, are automatically sent to the server disk,
and analogically any change in the Briefcase space from another devices is performed on
the user's local PC. Thanks to this, each device has the same state of the Briefcase.

Configuring the Briefcase folder

The Briefcase folder can be declared from the Application settings. By default, the defined
Briefcase folder is the User catalog, in which a directory named Xopero is created.
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Using the Briefcase

The Briefcase performs all operations of data synchronization automatically, without user
interference, you just have to add, change or delete a file in the Briefcase catalog. In the
Briefcase tab, information about synchronized data is being displayed.

The upper section —Files to synchronization - contains a list of files which wait for
synchronization, which are: sending, download or deletion. The lower band contains history
of changes — latest synchronized files.

The Pause synchronization button causes the process of synchronization to stop, it can be
resumed at any moment.

The Go to Briefcase button causes the Briefcase catalog to be displayed in Windows
Explorer.

Event log

The Event log contains all information about the work of application, services, created
backups and restored data.
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[>¢] xopero - O

OPERO

WORKS, 50 YOU CAN TOO!

.@. stant ¢, Eventlog
@ My backup sets Show logs from 1 day - Type oflogs  all =
Date Haour Message Error code
@ Restoring
2017-12-27 5.36:29 AM Backup System State start
@ Briefcase 2017-12-27 5.28:12AM  Declared folder Briefcase.
2017-12-27 5.07:34AM  Pause User
@/ Eventlog 2017-12-27 5:06:19AM  Pause System State
2017-12-27 50617 AM Created System State System State.
2017-12-27 50243 AM Backup Userwas successfully finished.
Next copy 2017-12-27 457:38AM  Backup User start
Docs 2017-12-27 45736AM  Created User files.
2017-12-27 4:57:26 AM  Created Docs files.
Start now 2017-12-27 4:21:45 AM User Matalia was logged to Xopero
2017-12-27 4:21:39 AM User was logged out from Xopero
Natalia 2017-12-27 4:21:39AM  File repository was deleted.
2017-12-27 4:18:15AM  User Matalia was logged to Xopero
2017-12-27 41719AM User was logged out from Xopero
Used: 350.46 MB 2017-12-27 4:17:19AM  File repository was deleted.
2017-12-27 4:16:50AM  User Matalia was logged to Xopero
2017-12-27 416:18AM  Login as user Matalia to Xopero failed.
2017-12-27 4:11:38 AM Xopero_backupagent was started
Computer name <

WIN-MTJ7SOKDPAL

>
Clear event loc

In the top part of the event log you can choose the time period containing events which you
want to see, as well as types of events.

The table containing application logs is divided into 4 columns. The first two contain time, at
which the entry appeared, and the next one contains a message. If any error occurs, its code
is being shown in the fourth column, which might be helpful while diagnosing the error.
Moreover, you can display the details of backup performance for a backup summary log. In
order to do that, you have to click on a log informing about ending a backup project, and
click on the Details button, which will be displayed at the bottom of the tab.
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“#'. Eventlog

Next copy

Docs

Natalia

Used: 350.46 MB

Computer name
WIN-MTJTSOKDPAL

Connected

2017-12-27
2017-12-27
2017-12-27
2017-12-27
2017-12-27
2017-12-27
2017-12-27
2017-12-27
2017-12-27
2017-12-27
2017-12-27
2017-12-27
2017-12-27
2017-12-27
2017-12-27

£
Details >

5:06:19 AM
5:06:17 AM
5:02:43 AM
4:57:38 AM
4:57:36 AM
4:57:26 AM
4:21:45 AM
4:21:39 AM
4:21:39 AM
4:18:15 AM
41719 AM
41719 AM
4:16:50 AM
4:16:18 AM
4:11:38 AM

Pause System State

Created System State System State.
Backup User was successfully finished.
Backup User start

Created Userfiles.

Created Docs files.

User MNatalia was logged to Xopero
User was logged out from Xopero
File repository was deleted.

User Natalia was logged to Xopero
User was logged out from Xopero
File repository was deleted.

User Natalia was logged to Xopero
Login as user Natalia to Xopero failed.

Xopero_backupagent was started
>

Clear event log >

Backup creator

Backup

Backup is a process of creating security copies of key data in order to recreate them after
their loss or damage. Security copies should be stored in locations different than the original

data.

All backups created by the Xopero application are incremental and differential. During first
backup full data is sent, and later only differences which appeared in particular files since

their last sending.

Mechanism

All backups in the Xopero application are sent according to the same scheme. At the
beginning - except where the Volume Shadow Copy option is enabled - each file is
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individually copied to a temporary location, where it is encrypted - unless this feature is
disabled while creating the project - and divided into smaller parts. It is then sent to the
user’s server disk. Backup can be performed using delta compression so that the application
receives and sends only data modifications, or newly created documents. The Xopero
application supports two types of delta backup:

e Differential - receives and sends only document changes, which appeared since
performing the last full backup.

e Incremental - receives and sends only document changes which appeared since
the last backup, regardless of whether it was full or incremental backup.

The use of these technologies in our application saves time and disk space while creating
backups and restoring data from Xopero server.

Delta is a method of storing and sending data in a form of differences between particular
file version, instead of full file versions.

Thanks to the delta mechanism, besides reducing the amount of sent files, we have also
increased their security.

Backupset wizard

In order to create a new backup project, you have to start the backupset wizard, which can
be done in 2 ways:

1. Click on Create new backupset in the Start tab in the
Last completed section.

2. Click on New backupset in the My backupsets tab.
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J Maximum protection of your data

Start

@ My backep stis q Last completed

@ Restoring

@ Briefcase

ﬁé’* Eventlag | Create new backup set == I

Choosing one of these options results in launching the backupset wizard, which is
divided into two sections: Basic information and Advanced. First of them allows you to
indicate data type and data of which backup you want to create, the second one allows
you to choose advanced options which are to be applied during backup creation.

[3¢] Xopero -backup set wizard — O >
WORES, 50 YOU Cal TOOH
Basic information Advanced New copy
Hame What you want to backup?
| | @ Localdata () outiogk () Advanced copy Microsofi SQL Serv
Schedule
(/I Deskiop A || Name size Type D:
> E; Natalia O 2 natalia
[hb:s EC ES7his PC @® Ondemand
b LAnes 7 Libraries OB ;
o retwork ke
O IﬂIIMOIIHEI Firefaox 993 by.. Shortcut ar O vyt E5zEE AN A
[ Belxopers 170KB  Shortcut 12
() Every week:
at: 55258 AM %
() Denmned
< ks -
Edil>>
Delste  Selacted path
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Depending on the chosen type of copy, the appearance of the Basic information tab is
going to change, and some of the advanced options might be inactive.

It is required, for each project, to name it in a unique way within the user account.

Schedule

For each created backup the user can set the schedule that is, determine the frequency with
which its copies will be created.

The basic schedule is declared in the backupset wizard, at the right hand side of the Basic
informationtab in the backupset wizard.

The basic backup schedule contains the following options:

[3¢] Xopero -backup set wizard — O >
WORES, 50 YOU Cal TOOH
Basic information > Advanced New copy
Hame What you want to backup?
| | @ Localdata () Outlook (O Advanced copy Microsofi SQL Semw
EIEI.IE
(/I Deskiop Name size Type D:
-2 natalia O 2 natalia
» [ This PC [ ® On demand
» -m Libraries L il —
o retwork ke
[ 5% Moxilla Firefox 993 by.. Shortcut ar O vyt 55058 AN -
1 = D200 AN -
[ Belxopers 170KB  Shortcut 12
() Every week:
at: 55258 AM 3
() Denmned
< > -
Edil>>
Delste  Selacted path
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On demand - backup will start only manually at the request of the user,
Every: - backup will be carried out at a defined (selected from the list) time,
Every day at: - backup will be carried out each day at the time set by the user,
Every week - on the selected day of the week, at the time set by the user,
Defined - checking this option allows you to edit your own schedule.

Defined schedule

The Defined schedule expands the basic options which can be defined by the user.

[>¢| Xopero - schedule configuration — O *

OPERO

WORKS, 50 YOU CaN TOo

paly weekly worthy

Once

Date
Wednesday, December 27, 2017 Elv |

Hour 6:00:13 AN

e Once - backup will be created only once, at the time set by the user,
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Daily - backup will be created only once, at the time set by the user,

Weekly - backup is created at weekdays specified by the user, at declared time,
Monthly - backup is created at a chosen week and day, at the time declared by
the user.

Advanced options

For each project the user has the possibility to define the advanced options. Depending
on the chosen type of data to backup, some of the options might be inactive. In order to
set the advanced options for the project you have to enter the Advanced tab in the
Backupset wizard.

[2¢] Xopero -backup set wizard - [m| X
WORKS, 50 YOU CAN TOO
Basic information Advanced > New copy
Additional

Do not try to perform
Use VSS Include hidden files Backup setis active [] Shutdown computer when finished [ ] backup again after error

occurred.
File filter Privileges
Add files or extensions (eg.: *.doc, *.exe):
@) File filter off | [] Start backup as Windows user
() Without selected files R
Add User name

() Only given files

Delete Password
[J Suppress files older than 1 5| days
[] skip files modified before: Wednesday, December 27, 2017 P
[ skip files larger than 1.00 | GB Full copy every: 7 o

® Version limit

Folder filter () Days limit 30 :
:ggkfsl}defpﬂth to exclude from e [] without encryption ] Without compression

Delete Backup type Automatic s

The Advanced tab is divided into 5 fields. In the Additional section the following options
can be turned on or off:
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e Use Volume Shadow Copy - this option marked by default, it defines that
Volume Shadow Copy mechanism is to be used during backup creation. This
option allows to create backups of opened files,

e Include hidden files - this option defines whether files with attribute Hidden are
to be included in the backup,

e Backupset is active - if this option is turned on, the backupset will be performed
according to the schedule, if off, the user still has an option to manually turn it on,

e Shutdown computer when finished - after creating a backup, a 5-minute-long
reminder will be displayed during which the user has the option to cancel the
automatic shutdown,

e Delete backupset - this button appears only after the first save of the newly
created backupset, it deletes the project, not files stored on the server.

The File filter field allows the user to choose which files are to be excluded (Without
selected files), or included in the backup (Only given files). This option is available for
backupsets of Local data and Network drives.

The Folder filter allows you to exclude given paths and catalogs, which were declared
before in the Basic information section.

The next field in the Advanced tab is Privileges, where the user can provide a Windows
user name and password, so that the application will be working on conditions set by this
user during backup creation. This function is applied when you want to create backup of
files for which you need additional authorization. In the User name and Password
fields, you have to enter the Windows system user information, of whose data backup is
to be performed.

By default the Xopero service works on authorization of a local Windows system service.

The last section in this tab are the Advanced settings. These settings allow to disable
compression and encryption, as well as to set the version limit for a backupset and the
frequency of full backup. Additionally, the user can choose the type of deduplication:
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e Automatic - data deduplication will take place automatically, using the most
advantageous method,

e None - data deduplication will be disabled, data will each time be sent in its full
version,

e Binary Delta - Incremental - any changes in files that are subject to backup since
the last full backup will be sent,

e Binary Delta - Differential - any changes in files that are subject to backup since
any last performed backup, will be sent.

Deleting and restoring data

Data restoring

The Xopero application user can restore at any given moment data, which has been
sent to the Xopero server disk as backup.
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O8N stan Restoring ﬂ m
(]
(5‘ N Bk 546 Computer WIN-WTJ7SOKDP ~ Backup Al - Version  [12e7monr -
; g0= -
Restoring S Users
gl Natalia
@ Briefcase =[l| AppData

[EJ-I:H_ LocalLow

%’ Eventlog E‘I-D:l._- Microsoft
m [l CryptnetlUriCache
= Local
R capy -DI._ ConnectedDevicesPlatform
Docs =0l Microseft

a [l Credentials

?...I:||,"_'- DFBETOA7ESCC19A398EBF1BI6859CESD
E}l-D|—_ Internet Explorer

.DI_ Media Player
MNatalia I.T_l Ol vautt

TQ-DL_, Windows Sidebar
w0 windows

: 397.4 5
Used: 3924 B E].Dll_. il
w1 Packages
[ Temp
_ [ TileMkatal aver Y
Computer name < >
WIN-MTITSOKDPAL

Delete b Refresh ) Restore selected >
Connecled

At the upper part of the Restoring tab there is a bar with three expandable lists:

e Computer -if the user has more than one devices within his Xopero account,
here he can choose one of them, from which he wants data to be restored. It
does not have to be the very same computer which the user it using at the
moment.

e Backupset - the user can choose one of the former projects in order to see
files contained therein.

e \Version -in case none of the projects has been chosen, the user can display
the state of storage at given date, while after choosing the project, he can
display versions sent at the date of sending this backupset.
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The user can also search for files, which he has sent, with a search engine located
at the upper right side of the tab.

In order to restore data from the Xopero servers, you have to mark files and/or
folders in the Restoring tab, then click the Restore selected button. File restore
settings will be then displayed.

[Z| Xopero - file restore settings x

OPERO

WORKS, 50 YOU CaN TOd

Restoring files
Restore

(® Restore to original location

() Restore to chosen folder

If file exists

Cwerwrite if older e

[] Copy overwritten files

In the displayed window, choose a location for the restored data between original
(from which the files were send) and chosen by the user. Additionally, you can
choose operations that the application is supposed to carry out if there are files
sharing the same name in the chosen localization. The application can overwrite
files always or never if existing files are older. If you choose overwriting of files
(Create a copy of overwritten files), a *.bak extension will be added to those files,
and both files will be stored in the same location.
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Restoring selected file versions

All sent files have their versions controlled, that is, the user can restore them in a
version in which they were during one of the backups (not necessarily the last one),
thanks to which you can recreate changes in the file.

In order to do that, enter the Restoring tab, right-click on a given file and choose the
Show file versions option, which will display a list of backed up versions of the file.

1¢| Xopero - file versions — O >

OPERO

WORKS, 50 YOU CaN TOO

File versions

Chlsers\Matalia\hppData\LocaliMicros oftiCredentials\DFBETO0ATESCC
19A398EBF1B96259CESD

Date Size
1212712017 4:58:07 AM 11.02 KB
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After you choose a given version from the list, you have to click on Restore, which
will cause file restore settings, to display (this is described at the beginning of this
chapter).

Another way to download file versions is to choose the version for the full
repository or a selected backupset.

Deleting data

In order to delete data you have to enter the Restoring tab and mark files and/or
folders you want to delete from the Xopero server, and click on Delete at the bottom
of the tab.

Computer name < >

WIN-MTJ7SOKDPAL

= S Delete b Refresh ) Restore selected
annected

Warning

| . Areyou sure you want to delete selected items?

Yes Mo
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Application settings

In order to display the window of application configuration, click on the icon in the upper
right corner, which will cause a context menu to open, and choose Settings.

[3¢| Xopera - O x
771 Briefcase folder
O p E R o @ Account details
WORKS, 50 YOU CAN TOO! % Hold all backups
%  Settings
P w Maximum protection of your data A Logout
!._, M Close

The application settings window will be opened. It is divided into 3 tabs. In the Basic tab
the user can change the language of the application, turn warnings on and off, allow
automatic running and logging into the application, as well as enable remote
management.
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lZ| Kopero - configuration — X

OPERO

WORKS, 50 YOU CAN TOO

Basic > Performance Advanced

Language Others
Automatically run on system start
English w
[J Log in automatically
Enable remote management
Warnings
[] warn if scheduled backup does not start for: 1 S| days
Export configuration Import configuration
To the file From the file
Briefcase

Briefcase folder CilUsers\HNatalia Change Briefcase folder ) Turn off synchronization )

Export configuration allows you to save all application settings to a file, along with
created backupsets.

Import configuration allows you to, according to your choice, import settings from the
exported configuration file.

In the Basic tab you can also declare the Briefcase catalog, if it has not been declared
before, or change its location if the Briefcase has not been activated yet.

The Network tab allows to limit the upload and download of data of the Xopero application,
by using the sliders. There is also an option to choose the number of cores used while
sending data, depending on whether computer performance or the quickness of backup is
more important to us. Marking the Perform with a lower priority option will cause to slow
down the backup process and speed up the work of other processes.
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The Advanced tab is the last one and it contains application settings which ought to be
changed in a conscious manner, because they affect application performance and user
accounts.

|_Z| Xopero - configuration — X
WORKS, 50 YOU CAN TOO
Basic Performance Advanced >
File version limit 30 >
Temporary data folder C:\ProgramDatalXopero) Select...

Functions

Encryption key change Switch user Proxy seftings

Help us in application development

Send report

The user can change the File version limit, or the amount of versions for each of files
stored on the server. 30 versions is the default option.

The Temporary data folder defines a catalog to which every file is copied before sending it
to the server. In case of backup with the Volume Shadow Copy option, files are not copied
to that catalog.

The option Encryption key change redirects the user to the first run wizard, where he can
change his encryption key.
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The option Switch user causes the currently logged in user to log out and a login window to
appear, and the Proxy settings button causes to display a window, in which you can enter
the proxy gate settings. The process of connecting to the server disk by a proxy server is
described in the First logging in to the application chapter.

Changing the encryption key

The Encryption key change button allows you to change the key, with which user data
is encrypted. Doing so will result in irreversible loss of all data stored on the server disk,
which were sent as backup and synchronized with the Briefcase, from all user devices.
While changing the encryption key, the user is asked to provide his account password,
then he has to confirm the notification.

|_Z| Xopero - encryption key change et

OPERO

WORKS, 50 YO CaN TOo

Confirm encryption key change

—

oy Encryption key change is associated with
irrecoverable loss of your data!

Input your password to confirm encryption key change

If you do not know how to go to the above window, check the instructions for application
settings.

Application logs
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Application logs, which are necessary to correctly diagnose existing errors and problems
by the Xopero team, are located on the user's PC in the catalog
%ProgramData%\Backuplogs.

Granting system administrator rights for the Xopero service

For the most types of backup (beside VHD, SystemState and Network paths), the only
setting that needs to be done, is choosing a "Start backup as a Windows user" option on
the Advanced tab and enter the system administrator credentials.

[2¢] Xopero -backup set wizard - [m| X
WORKS, 50 YOU CAN TOO!
Basic information Advanced > New copy
Additional

Do not try to perform
Use VSS Include hidden files Backup setis active [] Shutdown computer when finished [ ] backup again after error

occurred.
File filter Privileges
Add files or extensions (eg.: *.doc, *.exe):
(@ File filter off | Start backup as Windows user
() without selected files
Username:
Add
O Only given files | |
Delete Password:
[] Suppress files older than 1 2| days | |
[ skip files modified before: Wednesday, December 27, 2017 Rdvanced
[ skip files larger than 1.00 i Full copy every: 7 =
® Version limit
Folder filter ) Days limit 30 -
::Skfsl}derpath to exclude from B8 [ without encryption  [] Without compression
Delete Backup type Automatic s
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You can also edit the existing project and set this option.

When you need to create a VHD, SystemState or Network paths backup, you need to go to
system services - right-click on the tray panel and open the Task Manager. Then go to
Services tab and click the Open Services button (the last option name can be different on

various Windows versions).

1% Task Manager
File Options  View

Processes Performance Users Details

Mame PID
Ly Kopero_backupagent 4136
s WSearch

S wmiApSre

S8 WLMS 1844
S WinDefend 1940
S WdNisSve

L whengine

L4 VS5 172
S vds

S VaultSve 596
S UI0Detect

S UevAgentService
%o Trustedlnstaller

% TieringEngineService

L sppsvc

S Spooler 1684
L SNMPTRAP

% SensorDataService

S 5amss 596

S R5oPProv

S Rpclocator

Loy PerfHost

i et TenDartSharinn

| Fewer details I o Open Services I

Services

Description

KXopero_backupagent
Windows Search
WMI Performance Adapter

Windows Licensing Monitoring Servi...

Windows Defender Service

Windows Defender Metwork Inspecti...

Block Level Backup Engine Service
Volume Shadow Copy

Yirtual Disk

Credential Manager

Interactive Services Detection

User Experience Virtualization Service
Windows Modules Installer

Storage Tiers Management

Software Protection

Print Spooler

SMMP Trap

Sensor Data Service

Security Accounts Manager
Resultant Set of Policy Provider
Remote Procedure Call (RPC) Locator

Performance Counter DLL Host
blet Tem Part Sharnn Service

Status

Running
Stopped
Stopped
Running
Running
Stopped
Stopped
Running
Stopped
Running
Stopped
Stopped
Stopped
Stopped
Stopped
Running
Stopped
Stopped
Running
Stopped
Stopped
Stopped

Stnnned

Group

In the new windows, find the Xopero_backupagent option. Right—click it and choose

Properties.
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L Services

File Action View Help

= EEE= HE »ounw

. Services (Local)

' Services (Local)
Xopero_backupagent

Description:
Xopero_backupagent Service

~
Mame

@Windows Insider Service
L‘:{;Windows Installer
'-.*EJ;Windows License Manager ...
@Windows Licensing Monito...

'-f:Q;Windows Management [nst...

L‘:{;Windows Mobile Hotspot 5.,
'-.*EJ;Windows Modules Installer

@Windows Push Notification...
L‘:{;Windows Push Notification...
'-.*EJ;Windows Remote Manage...

@Windows Search
L‘:{;Windows Time

'-.*EJ;Windows Update
CLWinHTTP Web Proxy Auto-...
L‘:{;Wired AutoConfig

'-.*EJ}WMI Performance Adapter
@Workstation

L‘:{;Xbox Live Auth Manager
'-.*EJ;Xbox Live Game Save

Xopero_backupagent

Description
WIsVC

Adds, modi...
Provides inf...
This service ...
Provides a c...
Provides th...
Enables inst...

Thirm mmem i

Start
Stop
Pause
Resume

Restart
All Tasks

Refresh

Status

Running
Running

Running

Startup Type Log ™

Manual Loc
Manual Loc
Manual (Trig.. Loc
Automatic Loc
Automatic Loc
Manual (Trig... Loc
Manual Loc
Automatic Loc
Manual Loc
Automatic Met
Disabled Loc

Automatic (T... Loc
Manual (Trig... Loc

I Properties

Manual Loc
Manual Loc
Manual Loc
Automatic Met
Manual Loc

Help

Manual (Trig.. Loc
Automatic (D... Loc

Extended )(\Standardf

In the properties window, go to Log On tab. There, you need to check This account
option and enter login and password (twice — in both password and confirm password
field) of Windows Administator.
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Aopero_backupagent Properties (Local Computer) >

General LoaOn  Recovery Dependencies

Log on as:
() Local System account

Allow service to interact with desldop

(@) This account: | | Browse...
Flasswﬂl'd: |'......."..... |
Confirn password: ||||-|||-|||-||| |

Cancel Aoy

After entering right credentials, you need to click Apply. The service have to be restarted
now. To do it, go to General tab and click Stop and then Start. If the credentials are valid,
the service will be started.

After configuring above settings, the backup service will be given needed admin rights to
create a VHD and System State projects.

Glossary of terms
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AES 256 - an encryption algorithm which performs 14 rounds of encryption, making it
virtually impossible to break, and thus guarantees the security of transmitted data.
Completely resistant to all known attacks of linear and differential cryptanalysis.

Briefcase — the space within which the files of the user are stored. The data is coded with
an AES 256 algorithm. The contents of the folder is synchronized on each computer on
which the Xopero application is installed, within all computers of one user.

Backup — creating a backup copy of all important data, in order to restore them later in case
of their damage of loss. Backup copies should be performed periodically and stored in a
location different than the original. All backupsets are encrypted with an AES 256 algorithm,
unless the option is turned off in the backupset wizard.

Backupsets (projects) — they represent files, which the user has backed up, by using the
Xopero application. The files are distinguished by the devices form which they were backed
up. All backupsets are encrypted with an AES 256 algorithm, unless the option is turned off
in the backupset wizard.

Delta - a mechanism which detect differences in files, and allows to send only the modified
parts of files, instead of full files than entire files. Xopero supports two types of Delta
mechanisms:

e Differential - downloads and sends only the changes in the documents appearing
since performing the last full backup.

e Incremental - downloads and sends only the changes in the documents
appearing since the last backup, regardless of whether it was full or incremental.

The use of these technologies has a very beneficial effect on the backup and data restore
speed and allows to save space on the server disk.
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Devices — it represents one computer, operated by one Xopero application. This allows to
maintain a cohesive structure of folders on different PCs in the process of backup and data
restore. The number of devices is limited according to the product.

NAS (Network Attached Storage) - a technology which allows connecting disk storage
resources directly to the network. This type of solution allows for simple configuration of data
access from different points of the network.

QNAP - a company which produces high-quality NAS drives and disk arrays.

Proxy server (proxy, proxy gate) - server or software which establishes a connection on
behalf of the user.

Volume Shadow Copy — a Windows service that allows you to create backup of opened
files. This service is not available for Windows XP users.

Versioning - a mechanism through which the user has the ability to restore a previous
version of the file, not necessarily the last one.

Installation of the client application using switches

Since version 3.9.6, the Xopero Agent installation package has switches that can allow
user to enter backup server address, login and user password at the application
distribution/installation stage. After installation the Xopero Agent will automatically
connect to the server and login to the given data.

Switches are mainly used during distribution of applications over GPO or SCCM and
Agent installation in the NO GUI version.
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Parameters:

LOGIN="" - user login.

PASSWORD="" - user password.

SERVER="" - server address.

queit - optional parameter, allows the so-called silent installation without
displaying the user interface.

Example of using switches for the MSI installer:

5] Wiersz polecenia - =

C:w\Usersdmsiexec.exe S1 "Ropero_HOGUI_&.1.0.msi" LOGIN="XoperoEndpoint™ PASSWORD="123456" SERVER="1%2_168.0.213" Fquiet E

Example of using switches for the EXE installer:

e+ Wiersz polecenia

C:w\lsers>foperoCloud_3.9.6.exe LOGIN="HoperoEndpoint™ PASSWORD="123&456" SERVER="192_168.0.213"

When logging to the account in the Xopero Cloud service, the server address should be
omitted.

Example: C:\XoperoCloud_3.9.6.exe LOGIN = "XoperoEndpoint" PASSWORD =
"123456"

str. 219



Management Center for QNAP

Introduction

Management Center lets you manage and monitor all backups from all devices connected
with QNAP NAS from a single view. It allows remote client configuration, creating new users
and remote management of all Xopero services in your network. It has been mainly created
for system administrators.

Key functions:

creating and managing users and user groups,

monitoring Xopero backup system,

remote creating and enabling backup projects,

data restore from every device,

creating backup projects, that can be later sent to client applications,
access to server logs,

backup storage management.

Application installation

To install Management Center, you need to download it from Xopero Control Panel, that
is available on QNAP device. When it's opened, you may see Security warning window.
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Cpen Fils

Do you want to run this file?

_— Mame:  ..istrator\Downloadst¥operobanagermentCenter (1) msi

| Y Publisher: Xopero Software

Type: Windows Installer Package
From: ChUsershadministratoriDownloads\{operobdanageme..,

[+] Always ask before opening this file

While files from the Intemet can be useful, this file type can
potentially ham your computer. Only run software from publishers
you trust. What's the risk?

Click Run to start the installation process. You must click Next to start the installation. If

you don't want to install the product, click Cancel, which will stop the process.

Setup Wizard

)o p Ep o Welcome to the Xopero Management Center

The Setup Wizard will install Xopero Management Center on
your computer, Click Next to continue or Cancel to exit the
Setup Wizard.
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After the installation is started, you will see a progress bar on the screen.

Installing Xopero Management Center OPERO

PRIVATE CLOUD BACKUF

Flease wait while the Setup Wizard installs Xopero Management Center.

Copying new files

When the installation is finished, You should see summary window. To close it, click

Finish. The Management Center should be started automatically.
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yo P E R © completed the Xopero Management Center

Setup Wizard

Click the Finish button to exit the Setup Wizard,

First login and configuration of Xopero system

First login

To access Management Center, user needs to have system administrator's login and
password. Address of the application is the same as QNAP device and it should be
added automatically after logging window is opened.

Default adminstrator username and password is admin. They are pasted
automatically during first login.
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OPERO

PRIVATE CLOUD BACKUP

Lser; |admiﬂ |

Password: || | [ ] Remember passward

Address: |192.168.0.199 @

Mame IF address hodel

When you are logging into the application, as a user, for the first time, the First Run
Wizard will run, which consists of six following steps: Administrator password, Storage,
AD Integration, Add User, Download application and Assign host.

First Run Wizard — step 1

At the beginning, for security reasons, it has to change the administrator password,

which is necessary to log on to the Management Center application and to the Control
Panel.
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First run wizard

OPERO

PRIVATE CLOUD BACKUP

Administrator
password 16

Set administrator password for Xopero system. it will be used for login to Control
Storage Panel and Management Center.

¢. AD integration

‘ Add user
= v

m Assign device

i Change password \

First Run Wizard — step 2

If the default administrator password on QNAP device has been changed, you should define
the storage in which the data will be stored. If the password has not changed, the magazine
will be created automatically and thereby defining storage step in the First Run Wizard, will
be skipped.

The configuration of the storage are described in the section — Storage space
management (storage).
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First run wizard

OPERO

PRIVATE CLOUD BACKUP

2/6

Please enter QNAP administrative password and then choose method to define data
storage for Xopero.

Password: |

Automatic

First Run Wizard — step 3

Now comes AD integration, which is available for domain controllers with Active Directory.
We'll skip this step. More information about it in Mapping Active Directory users manual.

First Run Wizard — step 4

The next step is to create the first user account that will use the Xopero Client application.

The window for creating a new user are described in the section Creating user accounts.
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First run wizard

OPERO

PRIVATE CLOUD BACKUP

e

password — iy

_ Desktop
Commpssswort [ |
Assign to group: admin v ’ Outiook
[v| Define encryption key & wp

Encryption key '

Encryption key type! f_Defaulencquon key v

Encryption key: | |

First Run Wizard — step 5

After defining the storage and creating the first user account, the administrator should
download and install the Client application on the computer, on which the data is to be
secured, by clicking on the button - Get client application.
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First run wizard

OPERO

PRIVATE CLOUD BACKUP

System Xopero is ready for work!

Software Is properly configured to work. We need only Iast step to store
your files in safe way. Please download agent application and install it on
computer which data you want to protec!

Get Client application

First Run Wizard - step 6

After download client application window allowing you to assign the device to the user
account appears.
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First run wizard

OPERO

PRIVATE CLOUD BACKUP

Selectuser: Select device:

=2 admin 192.168.0.30(TOMASZ-PC})

2 EEm

Authorization
Enter user password

Enier encryption Xsy

["] Add project aRer assigning device

After closing the First Run Wizard, to run the Management Center application you have to
log in to it again.

After logging into the application a window basic options of the program appears:

e Dashboard — click on this button takes you directly to the view the statistics of the
system,

e Devices — selecting this option shows the list of devices on which the client
application is installed and they are assigned to user accounts,
Users logs — the administrator has access the user logs,
Add template — click on this button move you to the window of create project
templates,
Add user — select this button launch window user creation,
Smart Recovery — forwards to the Smart Recovery function window.
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The following window appears only when you log in to an admin account. The reminding
group administrators will be immediately redirected to the Backup Management window.

m o pero

OPERO

WORKS, 50 YOU CAN TOO!

Management Center

Dashboard gi Devices | Users logs

— +2 Smart
Add termplate ﬁ Add user */* Recovery

Server logs

When we enter the main window and select Server logs, we gain access to the server
logs of the Xopero application.

Menu  Gettinps

Licenge slalus
o p Support * =
Apglication version Tl ~ Y m— . License
BRIVATE € @|§‘ |i % a: e T ‘ 3 il Encpaoints: 210
ST - | : B severs 2130
® et
i vavs 2
2 Actve sessian an 5
[ | [ Finduser | | Last ba b pe stalus
[ Cliat el Warming | Status | Username | Backup setname  Date
:gl.!“ (-] | Cleat Elor /2% ] 1 " up =& )
= / Wichsl Prefosthackup  1FE016 10071,
- 2 test Emor ! Compl Natalka HODImape 1972016 25427
2 el 4% / A% Wichizl festl 23 11712015 B:AT 42 .
& Endpoint [ - e Natalia Wiges) pikow 1142018 601034
& Marta = | Natalia wigoe plbw  112016 5:3900 .
LA Michal r ! ° s 1
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OPERO

PRIVATE CLOUD BACKUP

Lods
lgin
Validatar
"™WER
expoertest
modules
opero-mano
postgresd?
postgresd3
nostgresas
sl

Server logs -

E AlllnOneServiceHost — Notatnik \;li-

Plik Edycja  Format  “Widok Pomoc

EPPOP [2816-11-87 @3:43:83.963]: End loop processRepor
Error [2816-11-87 @3:45:83,987]: After processReport -
Warn [2816-11-67 68:31:16.335]: Authentication failed:
Warn [2816-11-67 68:31:21.817]: Authentication failed:
Warn [2816-11-67 68:32:33.988]: FunctionGetHostSetting
Error [2616-11-87 85:15:@1.314]: Parsing XML (URL: htt
<2xml wersion="1.8" encoding="UTF-8" ?><QDocRoct wersi
Error [2616-11-87 85:15:82.841]: Parsing XML (URL: htt
¢2yml wersion="1.8" encoding="UTF-8" ?><QDocRoct wersi
3256/ maxlUNCht» <bServiceEnable»@</bServiceEnable»<se
Error [2616-11-87 @9:16:@1.378]: Parsing XML (URL: htt

< m k4

Cancel

When the application is working correctly, there is no need to use this feature. If, however,
there are problems with its work, it may be necessary to ask the application provider for
technical assistance and send the server logs to him.

In the event of work-related errors of the Xopero services, before contacting the technical
support, you should restart the Xopero software from the App Center.

The process of sending the application and server logs to the software provider has been
described in section Technical Support.

Management
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After returning to the main window and selecting Dashboard option, we will be redirected
to the accounts and backups management window (Management Center).

OPERO

WORKS, 50 YOU CAN TOO!

Management Center

(V) Dashboard ' - Logs

4+ Smart
& Add user ?A Recovery

—
=22] Add template

By default, the first view that we should see is the Dashboard.

In the chart below are shown information about completed and unenforced backups within
the past 30 days for all users of Xopero.

str. 232



Menu  Sefings  Heip
Managemeant Center
OPERO —__ . . Livenss
BEIVATE CLOUD BACKUS |e‘§' = % a: 5 B ‘ ﬂ  Encpoinls 2130
o e B senms 9130
i [ 1Aflh active backup
oy Days: . L5
0 Active sesskan an v
L | [ Finduser | i | Last baciups stz
[ 2 IS‘ o | Clearmor | fﬁm.‘g ] Status | Liser name | Backup setname  Date li
2mm o] | Mic hs) fest! 23 17016 10162,
S B estt 2 — / Compl || Hichal Prefostoackup 17R01ET007T1. |2
2 ol 9B % / /,..-’ 3% | Natalia HODImape 1072016 85427
& Endpoint yiPe N | Michal fest1 23 MTR01E 54342 | |
2 |
2 ;_N?I g = Natalts Wigco peow 11412018 60134
g N;ts:a b3 | @ Niatalia wigcel piiw 11202016 53900
2 Borver “_Internupted | & Natalta Hypery 117312018 4:20.38 .
1% - Matala ey 1MAR0E 40447
- %
Storage utilization | Numbor of Bles |
179TB ot
13478 5
914 GB : :
- == Sire of backed up files
~w Lised space
. 4708 — e p
il i £ =] 2 2 2 s = -
Recount typs: < B B # e ] = = =
i i e Dadupieation anei 287
Cornection satus:

If there has not been made a single backup, the application will not display any data.

When you click on chosen username, a graph showing the status of backups performed by
that user will be displayed.

What are and how to add user groups?

What are the users groups?

User groups allow to categorize and group users. The name and password of the group are
at the same time the authorization data of its administrator, who can log into the Control
Panel or the Management Center application, where he is able to manage his users.

With this solution, users can be divided into groups, which will be managed by persons
responsible for them. Depending on your needs, you can set any number of groups and
assign them to user accounts.
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The main administrative account (admin) has the ability to manage all users, regardless
of which group they were assigned to.

Adding user groups

Mehy  Seminps  Help

OPERS  Sem@armas foon

Managarnant Center

In order to create a new group, click the button highlighted in the screenshot above. The
Add group window will be displayed in which you need to define the group name and its
password, which are both group administrator authorization data.

Create new group

Group name:

Password:

Canfirm password: |

[] send daily reports

E-mail: |

Creating user accounts

After first logging into the Xopero system, the tree of groups and users contains only the
default group, named admin.
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= T

Meghu  Selinge  Help

Manaoemeant Cantar
o e License
@ F"‘ ! % W] _r_;—‘ & a" g}_! Emndpoints: 2430

= saners 230

XOPERO

Show usars:

To create a user account, click the Add user button, which has been highlighted in the
screenshot above.

Then an Add user window will appear, where you must define authorization data, as well as
configure additional settings:

e Choose Account type - available account types are Endpoint and additionally,
depending on the purchased license version, Server. The Endpoint account
allows you to backup local data and the MS Outlook mailbox, while the Server
account extends these capabilities with Advanced copies and the ability to install
a client application on Windows Server systems.

e Assign to group - defines the group to which you want to assign the user
account. You can later change the group to which the account has been assigned.

e Locked account — defines, whether the created account should be blocked. If
this happens, the user will not be able to log into the client application, but his
account in the system will still exist. The account may be unblocked at any time.

e Encryption key type — it allows you to choose the encryption key (default or
custom encryption key) for the newly created account. In case of choosing the
Custom encryption key and adding the account, a request for typing in a series of
minimum 6 signs will appear.

e Assign device — describes, whether after creating an account an active device
should be assigned to it (only with the Windows application installed). More
information on this topic is included in the Assigning new device chapter.

str. 235



m Add user

Create new user

User: || | Choose account types:
Passwaord: | | (@ Endpoint ) Server
Confirm password: | | Desktop Desk
Assign to group: .admin w S LU il
B outiook 6=
[] Define e-mail address T & D
E-mail: &, vHD & v
Define encryption key B s
Encryption key e F
Encryption key type: '.Default encryplion key W =N

[]Assign device when finished
Download agent

Windows agent | Download

gEradEE

Create

After filling in all the fields in the form, click the Add user button, which will create a new
customer account with defined parameters.
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{1 saL server
Firebird
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Hyper-V
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System State
FTP

CRRESHITN

g2 ra80

Create

The user account will be displayed in the groups and users tree and it will be assigned to

an earlier indicated group.

Assigning new device

The devices, which do not have any assigned account, inform the Management Center
application, in a continuous mode (every 30 seconds), about it. Thanks to that you can
easily connect a given device with the user account, without the need of having direct

access to the chosen machine. All you need to do is find the account to which you wish

to assign the given device.
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If you cannot find the device on the list, you should use the Enter device IP option. After
clicking Add, the information about the completed assignment of the device will appear.
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Select device:

192168.0.51HYPER-VZ)
192168.043(D0OMAINCONTROLER)
127.0.01 WIN-AJRDESKIR0Y,
192168.0.12(C1-2)

192168.0. 204(MARTA-DELL)
192168.0.7(CODEBASE)

[ ] Enter device IP

Authorization
Enter user passwaord

Enter encryption key

[ ] Add project after assigning device

In case when entering the IP address of the device does not allow for proper
assignment, you should check if the Xopero QNAP service has been launched on a
remote computer. If it is, you should restart or try to log in again directly from the given
device to the chosen account.

Displaying user accounts and groups

On the left side of the Management Center window there is a tree of groups and users. It has
several filtering options which are useful in the later use of the application.

Above the tree, below the application logo the Show users field is located. The following
options are described on it - All, Active session, With active backup.
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e The All option displays all accounts available on the device, divided into groups
created by the administrator. In each group an unrestricted number of accounts
can be assigned, however, they will be visible only when you click on a particular
group and expand it,

e With an Active session informs us which accounts are currently logged into the
application on particular computers,

e The With active backup option indicates which of the accounts is currently
sending backup.
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The accounts in the system may also be searched by using the login. Just enter the login in
the text field and click the Find user button.

Using the options listed above the user three, on the et (B3] @

you can enable or disable the filtering of some of its components. These are, from the left:
Group, Users, Show disabled groups and users. This option allows you to disable the view
on unnecessary for us elements of the tree in order to obtain a better overview of the

application

While in the tree, by clicking the right mouse button on the name of one of the users, you
can use the following options - Delete User, Disable user, Change group, Modify. The last
option allows you to change your user account password and reset the encryption key.
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[ ] change passward

Passward:

Confirm password:

[1Reset encryption key
Choose key type

(® Default encryption key

() Custom encryption key

Encryption key: |

Confirmm encryption key: |

Resetting the user encryption key causes an irretrievable loss of all files that have been
sent by him to the Xopero server.

Device list

The list of devices in the Management Center application displays all the devices on
which the Client application, from which the user at least once logged into his account,
has been installed. The devices are assigned to user accounts.

Multiple users can log into their user accounts from a single computer. In this case, the
same device will be assigned to each of them.
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The screenshot above shows a list of devices of the users in the Management Center
application. It can be arranged according to several schemes, using the Order entries
by. It can be sorted alphabetically, from A to Z or from Z to A, by the username. The
second option is default sorting by the date of account creation. At the top of the list the
user device is situated, for which the account has been created as the last one.
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You can find the following information in the device table:

User - login (hame) of the user,

Device — the user's device name,

Remote management - information about whether the device can be controlled
remotely using the Management Center application,

Total size of backed up files - the total size of files that have been sent from the
device as backup,

Backed up files - the number of files,

Last action - type of the last performed action on a given device,

Last action date - the date of the last performed action,

Active session — marks the users who have performed any action in the client
application, during the past 30 minutes,

Backup in progress? - Information about whether a backup is performed
currently,

Restoring files? - information about whether the files from the device are
currently being restored by the Management Center application,

Backups status - the status of the last five made backups.

There is also a possibility to remove a device. Just click on the selected device with the right
mouse button, and an options bar will be displayed. One of these options is the removal of
the device - Delete device. A device can only be deleted when it is inactive.

Removing a device results in deleting all data sent by it from the Xopero server.

str. 244



Menu  Sefings  Heip
Iz i ents
OPERO - o
FEIVATE CLOUD BACKUR a é}i i % a, Wi :;:? ‘ ﬂ @l Endpoinis 2130
o e = 3 : B serers; 9130
@ Al (0 ilh sctive backup R,
o Order entries e = - = 3:_-; = & = !l
) Antve ; | - Al - -
= it [Detaut tewest ereaten usen ~| ] onty managed remately E = | E| =
L - | Crinaussr ] Uik . Remote ooyt Barkedup | oo Lastation  Acve Backupin  Restoring  Bachups
|§ I;i! [-] | Clegrmer 1 management fles files dale SESEOn progress?  files? stalus
= & admin Natalia -PC [Yas 1887368 67509 Backup se.  2016-11-0. |Yas s o
: 1 [ToMnsz.PC Ve 7675 i s
i lestt liatalia |HYPER-V1  Yes 16229 6B o760 Logintoa.. | 101 a-n-o...ln_s o Mo i EER
i@ alia | . | Yes 14 27951 Backug se. | 2016-11-0. |No i N
.;. Sl st WARTE-DE . e 178 7951 Backug 140 N N
Natalia | DESKTOP-... | Yas. 08 0 Backup s9..  2018-11-0... [Ng No No
2w e :
& Michal : 4 Backup sessions pinio s ’
g :e‘hat: Natalia [MACMI-.. Y85 | =] Bahup sets : . 20E11-0. Mo o o | Empty
H s:wm:: hatalis jeonpz:  (NEENN e i aciup dats 6 inia ackug s2. | 2016-11-0. hio o |Wo | | |
[ Device satings »
5 Device datails
g Restore »
|E‘. Detete device
Natala
Hccount type: Sener Mumber of entries: Page numbier:
s
Used space 1978 n il I )
- [ —
ST LA et O

The reminding options - Backup sessions, List of backupsets, Add backupsets template,
Device settings, Device details, Restore data are described in the following sections of
the user manual.

Grant and revoke privileges to user

You can grant or revoke privileges for users by Management Center per account, it is not
possible for group. Just find the user which you want to change privileges, right-click and
select User permissions option, after change permissions the user has to relogin. If multiple
hosts are attached to one account, that permissions will be applied to everyone.
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When you select the option, you will see a window with 4 permissions for:

e manage backup sets - user cannot add, delete, start, or abort project execution (it
is not possible to check the details of your project),
restore data - user cannot restore and delete data,
manage encryption key - this option prevents user from changing the encryption
key,

e manage device performance settings - causes blockage the Performance tab in
application settings.
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Permissions
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Project templates - backup policies for groups

What is the project template?

A project template is a set of projects which can be sent to any device user. Each project
in the template must have indicated data for backup and a name given. You can also
configure additional settings, such as schedule or advanced options. Backup projects
are described in detail in the Xopero User manual. You can edit the project after sending
it to a chosen device.

Please note that, the device to which a template will be sent, needs to have existing
indicated data, otherwise, execution of the project will end with an error.

Creating and editing template
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The Manage backup templates option is launched by clicking on the button highlighted in
the screenshot above. A list of created templates will be displayed, and below a list of
projects included in a chosen template.
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In order to create a project template, press the Add backupsets template button, and in
order to remove, mark a chosen template and click Remove selected template.
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After clicking on Add backupsets template a Creating new backup template window will
appear, in which you also have to specify the name of the template. Further backup
configuration is related to a backup project which will be included in the created
template.
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Backup set editing
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Currently it is only possible to create local data backup projects. For each of the created
projects, the user can define its name, set up a schedule, or choose the data he wants to
backup.

In case of project templates, after choosing the Local option, the catalog paths from our

computer will be displayed. If we do not want to use this option, we can type in a chosen
path in the text field, and click Add

Another possibility is to employ pre-defined paths, which can be used on different operating
systems. They refer to fixed system catalogs. Choosing this option is possible after clicking
the Predefined button, and choosing an operating system (Windows XP or later).

In addition, it is possible to apply filters to a created project, applied to: files and folders,
Windows permission settings according to which the project will be created, and the
following advanced options:
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e Without encryption - files included in the project will be sent to the QNAP disk
unencrypted,

e Without compression - the files will not be compressed before delivery,

e File copies stored for: - specifying the number of versions created for a single
file in the project. An alternative option is to specify the number of days to retain
the backup version.

e Backup type - allows you to specify how the files should be sent, whether they
are to be sent in a differential or incremental way, and which method will be used
during this process.

After completing the configuration of the first backup within the template and the template
name, you can save it by clicking the Save button, which is located in the lower right corner
of the Create new backup template window.
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Each template can consist of any number of projects created by the user. In order add a new
project to the template, click on the button highlighted in the screenshot above.

After clicking on it, a window appears, the same as while creating a template, except that the
name of the template is already defined, and editing it becomes impossible.
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Each template can consist of any number of projects created by the user. In order add a new
project to the template, click on the button highlighted in the screenshot above.

After clicking on it, a window appears, the same as while creating a template, except that the
name of the template is already defined, and editing it becomes impossible.

Sending a template to the client application

Sending a template to the client application is possible via the Devices tab, which can be
accessed by clicking on the button marked in the screenshot below.
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Next, you need to find the device to which you want to send a template on the list. By
selecting a user, or a group from the tree on the left side of the application, we can view
only the devices, which are assigned to the position chosen by us, for example, the
devices of only one user.

There is a possibility of sending a template to multiple devices at the same time. To do
this, select multiple devices from the device list by holding down the CTRL key.

Project templates can be sent only to devices which have remote management enabled,
and are currently synchronized.

After selecting the devices to which you want to send a template, click the right mouse
button on one of them and select Add backupsets template from the context menu, and
finally select a desired template.
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Clicking on the name of a template causes to send the template to specified devices,
except situations the projects from the template already exist on your computer.

Project management

Through the Management Center application you are able create new projects, as well
as editing and deleting existing ones. Existing projects can be remotely started or
stopped, if one of them is currently being performed. In order to view the list of projects
on a given device, from where it is possible to manage them, please right-click on the
selected device, and then select List of backupsets.

Displaying the list of projects is only possible for devices which have Remote
management enabled and have been synchronized with the Management Center
application.
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List of backup sets
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The List if backupsets consists of the following fields:

Backupset name - the project name defined by the user,

Number of files - the number of files, which so far have been sent within a
chosen project,

Next backup - the date of the next backup performed in accordance with the
schedule,

Last backup - the date of the last performed backup project,

Status - the current status of the project,

Version limit: - a limit of versions set for the selected backup project,
Changed files - the number of files that have been modified between the two
previous backups,

Changed data - the size of the data that have been modified between the last two
backups,

Sent files - the number of files, which were sent during the last backup,

Sent data - the size of data that were sent during the last backup,

Errors — the number of errors that occurred during the last performed backup,
Warnings - the number of warnings that occurred during the last performed
backup,

Edit - this column contains a button that allows to edit the project.

Creating and editing a project
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To create a new project for a given device, go to the List of backupsets, and then click the
Add backupseticon, which is displayed in the screenshot below.

OPERO

PRIVATE CLOUD BACKUP

Only one backup set may be running atthe same time.

List of backup

LO®EGV

Backup set
narne

Backup set
type

Retention

In progress

Last hackup

Mext hackup

State

duzn plikow

30 versions

Ma

10272016 20

mssql

30 versions

Mo

10f27I2016 3.

wigcej plikiw

30 versions

172016 8:5.

After you click window select the type of project appears.

Last status Edit

With warnings More
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Choose backup set type

OPERO

PRIMATE CLOUD BACKUP

Endpoint Server

e
Local data

|

m.

Postyre 5GL

-

Firebird

o

Outlook

=

LA

S0L Server

T

£

r
Exchanoge

Sysiem State

HDD image

L

PrefPost scripts

o1

Hyper-y

=

Metwork drives:

&

YHD

J

=

After clicking, a window for project edition will be displayed, the same as the add the
project to the template window, but in this case there is no template Backupset name.
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ackup set - Local data

OPERO

PRIVATE CLOUD BACKUP ||

Backup set name:
General | Filters |Advanced

Select paths Schedule

Delete Path ® On demand

) Ewery: 18 minute v

) Everyday at:

O Every week:

at

) Deiined

Enter path: ‘ Add || Predefined || Choase... |

Save Cancel

If the selected device is at the given time active, it is possible to remotely select a path
intended for backup, that is to indicate the path directly on the device. To do this, click on
the Remote button.
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[ Creats new backup set = |!= =

Please select path{s)

Selected pathis):

E._,E

..... _ §Recycle.Bin
..... L Ahsay-storage
..... . Bare Matal
..... . ClusterStorage

|

----- .| Config.Msi -

----- | expoerzst - :|
----- o Heper-y -

_____ & ragaon -]

----- L MATS =
----- . MS0Cache L =
..... G

..... . PerfLogs

..... . Program Files

..... . Program Files (86)
..... . ProgramDiata

w
=]
3
o
o
2
z
=3
gl
g
3
3
E
RN

----- | restare —|
----- | servermsi
""" _ Systermnvalume Information
..... I tmp w
ok || ceneer |

The particular fields of the new project wizard are described in the Project templates chapter.

After setting all the parameters of the project, in order to save it, click the Save button in the
lower right corner of the screen.

You can also edit an existing project. To do that, click the More button in the Edit column. for
a chosen project from the project list.
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List of backup sets

OPERO

PRIVATE CLOUD BACKUP
P BB Q

Retention In progress Last hackup Mext hackup State Last status Edit

Only one backup set may be running atthe same time.

Backup set Backup set
name type

duzn plikdw = A0 wversions Mo 10027720168 20, With warnings
mssql 30 versions Mo TO2TI2016 3.
wigcej plikiw = 30 wersions TUTI206 85,

When you click the aforementioned button, the project edition window will appear, which
will contain the settings for a selected project. They can be freely altered except for
Backupset name and Type of copyfields. After making the modifications, click the Save
button in the lower right corner of the displayed window.

List of backup sets

OPERO

PRIVATE CLOUD BACKUP

L®O|ZE W

Retention In progress Last hackup Mext hackup State Last status Edit

Backup set Backup set
name type

duzn plikow = A0 wersions Mo 10027020168 26 With warnings More
mssql 30 versions Mo TO2TI2016 3.

wigcej plikiw = A0 wversions Mo TUFR20M6 85,

To remove an existing project, click the Delete button located in the upper right corner of
the List of backup sets.
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After you create or edit a project, the client application must synchronize the introduced
changes. This process takes up to 30 seconds. If after this time, the status in the upper
right corner of the Project list will not change to Synchronized, you need to refresh the
list of projects.

Performing and stopping backups

By using the Management Center application it is possible to manually start and stop
backups on users' computers. To do this, go to the project list, and then find the project you
want to run or stop.

List of backup sets

OPERO

PRIVATE CLOUD BACKUP

IrCHO =R

Retention In progress Last hackup Mext hackup State Last status Edit

Backup set Backup set
name type

Hypery A0 versions TU3R20E 4.0 | 1532016 4.2, WWith warnings
lok = 30 versions 10/282016 3. Correct
Testl A0 versions 1052852016 3., With warnings

In order to launch the project, make sure that its status is Not running, and click on the Start
button.

Performing a Running project can be stopped at any time. To do this, simply tick a chosen
project and click on the Stop icon.

After you stop or start the project, the client application must synchronize the introduced
changes. This process takes up to 30 seconds. If after this time, the status in the upper
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right corner of the Project list will not change to Synchronized, you need to refresh the
list of projects.

Restoring files

The Management Center allows administrators to restore data sent by its users as backup.
Files can be restored to the administrator’s or user’s computer.

Data can be restored to the user's computer when the device has the Remote
management option enabled and is Active.

Menu  Getings  Help
OPERO ) Liwnes
PRIVATE CLOUD BACKUD OE & a’ ﬁ?ﬂ: @ ‘ ﬁ &l Endpaints: 2530
Show users: = ' B geners a0
- A 0 IAith active baekup
& e s GEBRE B RO
bt SREEKT) [Detut rewest createn uszn <] I Onlymanaged remately L& = @ 1
i s
[ | [ Finduser | R Total size of
mote Backed up Lastaclion  Actve Backupin  Restoring Hatlups
2 |§ l [-] @ User Dievlos managemant g:::euup files Lastacein date ses3ion progress?  files? slatus
£ -2 admin = Matalis | kanP2 s 11.62 GB 263392 Backup ge.  2018-11-0.. ENn_ Ho N [] i3]
B testt Netis |KOMP_ Vs | 15908MB 207 leginfos 201610 N0 N0 No .
0 'E = Matala  MACMINL.. tes. 0B 190 Backwse. 2016110, Mo iC: No | Empty
‘E ::?;“'"’ Mafalia | MARTADE . 14378 27951 Backun se | J016-11-0. ho o o EREEM |
& Michal hstalis ue U Backug se., | 2016-11-0., i_N_u_ |No Mo |
& Matalia Natalia | . 168731 68 TETE09 Backup se . 2016110 Yas No [ 1] ]
& Nowak it Y ves 52,20 LI
& saner L Backup sessions
[E] Backupsets »
[o  Add kackup sels lemplste »
@  Desice setings .
8 Devico detalls
[ Restos » Restore dls |
I Defets devics Restore Exchange data |
Matsdia
Account fype: Sener Page number:
Uised space 1478 i =
Cornaction Astus: &

In order to run the Data restore Wizard, you must go to the Devices tab, and then find a
device on the list from which you want the data to be restored. After you right-click on a
given device, a context menu will be displayed, from which you need to select Restore data.

The screen will display the Restore data window, which contains a list of files uploaded by
the user as a backup.

str. 261



o p E R o Files search ::.!

PRIVATE CLOUD BACKUP | |[ =earch

Backup setname: Download filter

All (®) Download latest versions Select date:
O Download files version sent hefore:
O Download files version from:

Remove | | Download

If there are many files on the user’s account, loading the window may take a while. This
process is indicated by a progress bar.

The administrator has the ability to filter the File in view of the project from which they were
sent, or the latest version from or before the selected date.

After selecting the files you want to restore, click the Download button. This will display the
Restore data details window, where you can specify the device (the administrator’s or
client’'s computer), on which they are to be downloaded, as well as the location of the
restored files. Additionally, you can specify the action that is to be taken by the application, in
case when in the selected location there is a file with the same name as the restored one.
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Restore data details

OPERO

PRIVATE CLOUD BACKUP

Download on Select destination of restore

(® My computer ® Restore to desktop () Restare to original localization

O User computer () Choose restore Iocalization

|Chuuse device V| |C:IUsersLﬂxdministratnnDesmuplresmred data

If file exists

|O\rerwrite if older V|

[] Copy overwritten files

QO | | Cancel

After configuring the settings of the restored data location, click OK to begin the
restoration process.

re status

OPERO

PRIVATE CLOUD BACKUP

Total downloaded:

0%

Current downloading file:  System Managerment Automation.di] 71012527

Status: Running...

If the user whose data are restored, uses a personal encryption key, the application will
ask to enter it. If the key is unknown for the user, downloading files will be impossible.
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Restoring a file version

Management Center application allows administrators to restore data version (following

screen) uploaded by their users as a backup. Files can be restored to administrator
computer or user computer.

Data can be restored to your computer when the device is active and has enabled
Remote Management.

& e pero
Menu  Gefings  Heip
OPER
PEIVATE CLOUD 24l nidpoints 2130
OPERO bsrer 90
9:'::"" od FRIVATE CLOUD BACKUR [ H ‘Search ] “ —
O Active sesshan Backup 5ot nEme: Download fitter ETE' = ‘ “
Tan - ) Dawnioad iate styersions Sl pct data:
—_— ) Dawnload fles versian sent befare: 2611-07_ [B=]  Mestoring Backps
& b
& EEI '® Dovmioad files v rsion from: 4 fstopad 2016 b sy stalus
# & admin Pnwe 4 Cz Pt Se N EEERE
L lestt =%3~"l_lwer-\f &1 203 4 5 &
i . LB R I P - | i
:iGLI . 14.15 16 17 18 19 20 lll
I o BHW 1234 .
& Michal 56 7T 8 80N N [ ]
& Mstalia ™1 pais 2016-11-07
L& Nowak | | Emoty
& Server .-
Natadla | Remove | | Download
Used space 1878 | | ki ¥ I 3
Cornection sistus:

Client application logs are available by clicking on the Users logs button, which has been
marked in the screenshot below.
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Menu  Gefings  Heip
Itan 1ent enter
RRERR EWBLrTaE g
PEIVATE CLOUD BACKUP | i = i Endpoints 2130
Show usars: — EE : B serers 230
Al L Wnith active backup Devices filter Fifter by type.
) Actve sessian L~ | 4 showal Solait cton o n
[ ] |—“r|nu user = . ? ‘
a(nle [omarane | clEE [ Date [ae1.07 B+ | ‘
. s admin Craated 81 BaCKUR 3BT name BEckup tae Show detals A
i lestt 1T O 00 imags =
- atats |DESKTOP-DLPTIS! 11702018 806370 Backusseistan  HOD imags i
i e Hstalia DESKTOP-DLP7281 172076 BO530AM Backup setcreated  HODimage-
L& Michal  Natalia DEEK 7261 1 04164 Login (o ap
-8 e i a ANT2098 BET:23AM | Ba
& Mowak Neataiia il
& Serer Matalia 2 1 e
Motatic [TOMABZPG  [AUARDIG 1231 . |Logkn to appficakion |
Natalia TOMASZ-FC 12096 41228 Login to appiication
Natalis HYPER- 142016 412111 P Login to applicatio
Mafalia TOMASZFE 14201641211 PM Login to 3
Natalla 15lks HYPER
Hccount type: Sener Mumber of entries: Page number:
Used space 1878 10 v I B
Cornection satus:

Application errors are marked in red. Warnings in yellow, and actions performed correctly in
green.

Above the list of logs filters are located, by which you can specify which logs are to be
displayed. The available filters are: type of action, type of logs (error, warning, information)
and the date from which you want them to be viewed.

If the type of the log has a gray background, it means that this type of logs are not
currently displayed on the list.

After selecting a desired account from the tree on the left side of the window, the device
filter will be activated, which is by default set to All. If you clear the selection button, by
clicking on the device list, you can choose the ones that interests you, and then click on
Filter. Only selected logs will be displayed.

str. 265




OPERO Problem details

PRIVATE CLOUD BACKUP

Errur:
Koficzy sie preestzef na dysku G Zwalnij migjsce lub zdefiniuj Sciefke tymczasowg winnym migjscu.
Message:

When you click on Details... in the log table, the application will display detailed
information about a particular event. If the Show details column field is empty, this
means that the log details are not available.

Eackup status - wiece] plikow

OPERO

PRIVATE CLOUD BACKUP

Sending files Awerage transfer rate: 5.51 Mbis

Progress details

Filesto send 23569 (2.08 GB) f sent 19325 (1.44 GB)

Frogress

189.01 KB
Cilsers\iRobertAppDatallocalbozillatFirefoxiProfiles\Ggwtluoa.def.. |111.04 KB
Pakiet plikdw (507 206.71 KB

While being in the Backup sessions window you can stop the currently performed project

by clicking the Stop () button.
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Host management

Remote setting the core limit and the bandwidth of an account

Client applications installed on users' computers may have set bandwidth limits as well as
the number of cores, which they can use during backup. In order to set the limits of the
device on which the application is installed, go to the Devices tab, and click the right mouse
button on a given device, and select Device settings. From the menu, which will be
expanded, you are able to select the Efficency option.

1] select performance parameters -
Bandwidth usage
[] Upload: 145
[ ] Download: 1=
Performance
Fast computer U Quick backup
Limitations

Ferform with a lower priority
Lirmit hard disk consumption

Save

Remote device re-logging

The administrator has the ability to remotely re-log the device to a chosen user account,
which means that he can log out the device from one user account and log it into another. In
order to do that, you have to find a chosen device on the user account, and choose the Re-
login client option.
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Menu  Gefings  Heip

OPERO ; o T
PEIVATE CLOUD BACKUE o@' & a, f' 2 ‘ ﬂ #ll Endpoints 230

Wanagement Canter

Show usars: Servers 930
Al (0 1Al active backup - —
= Order entries by: = . @ @ = “
o Ao Nl e Tl — LY
Acttve s288ian = ST T] ] Ontymamagon sermote g = B =2 -
[ | | Finduser | Tatal 3126 of
Remaole Backed up Lastaclion  Actve Backupin  Restoring Hackups
EEEI | Clegrmer sioer LDeyice management :;?suup filas LASSHNON. | jupe session progress? | files? sialus.
= & aamin Natalis | TOMASZ-PC [vas | 1827168 767509 Backun se | 2016:11-0_ |Ya [No
- testt - = 5 ) o
t g SLL ; . ez e s , Backwse 2016-11-0. Mo o N TRERR
i ndpoint e i S
& warta Mala  |DESKTOR. B A backup seis lemplats | » (D208 | 2015:11-0.. [N ba L
& Michal _*ﬁ‘f‘:ﬂ_!‘&?ﬂl’_ _i\'@s. TR 7] A hlo o o
Natalla Mz (Yes B o Mo Mo Mo | Empty
& Nowak i Tkomer | f |
L i Sener e il Restore ’ Re-login client il ] Ll ]
Dieteta oevica Lagout
Matalla
Hccount type: Sener Mumber of entries: Page numbier:
Used space 1978 20 v I =

Corrvction Fatusi

Account name: Matalia

Cievice name: HYFPER-1

Device |P: |192.1EE.D.5EI

Fassword:

Encryption key:

If a given device is already logged into a different account, the client application will be
automatically re-logged, in accordance to the administrator’s choice.

In case if the last logging in had place a certain time ago, it is possible that the IP
address of the device has been changed. In this case you should enter a new IP
address.

Device details
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The Administrator, who uses the Management Center application has the ability to access

detailed information about the user's device and the client application installed on it.

To view the details, go to the Devices tab, and then right-click on the selected device and

choose the Device details option.

Cevice details

Device name: HYPER-1
Application version: 372467
Operating system: Windows 2012 Server
Client IP: 182.168.0.50
Remote management: fes

Backup in progress: Mo

Last settings update by admin:

Last settings update by user: 11732016 3:20:37 P
Backed up files: 97a0

Total size of backed up files: 162.29 GB

Files versions: aran

Additional file versions: 1]

Core limit: 2

Upload: Off

Download: Off

Perform with a lower priority: Mo

Hard drive consumption limit: Mo

Account details

Account narme:

Group name:

Size of processed files (with Briefcase):
Actual size of stored files:

Humber of files versions{with Briefcase):

Humber of files{with Briefcase):

Matalia
admin
1.97TH

Please wait...
Please wait...

Please wait...

In the appearing window you will find the information about the selected device and user

account to which it is assigned.

Logging out the device

In the Management Center application, the administrator can log out the device assigned to

the user. For this purpose, go to the Device tab and right-click on the chosen device,

subsequently press the Device settings option and then Log out.
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Technical Support

In case of any problems with the application, go to the Dashboard window, choose from the
Help tab, next Support and the Report error option. The Web page, where you can create an
account on the system used for reporting bugs, will open. After creating an account and
describing the problem, the system will present you the possibility to solve the problem.
However, you may be asked to send the server logs and\ or application logs.

Sending server logs

In order to send the server logs, go to the Dashboard window, and then select Help tab and
choose the Send server logs option. After downloading the required information, the window
will appear where you can enter your e-mail address and provide the description of the
problem. By clicking on the Send button, the logs will be sent to the manufacturer of the
software.
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OPERO

PRIVATE CLOUD BACKUP

Your email:

hMessage:

Ervar description

Cancel

Remote sending application logs

In case of a malfunctioning Client application of Xopero, the administrator has the ability to
inform the software producer about the problems by e-mail or by using the bug reporting
system.

If it is necessary to send the Client application logs, you should:

e On the list, find the device on which the problem occurred,
e Select the option Device settings,
e Use the option Send report.
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After displaying this option, a request for additional information, necessary to report the

problem, will appear.

Errar description:

Your email:

Delivery of the report or the client application logs should be performed only on the
request of employees from the software support team.

After clicking the Send button, the data will be sent to the software producer.
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Glosarry of terms

Project template — the project template is a set of backup projects. Each project may
indicate other data and have unique features. The project template can be sent to any user
device on which Allow remote management option is marked.

Backup project — a data set and the type of data which is to be the subject to backup. For
each project, it is also possible to specify the frequency of performing it, as well as additional
advanced options.

Data Storage - defined space on the QNAP network drive, in which the user data, sent
through the Xopero application is stored.

Automatic data storage - an automatic data storage is a storage that automatically adapts
its space to the space occupied on your QNAP disk. Thanks to it, if the space on the QNAP
disk will be occupied and less space than it was previously defined will be available, the
Xopero software will reduce the size of the storage by itself. If the space will be released the
storage will be enlarged

Active device - a device which has performed any action within the last 30 minutes. This
may lead to the situation where the Management Center device will be marked as active,
while in reality it was turned off for less than 30 minutes from performing the last action.

Host - the device on which the client application is installed and from which the user has, at
least once logged into his account. During the first login, the device is being assigned to the
user account.

Management Center for Cloud

Introduction

An application that allows you to comprehensively manage and monitor backups performed
on all devices that are assigned to your Xopero Cloud account. It allows you to remotely
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configure client applications, create new resellers, customers, users, and manage
XoperoCloud service.

Key features of the application:

Creating resellers, customers, and users,

Xopero system monitoring,

Remote creation and launch of backup projects,

Restore data from any device,

Create project templates that can be uploaded to client applications

First login

To log into the Management Center, you must have a client or reseller account in Xopero
Cloud system. You can log in using the login and password.

1¢| XoperoCloud — >

OPERO

WOREKS, 50 YOU CAN TOO!

User: |admin | Login as Reseller
Password: | | [] Remember password
Login
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When you log into the Management Center application, you will see the basic features of the

program:

e Dashboard - clicking on the button takes us directly to the view of system
performance statistics,

e Devices —when this option is selected, the list of devices on which the client

application is installed is displayed. These devices must be linked to user

accounts,
Users logs — possibility to view user logs,
Add template — moves to the project template creation window,

[E AoperoCloud

OPERO

WORKS, 50 YOU CAN TOO!

Management Center

(\") Dashboard gi Devices - Logs
z22] Add template AMG : j'/“- EJ;CT?W
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Management

OPERO

WORKS, 50 YOU CAN TDOD!

Management Center

() i M| Users logs

Cownload
== agent

By default, the first view that we should see is Dashboard.

The graph below shows the backup information for the last 30 days of all users and clients
assigned to the reseller and reseller resellers.
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Mznu  Sefinps  Help

OPERO e — =
WORKS. 50 YOU CAN T0O! gjé ES a) & E

Show users:
Al ) With active backup

Days:
O Adne session () Agvencedfiers |20 = "

Managemem Cenler

[ ] | Finduser
i ] B Backup sets ended with emors: 0

RIATETE] Sl [ Backups sets ended nith wamings 1
_ A I Completed backups: 4
E i I Diontstart 0

,gg Michal2 (B intemupted: 0

=-a Matalia

- & Resaler_Natalia

- & lesiport

il Wrex

L Wrex2

2 nNataliaz
2 lesi 17

& userzz

Michal =

Capacity 2301368
Used space 1808 GB

If you have not yet made one backup, the application does not display any data here.

When you click on the user name you will be presented with a graph showing the status of
backups performed by the specified user.

Devices list

The list of devices in the Management Center application displays all the devices on
which the Client application, from which the user at least once logged into his account,
has been installed. The devices are assigned to user accounts.

Multiple users can log into their user accounts from a single computer. In this case, the
same device will be assigned to each of them.

str. 277



Menu  Sefinps  Help
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The screenshot above shows a list of devices of the users in the Management Center
application. It can be arranged according to several schemes, using the Order entries
by. It can be sorted alphabetically, from A to Z or from Z to A, by the username. The
second option is default sorting by the date of account creation. At the top of the list the
user device is situated, for which the account has been created as the last one.
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You can find the following information in the device table:

User - login (hame) of the user,

Device — the user's device name,

Remote management - information about whether the device can be controlled
remotely using the Management Center application,

Total size of backed up files - the total size of files that have been sent from the
device as backup,

Backed up files - the number of files,

Last action - type of the last performed action on a given device,

Last action date - the date of the last performed action,

Active session — marks the users who have performed any action in the client
application, during the past 30 minutes,

Backup in progress? - Information about whether a backup is performed
currently,

Restoring files? - information about whether the files from the device are
currently being restored by the Management Center application,

Backups status - the status of the last five made backups.

There is also a possibility to remove a device. Just click on the selected device with the
right mouse button, and an options bar will be displayed. One of these options is the
removal of the device - Delete device. A device can only be deleted when it is inactive.
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The reminding options - Backup sessions, List of backupsets, Add backupsets template,
Device settings, Device details, Restore data are described in the following sections of
the user manual.

Project templates

A project template is a set of projects which can be sent to any device user. Each project
in the template must have indicated data for backup and a name given. You can also
configure additional settings, such as schedule or advanced options. You can edit the
project after sending it to a chosen device.

Please note that, the device to which a template will be sent, needs to have existing
indicated data, otherwise, execution of the project will end with an error.
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The Manage backup templates option is launched by clicking on the button highlighted in
the screenshot above. A list of created templates will be displayed, and below a list of
projects included in a chosen template.
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In order to create a project template, press the Add backupsets template button, and in
order to remove, mark a chosen template and click Remove selected template.

Menu  Setngs  Help

OPERO

Management Center
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After clicking on Add backupsets template a Creating new backup template window will
appear, in which you also have to specify the name of the template. Further backup
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configuration is related to a backup project which will be included in the created
template.

Backup set ediling

OPERO ..o
WORKS, SO YOU CAN TCO! e
Backup setname:
Ganeral FrI_(_em.l Advanced

Select paths Schedule
® On demand
() Every: 15 minute v
) Everydayat T20ERA S|
() Every waek: Sunday

at: 22058 A 5

() Defined Edit

Enter path: | | aoa || Precemnea Choose ..

Save Cancel

Currently it is only possible to create local data backup projects. For each of the created
projects, the user can define its name, set up a schedule, or choose the data he wants to
backup.

In case of project templates, after choosing the Local option, the catalog paths from our
computer will be displayed. If we do not want to use this option, we can type in a chosen
path in the text field, and click Add

Another possibility is to employ pre-defined paths, which can be used on different operating
systems. They refer to fixed system catalogs. Choosing this option is possible after clicking
the Predefined button, and choosing an operating system (Windows XP or later).
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In addition, it is possible to apply filters to a created project, applied to: files and folders,
Windows permission settings according to which the project will be created, and the
following advanced options:

e Without encryption - files included in the project will be sent to the Cloud
unencrypted,
Without compression - the files will not be compressed before delivery,
File copies stored for: - specifying the number of versions created for a single
file in the project. An alternative option is to specify the number of days to retain
the backup version.

e Backup type - allows you to specify how the files should be sent, whether they
are to be sent in a differential or incremental way, and which method will be used
during this process.

After completing the configuration of the first backup within the template and the template
name, you can save it by clicking the Save button, which is located in the lower right corner
of the Create new backup template window.
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Each template can consist of any number of projects created by the user. In order add a new

project to the template, click on the button highlighted in the screenshot above.

After clicking on it, a window appears, the same as while creating a template, except that the
name of the template is already defined, and editing it becomes impossible.

Backup set ediling
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Sending a template to a client application

Sending a template to the client application is possible via the Devices tab, which can be

accessed by clicking on the button marked in the screenshot below.
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Next, you need to find the device to which you want to send a template on the list. By
selecting a user, or a group from the tree on the left side of the application, we can view
only the devices, which are assigned to the position chosen by us, for example, the
devices of only one user.

There is a possibility of sending a template to multiple devices at the same time. To do
this, select multiple devices from the device list by holding down the CTRL key.

Project templates can be sent only to devices which have remote management enabled,
and are currently synchronized.

After selecting the devices to which you want to send a template, click the right mouse
button on one of them and select Add backupsets template from the context menu, and
finally select a desired template.

str. 285



Menu  Seflings  Help
Management Center
WOREL. 50 YOU DA TOH | Bs
EFrE L
Show users: . |
- A 1) With active backup — P = T
. Order entriesby: _ GE-B-B B R B m
() Achve session () Advanced fillers [Delaidt {newest craaid 1S3 < o . | 8 E |2 E "% | .
Total size of
. Remote Backed up Lastaction  Aclive Backupin  Restonng Backups
. 2= o5 managamant :'::Ed"p ez Cadbacton b session  progmeEs?  Mhs? staus
a woots KOWPELD [N o8] alLoantoa. 5820179 [No te to Empt
e Micha2 Ho 0e 0 Backupse | 5222017 _ |No Mo Mo
i aﬁ‘::ﬂﬁ T 306 Logmipa. SHER0M7 . (Mo hio
E P '
& Receller_Matalia Riipich 5 939 Backup 9. | 5122017 . |
i = - - B
i :T::n - e BatE L _Il L2 L2
2 e Device selings »
2 natalaz Desice details
a2 tast17 ¢ Restors »
& featse Delate device
B testnz
2 tesid
-2 test?
2 ws
2 testowy_kient!
Michal =
Capacity 23013 GB Number of entnos: Page number:
Used space 18.08 GB |20 v " =
Connactor siats: @
=

Clicking on the name of a template causes to send the template to specified devices,

except situations the projects from the template

OPERO

WORKS, 50 YOU CAN TOO!

already exist on your computer.

Adding template

Devices to which will be send template
- Account. Matalia2, Device: KOMPELO

Project management

Remote backups management

cancel | |

DK
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The Management Center allows you to remotely manage user backups as well as their
projects.

Project management

Through the Management Center application you are able create new projects, as well as
editing and deleting existing ones. Existing projects can be remotely started or stopped, if
one of them is currently being performed. In order to view the list of projects on a given
device, from where it is possible to manage them, please right-click on the selected device,
and then select List of backupsets.

Displaying the list of projects is only possible for devices which have Remote
management enabled and have been synchronized with the Management Center
application.

List of backup sets

OPERO

WORKS, S0 YOU CAN TOO!
LO®BEQ

Retention In progress Last backup Mext baci(up State Last status Edit

Backup set Backup set
name type

dafgadf 30versions  |No 61212017 9:1... d Withwarnings | More |
Przyktadowy p... 30 Mot synchroni...

The List if backup set consists of the following fields:

e Backup set name - the project name defined by the user,
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e Next backup - the date of the next backup performed in accordance with the

schedule,

Last backup - the date of the last performed backup project,
State - the current status of the project,
Retention - a limit of versions set for the selected backup project,
Last status - status of last backup performance,
In progress - shows if backup is currently in progress,
Backup set type - type of defined backup set,
Edit - this column contains a button that allows to edit the project.

Create and edit a project

To create a new project for a given device, go to the List of backupsets, and then click the
Add backupset icon, which is displayed in the screenshot below.
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After clicking, a window for project edition will be displayed, the same as the add the
project to the template window, but in this case there is no template Backupset name.

str. 289



Create new backup set - Local data
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If the selected device is at the given time active, it is possible to remotely select a path
intended for backup, that is to indicate the path directly on the device. To do this, click on

the Remote button.
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The particular fields of the new project wizard are described in the Project templates chapter.

After setting all the parameters of the project, in order to save it, click the Save button in the
lower right corner of the screen.

You can also edit an existing project. To do that, click the More button in the Edit column. for
a chosen project from the project list.

List of backup sets

OPERO
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Backup set Backup set
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=
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When you click the aforementioned button, the project edition window will appear, which
will contain the settings for a selected project. They can be freely altered except for
Backupset name and Type of copyfields. After making the modifications, click the Save
button in the lower right corner of the displayed window.
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List of backup sets
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To remove an existing project, click the Delete button located in the upper right corner of
the List of backup sets.

After you create or edit a project, the client application must synchronize the introduced
changes. This process takes up to 30 seconds. If after this time, the status in the upper
right corner of the Project list will not change to Synchronized, you need to refresh the
list of projects.

Performing and stopping backups

By using the Management Center application it is possible to manually start and stop
backups on users' computers. To do this, go to the project list, and then find the project you
want to run or stop.
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List of backup sets
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In order to launch the project, make sure that its status is Not running, and click on the Start
button.

Performing a Running project can be stopped at any time. To do this, simply tick a chosen
project and click on the Stop icon.

After you stop or start the project, the client application must synchronize the introduced
changes. This process takes up to 30 seconds. If after this time, the status in the upper
right corner of the Project list will not change to Synchronized, you need to refresh the
list of projects.
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Backup status - Przyktadowy projekt
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Sending files Awverage transfer rate: 28.29 Mbls

Files to send 4 (6.06 GB)/sent 2 (2.41 MB)

Progress details

File name File size Progress
) { | Pro_SP1_French_x

While being in the Backup sessions window you can stop the currently performed project

by clicking the Stop (®) button.

Restoring files

The Management Center allows administrators to restore data sent by its users as
backup. Files can be restored to the administrator’s or user’'s computer.

Data can be restored to the user's computer when the device has the Remote
management option enabled and is Active.
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In order to run the Data restore Wizard, you must go to the Devices tab, and then find a
device on the list from which you want the data to be restored. After you right-click on a
given device, a context menu will be displayed, from which you need to select Restore data.

The screen will display the Restore data window, which contains a list of files uploaded by

the user as a backup.
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Restore data
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If there are many files on the user’s account, loading the window may take a while. This
process is indicated by a progress bar.

The administrator has the ability to filter the File in view of the project from which they were
sent, or the latest version from or before the selected date.

After selecting the files you want to restore, click the Download button. This will display the
Restore data details window, where you can specify the device (the administrator’s or
client’s computer), on which they are to be downloaded, as well as the location of the
restored files. Additionally, you can specify the action that is to be taken by the application, in
case when in the selected location there is a file with the same name as the restored one.
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Restore data details
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After configuring the settings of the restored data location, click OK to begin the
restoration process.

Restore status
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If the user whose data are restored, uses a personal encryption key, the application will
ask to enter it. If the key is unknown for the user, downloading files will be impossible.

Restoring file versions

Management Center application allows administrators to restore data version (following
screen) uploaded by their users as a backup. Files can be restored to administrator
computer or user computer.

Data can be restored to your computer when the device is active and has enabled
Remote Management.

Restore data
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Users logs
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Client application logs are available by clicking on the Users logs button, which has been
marked in the screenshot below.
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Application errors are marked in red. Warnings in yellow, and actions performed correctly in
green.

Above the list of logs filters are located, by which you can specify which logs are to be
displayed. The available filters are: type of action, type of logs (error, warning, information)
and the date from which you want them to be viewed.

If the type of the log has a gray background, it means that this type of logs are not
currently displayed on the list.

After selecting a desired account from the tree on the left side of the window, the device filter
will be activated, which is by default set to All. If you clear the selection button, by clicking on
the device list, you can choose the ones that interests you, and then click on Filter. Only
selected logs will be displayed.
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When you click on Details... in the log table, the application will display detailed information
about a particular event. If the Show details column field is empty, this means that the log
details are not available.

Hosts management

Remote device performance setting

Client applications installed on users' computers may have set bandwidth limits as well as
the number of cores, which they can use during backup. In order to set the limits of the
device on which the application is installed, go to the Devices tab, and click the right mouse
button on a given device, and select Device settings. From the menu, which will be
expanded, you are able to select the Efficency option.

Bandwidth usage
[ ] Upload:

[] Download:

[ &
[ &

Performance

Fast computer O Quick backup

Limitations
Perform with a lower priority

[ ] Limit hard disk consumption

Device details
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The Administrator, who uses the Management Center application has the ability to access
detailed information about the user's device and the client application installed on it.

To view the details, go to the Devices tab, and then right-click on the selected device and
choose the Device details option.

Account details
Device name: KOMPELC

Application version: 3827333
Operating system: Windows 8 Workstation
Client IP: 83.12.84.121

Account name: MataliaZ
Parent name: -
Reseller name: Michal
Account capacity: 50 GB
Devices limit: 10

Size of processed files (with Briefcase): 18.24 GB
Actual size of stored files: Ti7GB
Number of files versions({with Briefcase). 2451
Number of files{with Briefcase}): 2264

Remote management: Yes

Backup in progress: Yes

Last settings update by admin:  6M2/2017 7:44:32 AN
Last settings update by user: BM2/2017 T:42:56 AM
Backed up files: 939

Total size of backed up files:

Files versions:

Additional file versions:

Core limit:

Upload:

Download:

Perform with a lower priority:

Hard drive consumption limit:

In the appearing window you will find the information about the selected device and user
account to which it is assigned.

Log off device

In the Management Center application, the administrator can log out the device assigned to
the user. For this purpose, go to the Device tab and right-click on the chosen device,
subsequently press the Device settings option and then Log out.
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Technical support

In case of any problems with the application, go to the Dashboard window, choose from the
Help tab, next Support and the Report error option. The Web page, where you can create an
account on the system used for reporting bugs, will open. After creating an account and
describing the problem, the system will present you the possibility to solve the problem.
However, you may be asked to send the server logs and\ or application logs.

Sending report

In case of a malfunctioning Client application of Xopero, the administrator has the ability to
inform the software producer about the problems by e-mail or by using the bug reporting
system.

If it is necessary to send the Client application logs, you should:
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e On the list, find the device on which the problem occurred,
e Select the option Device settings,
e Use the option Send report.

OPERO

WORKS, 50 YOU TAN TOO
Show users:
. Al
() Actve sescion
[ | Finduser |
21222 [ Cloarniter |

) With active backup
) Agzanced titars

oErm LB

Menu  Seftings  Heip |

=
Sl Michal2
B useris
T Natalts
& Reseller_Natalia
& testport
oy Wrex
& Wrex2

2, testowy_kligni1

Michal =

230 13GB
1808 GB

Capacity
Used space

Order entnes by:
| Detault inewest created usen

~ [} only managed remotoly

LERR BRI LW

Total size of = =
Remote Backed up - Lastaction  Aciive Backupin  Resloring Backups
User Dewce management :‘:?M"D files Lastaction date session progress?  files? status
1651018 KOMPELO | No 08 0lLogintoa.. BAROITE. [No e o
testo17 KOWPELO  No 08 0 Backup se 5222017 _ |No No No
Natalla2 KOMP2 Yes 1184 CB 1308 Logintoa.. 5/18:22017 .. |No e No
4 Backup sossions
user2z KOMPELO  No [E Badupsets ¥ 178 |[No e No Empty
=
|[iL Asdbackup sets template  »
R ——TTTT
Ll
|(@ Dewce getails Pedormance
| 5§ Restre » Logout
| o Delate dewnce

Number of entres: Page number:

20 v/ 1

[ |

Comnezear sista &
e

After displaying this option, a request for additional information, necessary to report the

problem, will appear.
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Send agent logs

OPERO

WORKS, 50 YOU CAN TOO!

FPlease describe a problem before you sentthe report. Sending report is not
suppart request. To get help please contact with our support with form available
an:

hitp s upport xopera.com

Your E-mail:

Message:

Error description

Cancel

Delivery of the report or the client application logs should be performed only on the
request of employees from the software support team.

After clicking the Send button, the data will be sent to the software producer.

Licences

The Management Center also allows you to verify the license and their status for each
client account.
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Licenses consist of the following fields:

Owner — the name of the customer to whom the license is assigned,

Type - type of license(for example, trial version, full version),

Status - specifies the status of the account(active, deleted, new),

License capacity — specifies maximum size of all uploaded files, including
briefcase.

Devices — number of devices that can be assigned to the client and its users,
defined by the assigned product.

Users - The number of accounts that can be assigned to the license, the client
account is counted as one, the next accounts are the users assigned to the client,
the quantity is also defined by the product.

Reseller — parent to which the customer is assigned,

Duration — the term to which the license is valid,

License version — the license version specifies access to the different types of
backups.

Product name — product name assigned to the customer.

Glossary of terms
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Project template — the project template is a set of backup projects. Each project may
indicate other data and have unique features. The project template can be sent to any user
device on which Allow remote management option is marked.

Backup project — a data set and the type of data which is to be the subject to backup. For
each project, it is also possible to specify the frequency of performing it, as well as additional
advanced options.

Active device - a device which has performed any action within the last 30 minutes. This
may lead to the situation where the Management Center device will be marked as active,
while in reality it was turned off for less than 30 minutes from performing the last action.

Host - the device on which the client application is installed and from which the user has, at
least once logged into his account. During the first login, the device is being assigned to the
user account.

Management Center for B&R

Introduction

Management Center lets you manage and monitor all backups from all devices
connected with your server from a single view. It allows remote client configuration,
creating new users and remote management of all Xopero services in your network. It
has been mainly created for system administrators.

Key functions:

creating and managing users and user groups,

monitoring Xopero backup system,

remote creating and enabling backup projects,

data restore from every device,

creating backup projects, that can be later sent to client applications,
access to server logs,

str. 306



e backup storage management.

Application installation

In order to install Management Center, you need to download it from Xopero B&R Panel,
that is available on your server . When it's opened, you may see Security warning
window.

Otwieranie pliku - ostrzezenie o zabezpieczeniach -

Czy chcesz uruchomic ten plik?

Mazwa: istratort\Downloads\¥operoblanagementCenter (11msi

Wifydawca: Kopero Software
Typ:  Pakiet Instalatora Windows

Od:  Chlsers\Adrministrato\DownloadshKoperobanagerme...

Uruchom  Anulyj

[w] Zanwsze pytaj przed otwarciemn tego pliku

_ Pliki pochodzace z Internetu moga byl uzyteczne, ale ten typ pliku
[ "q'| rnoze byd szkodlivey dla komputera, Urucharmiaj wtacznie
. oprograrnouanie pochodzace od zaufanych wydawcdwe, Jakie jest
Zagrozenie?

Click Run to start the installation process. You must click Next to start the installation. If
you don't want to install the product, click Cancel, which will stop the process.
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Setup Wizard

yopEp (O Welcome to the Xopero Management Center

The Setup Wizard will install Xopera Management Center on
your computer, Click Next to continue or Cancel to exit the
Setup Wizard.

After the installation is started, you will see a progress bar on the screen.

Installing Xopero Management Center OPERO

PRIVATE CLOUD BACKUF

Flease wait while the Setup Wizard installs Xopero Management Center.

Copying new files
.

str. 308



When the installation is finished, You should see summary window. To close it, click
Finish. The Management Center should be started automatically.

) O P E R © completed the Xopero Management Center

Setup Wizard

Click the Finish button to exit the Setup Wizard.

First login and configuration of Xopero system

First login

To access Management Center, user needs to have system administrator's login and
password. Address of the application is the same as server and it should be added
automatically after logging window is opened.

Default adminstrator username and password is admin. They are pasted automatically
during first login.
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OPERO

PRIVATE CLOUD BACKUP

Lser: |admin |

Password: || | [] Remember passward

Address: |192.168.0.199 @

MHame IF address model

When you are logging into the application, as a user, for the first time, the First Run
Wizard will run, which consists of four following steps: Administrator password, Storage,
Add User, Download application and Assign host.

First Run Wizard — step 1

At the beginning, for security reasons, it has to change the administrator password,
which is necessary to log on to the Management Center application and to the Control
Panel.
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First run wizard

OPERO

PRIVATE CLOUD BACKUP

Administrator

password 1/6

Set administrator password for Xopero system. It will be used for login to Control
Panel and Management Center.

First Run Wizard — step 2

At second step you should define the storage, in which the data will be stored.

The configuration of the storage is described in the section — Storage space
management (storage).
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OPERO

PRIVATE CLOUD BACKUP

Download
agent

4 Assign device

Define storage where will be kept backed up data.

‘Storage settings.

Description:

Used space:

[o | MBI

Storage made:

| Automatic

Capadity:

Cluster size:

| Default

| High

B

26

First Run Wizard — step 3

Now comes AD integration, which is available for domain controllers with Active

Directory. We'll skip this step. More information about it in Mapping Active Direcotry

users manual.
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https://support.xopero.com/hc/en-us/articles/115001929084-Mapping-Active-Directory-users
https://support.xopero.com/hc/en-us/articles/115001929084-Mapping-Active-Directory-users

OPERO

PRIVATE CLOUD BACKUP

First Run Wizard — step 4

The next step is to create the first user account that will use the Xopero Client
application.

The window for creating a new user are described in the section Creating user accounts.
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First run wizard

PRIVATE CLOUD BACKUP
Create first user in Xopero system. 46
Create new user
Choose account types:
User [ 1] ..
(®) Endpoint ) Senver
_ Desktop Deskiop/Server
Confmpasswors [ ] . Local data & Local data
Assion o group: admin . [5 outlook B5 outiook
[¥] Define encryption key %2 HDDimage & HDDimage
Encryption key £ VHD % VHD
Encryption key type: Default encryption key —+ = SOL Senver
Firebit
e — i
& Network drives
R I— B tures
&f PrePost seript
=1 Hyper-y
Postgre SOL
Download »
& agen 8 we
&% System State
g F1P
4 Assign device
. Create

First Run Wizard — step 5

After defining the storage and creating the first user account, the administrator should
download and install the Client application on the computer, on which the data is going
to be secured, by clicking on the button - Get client application.
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First run wizard

OPERO

PRIVATE CLOUD BACKUP

System Xopero is ready for work!

Software Is properly configured to work. We need only last step to store
your files in safe way. Please download agent application and install it on
computer which data youwantto protec!

Get Client application

First Run Wizard - step 6

After download client application window allowing you to assign the device to the user
account appears.
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First run wizard

OPERO

PRIVATE CLOUD BACKUP

Seiectuser.

Select device:

=2 admin
.- & BEEE

g Assign device

192.168.0.30(TOMASZ-PC)

Authorization
Enter user password

Enter encryption K=y

["] Add project after assigning device

After closing the First Run Wizard, to run the Management Center application you have

to log in to it again.

After logging into the application a window basic options of the program appears:

e Dashboard - click on this button takes you directly to the view the statistics of

the system,

e Devices — selecting this option shows the list of devices on which the client
application is installed and they are assigned to user accounts,
Users logs — the administrator has access the user logs,
Add template — click on this button move you to the window of create project

templates,

Add user — select this button launch window user creation,
Smart Recovery — forwards to the Smart Recovery function window.
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The following window appears only when you log in to an admin account. The reminding
group administrators will be immediately redirected to the Backup Management window.

m o pero

OPERO

WORKS, 50 YOU CAN TOO!

Management Center

Dashboard gi Devices | Users logs

— +2 Smart
Add termplate ﬁ Add user */* Recovery

Server logs

When we enter the main window and select Server logs, we gain access to the server
logs of the Xopero application.

Menu  Settings
Licenge slalus
o p Support » .
Apglication version Tl ~ i — License
BRIVATE € @|§‘ |i % a: e T ‘ il Encpaoints: 210
S e i | B seners; 30
(Ol = =
3 Acirve sessian an #
[ | [ Finduser | m | Last ba b pe stalus
ammg I
|g l "ﬂ ° | Cleat Ear f2% I| Status | Username | Backup setname. | Date
/ Wichsl Prefosthackup  11FE016 10071,
B / I 1
S bt Emor / Compl | Natalla HOD Image  1U7/2016 35427 . |
2 el 4% / A% Wichizl festl 23 11712015 B:AT 42 .
2 Endpoint v o ot -] Matalia WIBCS pRkiw U208 B0
& Marta == 00 | Natalia wiguel pRkdw 1132016 5:39:00 .
L& Michal i L ° L 1
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Access to server logs and its associated options is available only for the main
administrative account - admin.

Server logs

OPERO

PRIVATE CLOUD BACKUP

AllinOne
CleanupManager
data
DatabasePostgre30QL
dbbackup

nginx-1.9.1

pgsql

validator

wwwroot

When the application is working correctly, there is no need to use this feature. But if
there are problems with its work, it may be necessary to ask the application provider for
technical assistance and send the server logs to him.

In the event of work-related errors of the Xopero services, before contacting the
technical support, you should restart them and also B&R server.

The process of sending the application and server logs to the software provider has
been described in section Technical Support.

Management
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After returning to the main window and selecting Dashboard option, we will be redirected
to the accounts and backups management window (Management Center).

OPERO

PRINVATE CLOUD BACKUP

Management Center

4%

By default, the first view that we should see is the Dashboard.

In the chart below are shown information about completed and unenforced backups
within the past 30 days for all users of Xopero.
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Menu  Sefinps  Help
Management Genler
OPERO == . License
FRIVATE CLOUD BACKUP QE‘ E‘% ai bt ﬁ ‘ %l Endpoiis 1130
e | | B sevas 1110
w [ With active backup
(T Al Daya:
) Actve session |30 = ‘;
[ . | | Finduser |Last sacups staws:
|§ I_=‘| Q@ " Glearmer Corrmlﬂ';pg_‘__ ] Status | Username Backup setname | Dals
---------- | &2 Endgaint_1 2385 2012 2016 1427
. T2 Endpoin_1 | Endgoint_1 265 20,12 2016 112611
8 Mienal - -] Endpoint_1 288 28 12 2016 1116
& user Michal est12355 2912 2016 102
w"’u'"g e Wichal Pl 70.12.2018 10:54...
| Michal aboned? 2212, 2016 10:47-.,
T r
17 %
[ storage wization | Number ofles |
admin
Account type: =
Used space 408 38
i [l | oo T3 Canmgcbor stats #

If there has not been made a single backup, the application will not display any data.

When you click on chosen username, a graph showing the status of backups performed
by that user will be displayed.

What are and how to add users groups?

What are the users group?

User groups allow to categorize and group users. The name and password of the group are
at the same time the authorization data of its administrator, who can log into the B&R Control
Panel or the Management Center application, where he is able to manage his users.

With this solution, users can be divided into groups, which will be managed by persons
responsible for them. Depending on your needs, you can set any number of groups and
assign them to user accounts.
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The main administrative account (admin) has the ability to manage all users, regardless
of which group they were assigned to.

Adding user groups

Menu  Semings  Help

Management Center
OPERO - . e
PRIVATE CLOUD RACKUP | e __:! B} ‘ Endpaints: 130
i L B &

In order to create a new group, click the button highlighted in the screenshot above. The
Add groupwindow will be displayed in which you need to define the group name and its
password, which are both group administrator authorization data.

Create new group

Group name:

Password:

Confirm passward: |

[ ] Send daily reports

E-mail: |

Creating user accounts

After first logging into the Xopero system, the tree of groups and users contains only the
default group, named admin.
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Menu  Semngs  Help

X?PEE(Q 5 gi |i ‘ % e_\‘ ?./-; ﬁ ;ﬂmg:nms: 130

S B geners 110

Managemen Cenfer

To create a user account, click the Add user button, which has been highlighted in the
screenshot above.

Then an Add user window will appear, where you must define authorization data, as well as
configure additional settings:

e Choose Account type - available account types are Endpoint and additionally,
depending on the purchased license version, Server. The Endpoint account
allows you to backup local data and the MS Outlook mailbox, while the Server
account extends these capabilities with Advanced copies and the ability to install
a client application on Windows Server systems.

e Assign to group - defines the group to which you want to assign the user
account. You can later change the group to which the account has been assigned.

e Locked account — defines, whether the created account should be blocked. If
this happens, the user will not be able to log into the client application, but his
account in the system will still exist. The account may be unblocked at any time.

e Encryption key type — it allows you to choose the encryption key (default or
custom encryption key) for the newly created account. In case of choosing the
Custom encryption key and adding the account, a request for typing in a series of
minimum 6 signs will appear.

e Assign device — describes, whether after creating an account an active device
should be assigned to it (only with the Windows application installed). More
information on this topic is included in the Assigning new device chapter.
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Create new user
Choose account types:

User:

(® Endpoint (") Server

Deskiop DeskiopiSener

Password:

Confirm password: | Local data

Outloaok
HDD jmage
YHD

SOL Sarver

| Local data

Assign to group; |admin 5 outliook
& HOD image

Define encryption key
Encryption key ﬂ VHD
Encryption key type: ‘Defmqt»enamﬂon key w |

Firebird

Encryption key | |

Metwork drives

Confirm encryplion key | Exchange

[l Assign device when finished FrefPost Script

Download agent Hyper-v

FPostgre S0IL
MySQL
Systemn State
|

‘H\l‘jndpw; agent W | Download

R 2B EEDEe 0GR L

After filling in all the fields in the form, click the Add user button, which will create a new
customer account with defined parameters.
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] Add user e

Create new user

Choose account types:

User |N0wak |
(@) Endpoint
Password: |III..I.I | j P
Desktop
CouR ARG RO [seessess | Local data acal data
Assign to group: iadmin v| ﬁi‘ Cutlook Cutloo
Define encryption key HDD image HDD jmage
: HO

Encryption key .

Encryption key type:

Encryption key

Confirm encryption key

[JAssign device when finished

Download agent

|Wir1dm-.rs agent v ‘

JEIALEEDE ORBRD ¢

The user account will be displayed in the groups and users tree and it will be assigned to
an earlier indicated group.

Displaying user accounts and groups

On the left side of the Management Center window there is a tree of groups and users. It has
several filtering options which are useful in the later use of the application.

Above the tree, below the application logo the Show users field is located. The following
options are described on it - All, Active session, With active backup.

e The All option displays all accounts available on the device, divided into groups
created by the administrator. In each group an unrestricted number of accounts
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can be assigned, however, they will be visible only when you click on a particular
group and expand it,

e \With an Active session informs us which accounts are currently logged into the
application on particular computers,

e The With active backup option indicates which of the accounts is currently
sending backup.

Assigning new device

Note! If Management Center is installed on the same host as Xopero Backup &
Restore server please do not provide 127.0.0.1 or localhost as server address
while logging in. It may cause issues with remote device assignment.

The devices, which do not have any assigned account, inform the Management Center
application, in a continuous mode (every 30 seconds), about it. Thanks to that you can
easily connect a given device with the user account, without the need of having direct
access to the chosen machine. All you need to do is find the account to which you wish
to assign the given device.
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Show users:
® Al () With active backup

() Active session

| | Find user
o

=-2% admin
. Endpoint_1
------ & Michal

. [

e Us & Delete user
) Disable user

%Z - User permissicns

E Change group
D=z Medify
|2, Assign new device

If you cannot find the device on the list, you should use the Enter device IP option. After
clicking Add, the information about the completed assignment of the device will appear.
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Select device:

192168.0.51(HYPER-VZ)

192168.0 49(DOMAINCONTROLER)
127.0.01 WIN-AJRDESKIRD
192168.0.12(C1-2)

192168.0 204(MARTA-DELL)
192168.0.T(CODEBASE)

[] Enter device IP

Authorization

Enter user passwaord

Enter encryption key

[] Add project after assigning device

Now you can select the device from list or enter its IP address. Enter user password for
authorization and encryption key if it's defined. Click Assign to confirm your choice.

In case when entering the IP address of the device does not allow for proper
assignment, you should check if the Xopero B&R service has been launched on a
remote computer. If it is, you should restart or try to log in again directly from the given
device to the chosen account.
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Show users:
™ Al () With active backup

() Active session

| | | Finduser |
2l%loe]
=& Bl

& Endpoint_1

.. Michal
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Show users:
O Al (®) With active backup

() Active session

| Find user

:r'« | E‘E | @ | Clear filter

=T With active task
‘.. & Endpoint_1

The accounts in the system may also be searched by using the login. Just enter the login in
the text field and click the Find user button.

o

(=11

Using the options listed above the user three, on the left &S % 0 you can enable or
disable the filtering of some of its components. These are, from the left: Group, Users, Show
disabled groups and users. This option allows you to disable the view on unnecessary for us
elements of the tree in order to obtain a better overview of the application

While in the tree, by clicking the right mouse button on the name of one of the users, you
can use the following options - Delete User, Disable user, Change group, Modify. The last
option allows you to change your user account password and reset the encryption key.
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[ ]change password

Passwaord:

Confirm password:

[ 1Reset encryption key
Choose key type
i@ Default encryption key

i Custom encryption key

Encryption key: |

Confirm encryption key: |

Resetting the user encryption key causes an irretrievable loss of all files that have been
sent by him to the Xopero server.

Device list

The list of devices in the Management Center application displays all the devices on
which the Client application, from which the user at least once logged into his account,
has been installed. The devices are assigned to user accounts.

Multiple users can log into their user accounts from a single computer. In this case, the
same device will be assigned to each of them.
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Menu  Sefinps  Help
Managemen Cenler
OPERO o License
PEIVATE CLOUD BACKUD OE ‘ & &B 2 ] E ‘ Wil Endpoinis 1/30
1 it
Show users: B sovas 310
® Al ) With active backup - R
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J Find user Total size of 3
: Remote Backed up Lastaction  Acte Backup in Restoring Backups
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Account type: & Number of entnes: Page number:
Used space 408 08 |20 » il =
7 Joye 1aF 1 Fisl mree enmration = i Carmachin stake 0
S5 bt sy

The screenshot above shows a list of devices of the users in the Management Center
application. It can be arranged according to several schemes, using the Order entries
by. It can be sorted alphabetically, from A to Z or from Z to A, by the username. The
second option is default sorting by the date of account creation. At the top of the list the
user device is situated, for which the account has been created as the last one.

Wenu  Sefings  Help |
PRINATE CLOLD BACKUT ' i E g | E ‘ 30
- =0 ERL)
Show nsers:
Al ) With active backup
= Qrder entries by: E "
() Mctive sessio -
izl Cefauit (newest oreated user) [] Oniy managed remotely . ‘
] : B D=tz (newest crrated ussr) -
Find user
—— BN e e i, [BRS B B
@ Clear riar | Liser name 2-4 m:! P fres on  ate sesslon progrese?  flies? stalug
?@. agmin Endpoint_1 I
& Endpoini_t Michal KOMP es 0B 0 Sackupse | 291121201, [No Mo |No
g ::::L Michat WIN-4040.. | Yes 0E 0 Logintoa.  29M12201. Yae Mo Mo Empty
& usw Michal WIN-RIRY . Yes [1:] 0 Logintoa | 290121201 ‘Mo No | Mo Ernpty
admin
Account type: = Kumber of entries: Page numbar:
Used space 40668 2 ~| [ =
31 days I 12 7l | ienes Srpaiine Connecten sists: @
—_—
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You can find the following information in the device table:

User - login (hame) of the user,

Device — the user's device name,

Remote management - information about whether the device can be controlled
remotely using the Management Center application,

Total size of backed up files - the total size of files that have been sent from the
device as backup,

Backed up files - the number of files,

Last action - type of the last performed action on a given device,

Last action date - the date of the last performed action,

Active session — marks the users who have performed any action in the client
application, during the past 30 minutes,

Backup in progress? - Information about whether a backup is performed
currently,

Restoring files? - information about whether the files from the device are
currently being restored by the Management Center application,

Backups status - the status of the last five made backups.

There is also a possibility to remove a device. Just click on the selected device with the right
mouse button, and an options bar will be displayed. One of these options is the removal of
the device - Delete device. A device can only be deleted when it is inactive.

Removing a device results in deleting all data sent by it from the Xopero server.
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The reminding options - Backup sessions, List of backupsets, Add backupsets template,
Device settings, Device details, Restore data are described in the following sections of
the user manual.

Project templates - backup policy for groups

A project template is a set of projects which can be sent to any device user. Each project
in the template must have indicated data for backup and a name given. You can also
configure additional settings, such as schedule or advanced options. Backup projects
are described in detail in the Xopero User manual. You can edit the project after sending
it to a chosen device.

Please note that, the device to which a template will be sent, needs to have existing
indicated data, otherwise, execution of the project will end with an error.
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Menu  Sefings  Halp

OPERO License
s oEm® & ¢[H]a i =

Show users:

Management Center

The Manage backup templates option is launched by clicking on the button highlighted in the
screenshot above. A list of created templates will be displayed, and below a list of projects
included in a chosen template.

Menu  Ssfings  Help

OPERO
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Management Centey
Show users:
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admin
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In order to create a project template, press the Add backupsets template button, and in
order to remove, mark a chosen template and click Remove selected template.

Menu  Semings  Help

Managemenl Center

OPERO N
7 i seee X8 ‘ 8 e ‘ g:::;?& a0
?j:;“mm ) with active backup ‘Mm | @ |“ ‘

After clicking on Add backupsets template first you'll have to choose backup set type
and then a Creating new backup template window will appear, in which you also have to
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specify the name of the template. Further backup configuration is related to a backup
project which will be included in the created template.

Backup set ediling

OPERO e
PRIVATE CLOUD BACKUP e
Backup setname: |
Ganeral FrI_(_em.l Advanced

Select paths Schedule
® On demand
() Every: 15 minute v
) Everydayat ME203
() Every waek: Sunday

at: 152403 i

() Defined Edit

Enter path: | | aoa || Precemnea Choose ..

Save Cancel

Currently it is only possible to create local data backup projects. For each of the created
projects, the user can define its name, set up a schedule, or choose the data he wants to
backup.

In case of project templates, after choosing the Local option, the catalog paths from our
computer will be displayed. If we do not want to use this option, we can type in a chosen
path in the text field, and click Add

Another possibility is to employ pre-defined paths, which can be used on different operating
systems. They refer to fixed system catalogs. Choosing this option is possible after clicking
the Predefined button, and choosing an operating system (Windows XP or later).
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In addition, it is possible to apply filters to a created project, applied to: files and folders,
Windows permission settings according to which the project will be created, and the
following advanced options:

e Without encryption - files included in the project will be sent to the server disk
decrypted,
Without compression - the files will not be compressed before delivery,
File copies stored for: - specifying the number of versions created for a single
file in the project. An alternative option is to specify the number of days to retain
the backup version.

e Backup type - allows you to specify how the files should be sent, whether they
are to be sent in a differential or incremental way, and which method will be used
during this process.

After completing the configuration of the first backup within the template and the template
name, you can save it by clicking the Save button, which is located in the lower right corner
of the Create new backup template window.
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OPERO

FEIVATE CLOUD BACKUP

Management Centey
Show users:

2EHE AL rEa
gf‘:"“”‘m S Select template: E_E ri—ﬂ !‘

| | Finguser
F:! L‘J“ -] Clear fliter
(=3 g agmin
"2 Endpoint_1
& Michal
S & MNowak
& user

‘szablon_1

admin
‘Account type: -
Used space ‘406 GB

37 dayt left 4o Figl liosmse expration.
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Each template can consist of any number of projects created by the user. In order add a new

project to the template, click on the button highlighted in the screenshot above.

After clicking on it, a window appears, the same as while creating a template, except that the
name of the template is already defined, and editing it becomes impossible.

Backup set ediling

O p E R o Template name: \template
PRIVATE CLOUD BACKUP i
: Backup setname: ||
General | Filters | Advanced
Select paths Schedule
® On demand
() Every: 15 minute v
O Everydayat 115421 %
() Every waek: Sunday
at: 15421 %
r () Defined Edit
Enter path: aoa || Precemnea Choose..
ot

Sending a template to the client application

Sending a template to the client application is possible via the Devices tab, which can be

accessed by clicking on the button marked in the screenshot below.
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Next, you need to find the device to which you want to send a template on the list. By
selecting a user, or a group from the tree on the left side of the application, we can view
only the devices, which are assigned to the position chosen by us, for example, the

devices of only one user.

There is a possibility of sending a template to multiple devices at the same time. To do
this, select multiple devices from the device list by holding down the CTRL key.

Project templates can be sent only to devices which have remote management enabled,
and are currently synchronized.

After selecting the devices to which you want to send a template, click the right mouse
button on one of them and select Add backupsets template from the context menu, and

finally select a desired template.
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Clicking on the name of a template causes to send the template to specified devices,
except situations the projects from the template already exist on your computer.

Project management

The Management Center allows you to remotely manage user backups as well as their
projects.

Through the Management Center application you are able create new projects, as well
as editing and deleting existing ones. Existing projects can be remotely started or
stopped, if one of them is currently being performed. In order to view the list of projects
on a given device, from where it is possible to manage them, please right-click on the
selected device, and then select List of backupsets.

Displaying the list of projects is only possible for devices which have Remote
management enabled and have been synchronized with the Management Center
application.
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List of backup sets

OPERO

PRIVATE CLOUD BACKUP

Backup set Backup set
name type

Retention In progress Last backup Mext back'up State Last status Edit

abcde3? = 30 versions Mo

gdgrgwr123 | 30 versions No

pliokkk (== 30 versions Mo 29.12.2016 ..

test12356 = 30 versions No 29.12.2016 ...

The List if backup sets consists of the following fields:

Backup set name - the project name defined by the user,

Number of files - the number of files, which so far have been sent within a
chosen project,

Next backup - the date of the next backup performed in accordance with the
schedule,

Last backup - the date of the last performed backup project,

Status - the current status of the project,

Version limit: - a limit of versions set for the selected backup project,
Changed files - the number of files that have been modified between the two
previous backups,

Changed data - the size of the data that have been modified between the last two
backups,

Sent files - the number of files, which were sent during the last backup,

Sent data - the size of data that were sent during the last backup,

Errors — the number of errors that occurred during the last performed backup,
Warnings - the number of warnings that occurred during the last performed
backup,

Edit - this column contains a button that allows to edit the project.

Creating and editing a project
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To create a new project for a given device, go to the List of backupsets, and then click the
Add backupseticon, which is displayed in the screenshot below.

OPERO

PRIMATE CLOUD BACKUP

List of backup sets

FACOEIER

Backup set
name

Backup set
type

Retention

In progress

Last backup

Mextbackup  State Last status Edit

abcde32

30 versions

gdgrawri23

30versions

pllokkk

30 versions

20.12.2016 ..

test12356

30 versions

29.12. 2016 .

After you click window select the type of project appears.
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Choose backup set type

OPERO

PRIMATE CLOUD BACKUP

Server

£ Fy

MySaL Firebird

p &

S0L Server System State

L =

Pre/Post scripts

&

After clicking, a window for project edition will be displayed, the same as the add the
project to the template window, but in this case there is no template Backup set name.
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Create new backup set - Local data

PRIVATE CLOUD BACKUPR e
: Backup setname: || |
General | Filters | Advanced

Select paths Schedule
® On demand
() Every: 15 minute v
) Everydayat 1220036 5
() Every waek: Sunday v

at 122036 3
r () Defined Edit
Enter path: | | moo || Pregelined Croose.. |
conel

If the selected device is at the given time active, it is possible to remotely select a path
intended for backup, that is to indicate the path directly on the device. To do this, click on

the Remote button.

Please select path{s):

|| 5Recycle.Bin
.|| 68d261aa6d6388bced
© 9fd43ae79dd2112foba71344fcB009d5
-, expoertest
[ found.000
|| LGMobileUpgrade

| PerfLogs
.| PostgreSQL

| Program Files
-, Program Files (x86)
| ProgramData
|| Recovery
.. 50LServer2016Media
. System Volume Information
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The particular fields of the new project wizard are described in the Project templates chapter.

After setting all the parameters of the project, in order to save it, click the Save button in the
lower right corner of the screen.

You can also edit an existing project. To do that, click the More button in the Edit column. for
a chosen project from the project list.

List of backup sets

OPERO

PRIMATE CLOUD BACKUP
@

Retention In progress Last backup Mext baci(up State

Backup set Backup set
name type

abcde32 = 30 versions No

gdarawr123 § 30 versions No
pliokkk B 30 versions Mo 20,12, 2016 ..
test12356 = 30versions  |No 29.12. 2016 ..

When you click the aforementioned button, the project edition window will appear, which
will contain the settings for a selected project. They can be freely altered except for
Backup set name and Type of copyfields. After making the modifications, click the Save
button in the lower right corner of the displayed window.
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List of backup sets

OPERO

PRIMATE CLOUD BACKUP

L® ©|8

Retention In progress Last backup Mext bacide State Last status

Backup set Backup set
name type

abcdea? =l 30 versions Mo

gdgrqwri23 N 30versions Mo
pliokkk ] 30 versions Mo 29,12, 2016 ...
test12356 30versions  |Mo 29.12. 2016 ..

To remove an existing project, click the Delete button located in the upper right corner of
the List of backup sets.

After you create or edit a project, the client application must synchronize the introduced
changes. This process takes up to 30 seconds. If after this time, the status in the upper
right corner of the Project list will not change to Synchronized, you need to refresh the
list of projects.

Performing and stopping backups

By using the Management Center application it is possible to manually start and stop
backups on users' computers. To do this, go to the project list, and then find the project you
want to run or stop.
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List of backup sets

OPERO

PRIVATE CLOUD BACKUP

GO 0| @ @

Retention In progress Last backup Mext baciéup Last status Edit

Backup set Backup set
name type

abcded? = 30 versions

gdarqwr123 = 30 versions

pllokkk = 30 versions 20,12, 2016 ...
test12356 30 versions 29.12.2016 ...

In order to launch the project, make sure that its status is Not running, and click on the Start
button.

Performing a Running project can be stopped at any time. To do this, simply tick a chosen
project and click on the Stop icon.

After you stop or start the project, the client application must synchronize the introduced
changes. This process takes up to 30 seconds. If after this time, the status in the upper
right corner of the Project list will not change to Synchronized, you need to refresh the
list of projects.
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Backup status - abcde3?2

OPERO

PRIVATE CLOUD BACKUP

Progress details

Preparing files

Files to send 0 (0 B) / sent 0 (0 B)

File name File size Progress

While being in the Backup sessions window you can stop the currently performed project

by clicking the Stop (®) button.

Restoring files

The Management Center allows administrators to restore data sent by its users as
backup. Files can be restored to the administrator’s or user’s computer.

Data can be restored to the user's computer when the device has the Remote
management option enabled and is Active.
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In order to run the Data restore Wizard, you must go to the Devices tab, and then find a
device on the list from which you want the data to be restored. After you right-click on a
given device, a context menu will be displayed, from which you need to select Restore

data.

The screen will display the Restore data window, which contains a list of files uploaded
by the user as a backup.
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Restore data

OPERO
PRIVATE CLOUD BACKUP | || search Ea

Backup setname; Download filter
(® Download latest versions Select date

(") Download files version sent before: 29M12/2016
(") Download files version from:

If there are many files on the user’s account, loading the window may take a while. This
process is indicated by a progress bar.

The administrator has the ability to filter the File in view of the project from which they
were sent, or the latest version from or before the selected date.

After selecting the files you want to restore, click the Download button. This will display
the Restore data details window, where you can specify the device (the administrator’s
or client’s computer), on which they are to be downloaded, as well as the location of the
restored files. Additionally, you can specify the action that is to be taken by the
application, in case when in the selected location there is a file with the same name as
the restored one.
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Restore data details

OPERO

PRIVATE CLOUD BACKUP

Download on Select destination of restore
(®) My computer (@ Restore to deskiop () Restore to original localization

() User computer () Choose restore localization

Choose device |C:%Users\PauIalDesKtop%resmred data

Iffile exists
Overwrite if older

[ Copy overwritten files

0K | | Cancel

After configuring the settings of the restored data location, click OK to begin the
restoration process.

OPERO

PRIVATE CLOUD BACKUP

Total downloaded:

0%
Current downloading file:  02196d03b21ad8556e77965323188e5937030a0b...

100%

Status: Running...

Abart

If the user whose data are restored, uses a personal encryption key, the application will
ask to enter it. If the key is unknown for the user, downloading files will be impossible.
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Restoring a file version

Management Center application allows administrators to restore data version (following
screen) uploaded by their users as a backup. Files can be restored to administrator

computer or user computer.

Data can be restored to your computer when the device is active and has enabled
Remote Management.

Restore data

OPERO e wrn
PRIVATE CLOUD BACKUD | || B Es
Backup set name: Download filter
|A:H - | () Download latestversions Salect date:
(® Download files version sent before: 29/12/2016
Diownload fil ionfrom:
() Download files version from: P T ,
Mon Tue Wed Thu Fri St Sun

R 2% 29 3 1 2 3 4

5 6 7 8 9 0 1

2 13 14 15 16 17 18

W20 2 2 23 M

2% 27 2 [283130 N 1

2 3 4 5 [ 7 g
[ Today 29/12/2016

Remove | | Download

User logs

Client application logs are available by clicking on the Users logs button, which has been
marked in the screenshot below.
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Application errors are marked in red. Warnings in yellow, and actions performed correctly in
green.

Above the list of logs filters are located, by which you can specify which logs are to be
displayed. The available filters are: type of action, type of logs (error, warning, information)
and the date from which you want them to be viewed.

If the type of the log has a gray background, it means that this type of logs are not
currently displayed on the list.

After selecting a desired account from the tree on the left side of the window, the device
filter will be activated, which is by default set to All. If you clear the selection button, by
clicking on the device list, you can choose the ones that interests you, and then click on
Filter. Only selected logs will be displayed.
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o p E n o Problem details

PRIVATE CLOUD BACKUP

Error:
Projekt "zaf5" nie zawiera plikdw.
Message:

When you click on Details... in the log table, the application will display detailed
information about a particular event. If the Show details column field is empty, this
means that the log details are not available.

Hosts management

Remote setting the core limit and the bandwidth of an account

Client applications installed on users' computers may have set bandwidth limits as well as
the number of cores, which they can use during backup. In order to set the limits of the
device on which the application is installed, go to the Devices tab, and click the right mouse
button on a given device, and select Device settings. From the menu, which will be
expanded, you are able to select the Efficency option.
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Bandwidth usage
[ ] Upload:

[ ] Download:

Performance

Fast computer U Cluick backup

Limitations
Perform with a lower priority

[] Limit hard disk consumption

Remote device re-logging

The administrator has the ability to remotely re-log the device to a chosen user account,
which means that he can log out the device from one user account and log it into another. In
order to do that, you have to find a chosen device on the user account, and choose the Re-
login client option.
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Account name:
Dievice name:
Device IP:

Passward:

Encryption key:

Michal

KOMP

1127.0.0.1

If a given device is already logged into a different account, the client application will be
automatically re-logged, in accordance to the administrator’s choice.

In case if the last logging in had place a certain time ago, it is possible that the IP

address of the device has been changed. In this case you should enter a new IP

address.

Device details
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The Administrator, who uses the Management Center application has the ability to access
detailed information about the user's device and the client application installed on it.

To view the details, go to the Devices tab, and then right-click on the selected device and
choose the Device details option.

Account details
Device name: KOMP

Application version: 3.8.26.6896
Operating system: Windows 8 Workstation
Client IP: 127.0.0.1

Account name: Michal
Group name: admin
Size of processed files (with Briefcase): 294 GB
Actual size of stored files: 1,66 GB
Number of files versions{with Briefcase): 2489
Number of files{with Briefcase): 2477

Remote management: Yes

Backup in progress: Mo

Last settings update by admin: 29122016 11:37:08
Last settings update by user: 29.12. 2016 11:37:46
Backed up files:

Total size of backed up files:

Files versions:

Additional file versions:

Core limit:

Upload:

Download:

Perform with a lower priority:

Hard drive consumption limit:

In the appearing window you will find the information about the selected device and user
account to which it is assigned.

Logging out the device

In the Management Center application, the administrator can log out the device assigned to
the user. For this purpose, go to the Device tab and right-click on the chosen device,
subsequently press the Device settings option and then Log out.
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[J Device seftings » Sendreport
b Device details Parformance
ig Restors » Re-login client
& UDslete davice Logout
admin
| Account type: | !@efolom Page number:
Used space 405 C8 20 ¥| 1 !
ST 0 W Vel i BP0 Commamion stz &

Technical Support

In case of any problems with the application, go to the Dashboard window, choose from the
Help tab, the Report problem option. The Web page, where you can create an account on
the system used for reporting bugs, will open. After creating an account and describing the
problem, the system will present you the possibility to solve the problem. However, you may
be asked to send the server logs and\ or application logs.

Sending server logs

In order to send the server logs, go to the Dashboard window, and then select Help tab and
choose the Send server logs option. After downloading the required information, the window
will appear where you can enter your e-mail address and provide the description of the
problem. By clicking on the Send button, the logs will be sent to the manufacturer of the
software.
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PRIVATE CLOUD BACKUP

FPlease describe a problem before you sentthe report. Sending report is not
suppaort request. To get help please contact with our support with form available
an:

hitps fsupport xopero.com

Your email:

Message:

Error description

Cancel

Remote sending application logs

In case of a malfunctioning Client application of Xopero, the administrator has the ability to
inform the software producer about the problems by e-mail or by using the bug reporting
system.

If it is necessary to send the Client application logs, you should:

e On the list, find the device on which the problem occurred,
e Select the option Device settings,
e Use the option Send report.
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Menu  Seflings Help |

OPERO . License
Mn;:u CLOUD RACKUR .- ’ & & @ @ ‘ ¥ Encpoints: 1130

& Senvers: ¥10
o () With active backup — — — :
e LERG BRLD
) Acth sion . | - [E - - -
fhoawensy | Detault (newest created user) ! [ 7 Only managed remotely 8 E =
Find user Total size of
Remate ckadup Lastacion Active Backup In Restoring Backups
(215 o Clearfiter el Dece manogement  PAKEIUP  gieg Lastadion  sore session  propres3?  Mies? stams
B Endpoint_1 | KOWP Yes 08| 0/Backupse. | 291121201 Na No INo i ]
Enapoint_1 -
& Mchal 4 Backup sessions : .
2 4 Michal  |WiN-4049 Yes. S , ponzzor. yes ‘No No Ermpty
8 User Micnal |WiNRIR3_ Yes B aavacupsatsiempiate  » V12201 {NO Mo INo | Empty
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b Device detaiis Performance
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admin
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After displaying this option, a request for additional information, necessary to report the
problem, will appear.
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Send agent logs

OPERO

PRIVATE CLOUD BACKUP

FPlease describe a problem before you sentthe report. Sending report is not
suppart request. To get help please contact with our support with form available
an:

https:fsupport xopero.com

Your email:

Message:

Error description

Cancel

Delivery of the report or the client application logs should be performed only on the
request of employees from the software support team.

After clicking the Send button, the data will be sent to the software producer.

Glossary of terms

Project template — the project template is a set of backup projects. Each project may
indicate other data and have unique features. The project template can be sent to any user
device on which Allow remote management option is marked.
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Backup project — a data set and the type of data which is to be the subject to backup. For
each project, it is also possible to specify the frequency of performing it, as well as additional
advanced options.

Data Storage - defined space on the server hard drive, in which the user data, sent through
the Xopero application is stored.

Active device - a device which has performed any action within the last 30 minutes. This
may lead to the situation where the Management Center device will be marked as active,
while in reality it was turned off for less than 30 minutes from performing the last action.

Host - the device on which the client application is installed and from which the user has, at
least once logged into his account. During the first login, the device is being assigned to the
user account.

Backup

Deleting backup files

Deleting backup files

How to delete backup files?

To delete data you have to enter the Restoring tab and mark files and/or folders you want
to delete from the Xopero server, and click on Delete at the bottom of the tab.

Computer name < >

WIN-MTJ7SOKDPAL
Delete > Refresh ) Restore selected
Connected
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Warning

|  Areyou sureyou want to delete selected items?

Yes Mo

The user can also delete selected file versions. In order to do so, after displaying a list with
file versions ( ) and marking the selected version you
have to click on

Cleanup - permanent files deletion from storage
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You can check the cleanup operation for Xopero Backup&Restore in Task Scheduler, there
should find Xopero Cleanuptask and see the result of the last run - (0x0) means that
operation performed by the cleanup was successful and if there is (0x1) means that cleanup
operation resulted an error. You can also started Cleanup manually from the Windows Task
Schedule.

File Acton  View Hel
e =[m B
O Toak Scheduler dac) Hame Sshus Tngaen Mot funTame  LastPunTame Lot - | | Actios
b ik Turk Scheduler Library. (o e — et il 0NN 0000 Newws | Tasl ik A
) e LTS 11 801130 ey Fidny oF evtry s, itarting 04043017 THOUAE 0T QRGN I The | 3 Cruga Banc Tasho
®ppeodbdury | End 80130 every 1 of every week, starting M/04/017 OYTR0TE AN G2OT2MALI B8 The e
Ecpersdbdumy  Dissble BE01:30 woery Saturday cf sverywesk, starting JA0Y/2017 TATETNINTE JNEZNI0N0E The WG T
(gt db duny Eport., B 80130 sy Surdey of every week stating 030472017 CRATRHE MM FATRHIN 042 The tenpoet Task...
Soprodbdunt g O 01:30 suary Thursiiay oF susry wiak, framting 047047017 /00 M1 00nImE 03098 The _| | [ Dusalu All Rasrang Tasks
:g;nwnabdm T S0 ey oy of ey wesk g /2011 TR0 RN The | | ot Ao Hitory
pein db durg. o] A0 ey s of ewery week, starting TSI OYSTRNAN WAL The
@ Rapers refrashhartdats Brady  AEOMU waneduy QAT OO0 Nevar M Faldar,
|‘?Imuur=h_=)h¢mtnndm_ Reedv B4 0):00 rvere dav. OFAITAR01E 050000 Neves e »
« n
A Raacn

You can check the cleanup operation for Xopero QNAP Applicance in the logs. Log in to
QNAP via SSH, go to /share/CACHEDEV1_ DATA/.gpkg/Xopero/CleanupManager/Logs/ and
check the latest log file, which will contain information about Cleanup launches. When you
are connected via SSH it is possible to start Cleanup manually using the command:
/etc/init.d/XoperoServer.sh clean_repo.

Outlook backup

Creating and performing backup

To create the Outlook backup set you need to open Xopero and run the Backup set wizard
by clicking on New backup set button in My backup sets tab.
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[3] %opero — O X

OPERO

WORKS, 50 YOU CAN TOO!

1’4

N st (3\ My backup sets

=

My backup sets Name Finished - Active Status

Restoring

Briefcase

MO ¢

Eventlog

Next copy

None

Michal2305

Used: 6.85:MB

Computer name

DESKTOP-JMTTKSK
Start now Delete backup set New backup set

Connected

In the Backup set wizard select Advanced copy and choose Outlook in What you want to
backup? field. Don’t forget to define the backup set name.
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|_Z| Xopero -backup set wizard

OPERO

WORKS, 50 ¥OU CAN TOO!

Basic information Advanced

Name

What do you want to backup?

Outlook
Qutlook data file
Choose... Select Outlook data file

Delete

Temporary directory

Choose..

Choose a folder on this computer (eg.: C\tmp)

‘ (O) Localdata () Drive image | (@) Advanced copy | Outlook

New copy
v
Schedule
(® On demand
() Every:
(") Everyday at: 10:52:18 =
() Every week:
at 10:52:18 =
() Defined
Edit >>

In the Outlook panel what you need to do is to select Outlook data file. Click on Choose..

button and select location of .pst file.

After that choose Temporary directory. Click Save to create new backup set.
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|_Z| Xopero -backup set wizard

OPERO

WORKS, 50 YOU CAN TOO!

Basic information > Advanced

Name

What do you want to backup?

[outiook

Outlook
Outlook data file

Choose... Select Outlook data file
CiUsers\Michal\Downloads\sample.pst Delete
Temporary directory
D:XoperoTemp | Choose...

Choose a folder on this computer (eg.; CMmp)

‘ () Localdata () Drive image (@ Advanced copy | Outlook

Schedule

(® On demand

) Every:

(") Everyday at:

() Every week:
at:

() Defined

New copy
v
10:52:18 :
10:52:18 :
Edit >>

Restoring

The restore process of Outlook data file is a two-step process. First, you need to download
the backup data to a local machine using Xopero application. In the second step, you need

to import restored file to Outlook.

Restoring the data file from a backup

To download the Outlook data file run the Xopero application and go to the Restoring tab.

All backed up data files will be available in the Outlook branch.

str. 366



[3¢| xopero - O x

OPERO

WORKS, 50 YOU CAN TOD!

b4

Start @ Restoring x|

My backup sets Computer DESKTOP-JMT7} = Backupset All * \ersion [12.06.2020 E~

=

Restoring = [ Microsoft Qutlook
[ sample.pst

Briefcase

MO G

Eventlog

Next copy

None

Michal0306

Used: 08

Computer name

DESKTOP-JMTVRSK
Delete » B Refresh » Restore selected
Connecled

Expand the branch and mark the checkbox next to the file which has to be restored. Then
click on the Restore selected button.

To restore previous version of the file right click on its name and from context menu select
Show file versions.
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|_Z| Xopero - file restore settings x

OPERO

WORKS, 50 YOU CAN TOO
Restoring files

Restore
Restore to original location

(® Restore to chosen folder

If file exists
Overwrite if older w

] Copy overwritten files

The file restore settings window will be displayed where you have to select the location
where the backup file will be saved. From this directory it will be also imported to the
Outlook.

HDD image backup

Creating and performing backup

Xopero application allows the user to backup entire physical computer disk by HDD Image
backup. With this feature, if operating system fails, it is possibly to quickly restore without
having to select a folders to backup and the launch of a virtual machine based on the whole
image of the physical disk.

To create a HDD Image backup set, you need to open Xopero and run the Backup set,
wizard by clicking on New backup set button in My backup sets tab.
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[z| KXopero

OPERO

WORKS, S0 YOU CAN TOO!

)4

Start

My backup sets

Restoring

Briefcase

MO ¢

Eventlog

Next copy

None

Michal2305

Used: 8.95 MB

Computer name

DESKTOP-JMTTKSK

Connected

(5\ My backup sets

Name

Start now

Finished

Delete backup set

Active

MNew backup et

Status

In the What you want to backup? field, you need to choose Drive image from the drop-
down list. Remember to set the name for this backup set.
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{hi Kopero -backup set wizerd

OPERO

WUORKS 50 YOU Gy Ta0

Basic information

Name

Advanced

‘What do you want to backup?

Smart Image Backup

Restore all backup data to another computer using only pendrive and our
Smart Virtualization Stick technology. In local solutions you can ako run
your system as a virtual machine with Smart Recovery function, available
in Management Center application.

Partition Backup

Make images of one or more partitions, and then recover it all. 50 you get
fast access to data contained there.

HDD image backup

Schedule

(® On demand

O Every:

() Everyday at:

() Every week:
at:

() Defined

Saye

New copy

) Luc.ulduh: () Advanced copy | Microsoft SGL Server

e
o
na
i
o
v

12:58:55 =

Smart Image Backup option is dedicated for the drives with operating systems installed, it
will allow you to restore all backup data to another computer using only pendrive or you can
also restore your backup as a virtual machine in Smart Recovery function.

Partition Backup dedicated for drives, which doesn't contain OS, but only data, it makes
image of one or more partitions and it lets you recover it all.

To create HDD image backup set, choose the type of backup and then decide, which
disk/partitions will be included in it.
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I_Z| HYopero -backup set wizard

OPERO

WERRS, 58 T30 CAN 199

Basic information Advanced
What do you want to backup?
Smart Image Backup
Choose disk: This computer:
= [ Hard disk 0[Gpt ) Fila ’
Dles Odzyskwanie Mame Tripe system Capacity Free space
e [EFI System] 2 Hard disk 0 [Cpt]
g‘_'_’_‘ E“é'_:mson Resened] 9 Dazyskiwanie Wind.. NTFS  0.44GB 0.42 GB
L N
o I Hard disk 10504 [=1 EFIS.. FAT3Z 010 GE 0.07 GB
[Ces Microsoft Reserved] o Micio.. RAW  0.02GE 0.00 5B
O (D) Nowy [="N (o] Basic.. MTFS 33302068 35.04 GB
“2 Hard disk 1 [Gpt]
(=] Wicra . RAW 013 CGE 0.00 GB
= (D) Mowry. Baszic.. MTFS 93139 GB 219.88 GB
Information about backup project

Schedule

@ On damand

() Every:

() Everyday at:

(") Every week.
ak

) Defined

New copy

| () Localdata (@ Drive mage () Advanced copy | Microsoft SGL Server

If user is using custom encryption key and would like to use the Smart Recovery feature
in the future, then he should disable encryption process in the Advanced settings of the

project.
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m Kopero -backup set wizard

OPERO

WERKS, 50 YOU CAN TO)

o New copy
Basicinformalion Advanced > 1

Additional
e s : v s Shuidown computer — Do notiry to perform backup
Use VSS Include hidden files /] Backup selis active 1 e R [ G ailes A dea
File miter Privileges
File filter off [ start backup as Windows user

Without selected files User name:

Only given files Add
Dejets
Suppress files older than: .1 :- 23
Skip fles modinied before: platek .29 maja Auaneed
SKIp 1les larger than: [1.00 7! 6B Sachuptme. e =
o B Full copy every: I‘10 C
Folder filter ® Version limit - r
¥ ; il ) Days limit = =

Delete | Without encryption

[] without compression

Performing backup

Performing HDD Image backup start from preparing data to send in initialization process. At
this time VSC shutter is created, it ensures consistency of data, which is copied from hard

disk in backup process.

Backup project can be started manually by user or automatically, according to defined
schedule.
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Hopero - backup status bt

OPERO

WORKS, 50 YOU CAN TOO!

Sending files Average transfer rate: 70.16 MB/=

0%
Total files: 1/ to send 1 (223.57 GB)/sent 0 (0 B)
Filename File size Progress
223.57 GB 0%
Cancel Hide >

This process can take few minutes, the lack of progress bar during the initialization
process does not indicate a malfunction of application.

Restoring

There are 3 ways to restore HDD Image backup:

1. Smart Recovery:

e if a partition with the system was backed up(as Smart Image Backup), then it is
possible to run the system as a virtual machine in Management Center - an option
is available for QNAP and Xopero Backup&Restore.
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2. Smart Virtualization Stick:

e the tool allows you to restore your disk backup to another computer (eg after a

failure).

3. File restoration:

Backup HDD Image may be restored at any moment to users computer. To do it in Xopero
agent, open Restoring tab and find catalog Diskimage at displayed list of files.

[2| Aopero

OPERO

WORKS, 50 YOU CAN TOO!

)4

Start

=

My backup sets

Restoring

Briefcase

2O ¢

Eventlog

Backup in progress
HOD

Show details

Michal2805

Used: 1681368

Computer name

DESKTOP-JMTTKEK

Connected

@ Restoring

Computer DESKTOP-JMT7H -

= 1% Diskimage

Backup set  All

i Hard disk 0 (Odzyskiwanie}

Delete > J Refrezsh 3

*  \ersion |29.05.2020 E~

Restore selected
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At next step select catalog correct to your computer name or choose specified files, which
you want to restore.

|_Z| Xopero - file restore settings >

OPERO

WORKS, 50 YOU CAN TOO!
Restoring files

Restore
Restore to original location

(@ Restore to chosen folder

If file exists
Cwvenwrite if older ~

[1 Copy overwritten files

After clicking Restore selected button File restore settings window will be displayed, at
this point you have to select path to restore data and also define application behavior in case
if restored file exist in the indicated location. Data restore will start by pressing OK button.

In current version of application, Image of HDD will take the same amount of space as
capacity of hard disk.
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Kopero - file restoring status

OPERO

WORKS, 50 YOU CAN TQad

Downloading

File name

Progress

After downloading backup files on users computer, use tools adapted for mounting RAW

system images, for example OSFmount: Producer Website.

HDD Image backup performance

Specification
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Host

i5-7400@3.0GHz - 2 cores,
3GB RAM - WIN7 x64,
HTTP connection,

HDD Drive.

Network 1Gb/s

QNAP

e XEON E3-1245
v3@3.4GHz,

4GB RAM,

QTS4.3,

RAIDG6,
Xopero_3.9.789054_x86_6

4.qpkg

Backup

40GB data
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Type Encrypted HDD Image Unencrypted HDD
backup on host - with Image backup on host -
compression with compression
HDD (GB) 40 40
Amount of data 25,28 25,28
Data/HDD ratio 0,632 0,632
Time (minutes) 6,3 4,75
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Speed (MB/s) 108,36 143,72
Data processing 68,48 90,83
speed
Storage data size 12,4 12,4
(GB)
Restore on QNAP
40GB data
2.
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Type Encrypted HDD Image Unencrypted HDD
restore on host - with Image restore on host -

compression with compression

HDD (GB) 40 40

Amount of data 25,28 25,28

Data/HDD ratio 0,632 0,632

Time (minutes) 13,5 8,35

Speed (MB/s) 50,57 81,76
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Data processing
speed

31,96

51,67

Local data backup

Creating and performing backup

To create the Local data backup set you need to open Xopero and run the Backup set

wizard by clicking on "New backup" set button in "My backup sets" tab.

[kl Kopero
WORKS, 50 YOU CAN TOO!
Start (:? My backup
@ My backup sets feame

@ Restoring
@ Briefcase
<

Eventlog

Next copy

Mone

Michal2905

Used: 895 M8

Computer name

DESKTOP-JMTTKSK

Start now
Connecled

sets

Finished -

Delete backup set

Active Status

Mew backup set >
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In the Backup set wizard select "Local data" in "What you want to backup"? field. Don’t
forget to define the backup set name.

M Hopero -backup set wizard

OPERO

WERKS, S0 ¥OU Can Taa

| |@ Local data ICi Cutbok () Advanced copy | Microsofi SOL Server

O [s]1.PNG
O [s]2prne
O [&3PnG

<

Basic information Advanced
What do you want to backup?
[ B Pulpit Name Size Tipe ~
> g% M:’ha' ; O & michal
i ETD”IIOIDEHKIFU & [ Ten komputer
; E grapiécs T Biblioteki
s | Nowy falder [2) F siet ) i
.0 | restored data [] 5% oracle VM VitualBox 112KE  Skrdt
[ (b ofinder Pro 115KE Skt
[ Gxlxopero 1,70KE  Skrdt
[1 | | graphics Foldzr plikt
O MNowy folder (2) Foldar plik:
[0 | restored gata Foldsr pllkt

280KE Plik PNG

3EBKE Plik PNG

T8TKE  PIKPNG  »
b3

Delete  Selected path

Hew copy

Schedulz

(® On demand
() Bvery:
() Everyday at. 12:47:16
() BEvery week:
at 12:47:16

() Defined

In the "Local data" panel what you need to do is to select files or catalogs to backup. Just
mark checkbox next to the data you want to backup.

"Schedule" field is used for setting how frequently the backup plan will be performed:

e "On demand" - user, by onself and extemporaneously decides at which moment
backup will be induced - backup will be performed ony when user chooses "Start
now" of chosen backup set
"Every" - backup executed after specified time lapse
"Everyday at" - backup will be performed every 24 hours, counting from specified

hour

e "Every week" - backup executed every 7 days, at specified day of the week, and
at certain time
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"Defined" - additional schedule options available after clicking on "Edit >>

[ ]
Pral do pom wrmed b - b
| ool dete —
Schedule
s Tipe o
(Z) On demand
() Every.
"r Ner st roeer
= e O Everyoay at
1D Sws
12 Sar -
- - () Everyweek:
Fotder pan
Foader phe at
40 Dotumant \
¥18 Deotwrnent Bﬁnsd
1B Doswrnent .
12KE Saw -

Agoercwt ey MDD Enage

113613

11:36:13

RO

>| Hopere - schedule configuration

Weekly

Menthly

et e e rera

After that, click "Save" to create new backup set.

If or backup needs additional configuration, choose "Advanced" tab":
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|_Z| Xopero -backup set wizard

OPERO

WORKS, 50 YOU CAN TOO1

Basic information

Additional

Use VSS

File filter

(®) File filter off

() Without selected files
() Only given files

[] suppress files older than:
[ skip files modified before:
[] Skip files larger than:

Folder filter
Add folder path to exclude from backup

Include hidden files

Shutdown computer

Backup setis active O when finished

Add files or extensions (eg.: *.doc,
* exe)

] <] days

pigtek 15  stycznic

1.00 S| GB

Add

Delete

Add

Delete

Do not try to perform backup
again after error occurred

Privileges
[] start backup as Windows user

Advanced

Backup type: Automatic
Full copy every: |7 .

®) Version limit =

O Days limit :

[] without encryption

[] without compression

New copy

Restoring

To download the Local data files run the Xopero application and go to the Restoring tab. All
backed up data files will be available in the partition name branch.
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[3] %opero — O X

OPERO

WORKS, 50 YOU CAN TOO!

& @ restor e
(@) St ‘& Restoring F
@ Wy backup sets Computer DESKTOP-JMT7t - Backupset All *  Version [29.05.2020 B~
%

Restoring o mE

& @ Users
Briefcase = [E] ] Michal

=[] Downloads

[ | Backuplogs (2}.rar
=[Ol Backuplogs (2)
- [ Backuplogs
Next copy - [7] 0 affected_rules_list
.[Z] | tickets_00915974.pdf

Eventlog

None

Michal2205

Used: 8.85:MB8

Computer name

DESKTOP-JMTTKSK
Delete > || Refresh ) Restore selected
Connected

Expand the branch and mark the checkbox next to the file which has to be restored. Then
click on the Restore selected button.

The file restore settings window will be displayed where you have to select the location
where the backup file will be saved.
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|_Z| KXopero - file restore settings b4

OPERO

WORKS, 50 YOU CAN TOO!
Restoring files

Restore

® Restore to original location

(O) Restore to chosen folder

If file exists
Owverwrite if older w

] Copy overwritten files

To restore previous version of the file right click on its name and from context menu select
Show file versions.
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| ¥opero - file versions
WORKS, 50 YOU CaN T

File versions
CUsers\MichalDownloadsitickets_00915974. pdf

Date Size
2972020 9:44:08 AM 19231 KB

0K

Pre/Post script mechanism

Creating scripts

The Xopero Pre/Post scripts are written in PowerShell and can be launched before or

after the backup is created.

Xopero users can create their own scripts, that can be used during the backup process.

Each script consists two files::

e PS1 - a PowerShell script,
e XML - backup set configuration file.
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Both files for each script should be copied into Script folder in Xopero installation
location, for example: C:\Program Files(x86)\Xopero\Script.

PowerShell Scripts

A PowerShell script should have a PS1 extension and it can be launched before the
backup is created (PRE script) or after the backup is finished (POST script). Pre scripts
are mostly used to prepare data for being backed up. Post scripts can be then used to
delete temporary files that were created by pre script for the time of backup.

More information about PowerShell scripts can be found here:
https://technet.microsoft.com/en-us/scriptcenter/dd742419.aspx

XML file

To use a PowerShell script in Xopero, each PS1 file needs corresponding XML, where
all the script information is stored, such as name of the script shown in application, its
location and other parameters required to run the script.

The XML file's content has to be restricted in <script> tag, which has two parameters:

e name - the name of the script which will be displayed in application,
e file - path to the PowerShell script.

Each of user's parameter have to be written as a <param /> tag with parameters:
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e name - name of the parameter, the same name preceded with $ tag is used in

the PowerShell script,
description - name of the parameter displayed in the application,
help - description of the parameter, that is displayed in the application when
you click that parameter,
e value - default value of the parameter.

Sample scripts

Some sample pre and post scripts can be found using below attachments:

e clean_backup tmp.zip - pre script, creates an archive of selected folder, then

backs it up,
e compress_db.zip - post script, deletes temporary files in given path.
e compress_db.zip
807 Bytes Download
e clean_backup_tmp.zip
777 Bytes Download

Creating and performing backup

To create a backup set that uses pre and post scripts, you need to open Xopero and run the
Backup setwizard by clicking on New backup set button in My backup sets tab.
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https://support.xopero.com/hc/en-us/article_attachments/6340957626130/clean_backup_tmp.zip
https://support.xopero.com/hc/en-us/article_attachments/6340957626130/clean_backup_tmp.zip
https://support.xopero.com/hc/en-us/article_attachments/6340957626130/clean_backup_tmp.zip

[3¢] Xopera - m} it

OPERO

WORKS, 50 YOU CAN TOO!

1’4
B

=

T (3\ My backup sets

My backup sets Mame Finished - Active Status

Restoring

Briefcase

SO ¢

Eventlog

MNext copy

None

Michal2905

Used: B.95 M8

Computer name

DESKTOP-JNTTKEK

Start Delete backup set New backup set
Connecled b elete backup se ew backup se

In the Backup set wizard mark Advanced copy and select Pre/Post Scripts from
dropdown list. Don’t forget to define the backup set name.
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E] Kopero -backup set wizard

OPERO

WORKS, 50 YOL! CAN 1001

Basic infarmation > Ahanced

‘What do you want to backup?

New copy

~ |

| () Localdata () Drive image |(®) Advanced copy IPrechlsl script

w

Schedule

(® Ondemand

) Every:

() Everyday at

() Every weak:
at

() Defined

1023501

Edit>>

Next, you need to select scripts from the dropdown list, that will be run before/after backup is

created and fill required fields.
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|_Z| Xopero -backup set wizard

OPERO

WORKS, 50 ¥OU CAN TOO!

Basic information

Name

Advanced

What do you want to backup?

[PrerPost

Script Pre

Compress database (PRE)

Script Post

Clean backup temp (POST) w

Archive location

Fzip directory locatio C-\Program Fles\7-Aip\
D:\PrePost Temp\archiwum_

Temp directory D-\PrePost Temp

Archive location
The di y where the

will be

saved. e.g. 'D:\db_arch. 7z

Temp directory
The directory where are backup temp files stored
e.g. ‘D \Backup\'.

New copy

‘ (O) Localdata () Driveimage (®) Advanced copy | Pre/Post script

Schedule

(® On demand

() Every:
(") Everyday at: 10:36:01
() Every week:

at: 10:36:01

() Defined

Edit >>

Restoring

To restore data that has been previously backed up by Pre/Post backup set, you need to
open Xopero application, then go to Restoring tab. All the files that have been backed up,
will be in location given by backup_path parameter.
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[3¢] %opero - m| *

OPERO

WORKS, 50 YOU CAN TOO!

1’4

n @ Resor i
(g} st ‘& Restoring pe
@ My backup sets Computer DESKTOP-JMT7} = Backup set Al v Version [12.06.2020 B
@ Restoring =08 o

=) O PreFostTemp
@ Briefcase = [ areh.7z
*

Eventlog

Mext copy

MNone

Michal0306

Used: §72.3 KB

Computer name

DESKTOP-IMTTKEK
Delete > J| Refresh > Restore selected
Connected

In order to restore selected version of the database right click on its name and from context
menu select Show file versions.

In the displayed file tree, you need to navigate to proper location and then check the field
next to the files, you want to restore. When you click Restore selected, a settings window will
be displayed, where you need to select destination and choose what the application shall do,
if a file with the same name is present in that location.
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|_Z| Kopero - file restore settings
WORES, 50 YOU CAN TOO!
Restoring files

Restore

(® Restore to original location

(") Restore to chosen folder

If file exists
Owerwrite if older

[] Copy overwritten files

OK

:

VMware environment backup

Creating and performing backup

Xopero can make a direct backup of the virtual machine in VMware ESXi 5.0 or newer.

Xopero also supports the free version of VMware ESXi.

Xopero doesn't support backup of VMware 6.7, 7.0 version and also VMware with

cluster!
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To create a VMware backup set, you have to launch a Backup wizard, by clicking on New
backup setin My backup sets tab.

[3¢] %opero - O *

OPERO

WORKS, 50 YOU CAN TOD!

X

. @ My backup sets

Name Finished - Active Status

@)

S

My backup sets

Restoring

@
@ Briefcase
2

Eventlog

MNesxt copy

MNone

Michal2905

Used: 6.95 MB

Computer name

DESKTOP-IMTTKSK

) Start now Delete backup set New backup set
Connecled i £

In the What you want to backup? field, you need to choose Advanced copy and then
VMware from the dropdown list. Name this backup set.
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ZI Kopero -hackup set witard

XOPERO

WERKS, 10 YOU EAN fom

Basic information > Advanced

New copy

What do you want to backup?

VMware Type-1 hypervisor
o

Machine | \-|

Test connecton

| O Lecattsta O Drive image| @ Advanced copy | VMware Typa 1

Schedule

Temporary directory

| Cchaose..

Choose afolder onthis compuler (eg.. Citmp) O Every.

®) On demand

() Everyday at: 15:20:19
(O Everyweek:
at: 15:20:19

() Definad

In the VMware Type-1 hypervisor filed, you have to define credentials for the hypervisor
and choose a machine that will be backed up::

e Server - VMware hypervisor IP,
e User - VMware user with backup previleges,
e Password - password for entered user.
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pere -backup =et wizard

OPERO

WORKS, §0 ¥ CAN Fa!

New co|
information Advanced il
Name What do you want to backup?
Vilwars O Localdate (O Drive imege @) Advanced copy | VMware Type-1 |
VMware Type-1 hypervisor Schedule
Server |192.168.0,121 Temporary directory
ol it ) ) (@ ©Ondemand
User Iroot I:I G
Choose afolder onthis ¢ (e Cump) ) Every:
Enssiaeg: | = Information x
: () Everyday at: 15:20:19 =
Machine ~
o connected 1o the s2ver O Every week:
at: 15:20:10 *
O Detnad

BN >>

EI CE

Valid credentials will allows Xopero to connect with the VMware — click Test connection
and then choose one of the available virtual machines from the Machine dropdown list.
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|_Z| Xopero -backup set wizard

OPERO

WORKS, 50 YOU CAN TOG

Basic information

Name

Advanced

New copy

What do you want to backup?

VMware

‘ (O) Localdata () Driveimage (® Advanced copy |VMware Type-1

VMware Type-1 hypervisor

Server  [192.168.0.131

User |r00l

Passwora [

Machine | szybki-test

Test connection

Schedule

Temporary directory
(® On demand

D'XaperaTemp | | choose §

Choose a folder on this computer (eg.: Citmp) ) Every:
() Everyday at: 15:20:19
() Every week:
at: 15:20:19

() Defined

Edit >>

Finally, you have to define temporary directory, where virtual machine temporary files
will be saved before being send to the server. Temp folder must be located on the same
machine, where Xopero has been installed. Click Save backup set and the backup will

be created.

Restoring

To restore a VMware virtual machine backup, start the Xopero application and go to
Restoring tab. All the virtual machines that have been backed up are available in the

VMware branch.
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[3¢| xopero - O =

OPERO

WORKS, 50 YOU CAN TOO

¥

Start @ Restoring x|
@ My backup sets Computer DESKTOP-JMT7} = Backup set  All *  \ersion [15.06.2020 [k
@ Restoring = D_ Yiware Type-1
e O 192.168.0.131

@ Briefcase m [ szybki-test
&:% Eventlog

Next copy

None

Michal0306

Used: 701

()]
o

Computer name

DESKTOP-JMTTKBK
Delete » B Refresh » Restore selected
Connected

Expand that Hyper-V branch and select the virtual machine that will be restored. Then click
the Restore selected button.

A restore settings window will be opened, where you need to select a location, where VM
files will be saved.
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|_Z| Xopero - file restore settings d

OPERO

WORKS, 50 YOU CAN TOO!
Restoring files

Restore
Restore to original location

(®) Restore to chosen folder

If file exists
Owerwrite if older ~

[] Copy overwritten files

Restore Virtual Machine to a VMware ESXi host

Downloaded virtual machine can be imported again the VMware ESXi server. To do that,
you need to use VMware vSphere Client.

Below process has been described using VMware ESXi 5.5 Standard

Using this tool, log into VMware environment and go to Configuration tab. In the Hardware
menu, that is available on the left side of the window, select Storage — you should see all the
defined datastores.
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o wesieede  -omEm
Fle Edit View loventory Administration Plugeins  Help
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& @

=0 192.168,0,131 locathost ocaldomain VMware ESX

Virtoal M e Perf anc Local & ups ' Eveots ' Permizsions:

Summary

Refresh  Delete Rescan A,
| LastUpdate | Hardware Acceleration
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Health Status Add Storage..,
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Advanced Setngs

Datastore Details Properties.

Name, Target or Status containg” ~ Clear X

| Complated Time i

Recent Tasks
Name | Target

[Detalls | Initiatedby | Requested Start Ti... — | Start Time

i

[99 Tasks

Right-click the selected datastore, where the machine will be uploaded, and choose Browse
data. In the window with datastore content, click the icon visible on below screenshot and
select the folder, where previously restored machine is saved. It will place the VM'’s files on
the selected VMware datastore.

@ e BB X@

Upload File...
Upload Folder...
—

pdroidxss

Folders | Search |

Size | Type | Path

E‘"ﬁ ‘r

.sdd.sf
OPWindowsLocalTest
OPLinuxLocall
wanem
OPWindowsLocal
OPWindowsLocal_1
AndroidTeamCity
testvm-todrop
MNetware6

iso images

M5-DOS

Restored
xoperajira
Androidx86
UbuntuServer

WinZxa4Ultimate
WEMAIT

IVBRBHABABRAR[DNG

Androidx86.vmx
Androidx86_1wmdk
Androidx86.nvram
vmware.log
Androidx86.wmf
Androidx86.vmsd

2,59 KB

2097 152,00 KB
8,48 KB

1 067,60 KB
0,26 KB

0,04 KB

Virtual Machine
Virtual Disk
Non-volatile me..
Virtual Machine ...
File

File

[datastorel] Androidds
[datastorel] Androidks
[datastorel] Androidds
[datastorel] Androidds
[datastorel] Androidds
[datastorel] Androidds




After uploading the VM files to the datastore, in the opened window go to the folder and find
the main configuration file of that machine wth the *.vmx extension. Right-click that file and
choose the Add to Inventory option. After that the machine will be imported. You can now
start that machine on VMware ESXi host.

B e BEX@

Folders |5ea,d1| [datastore1] Androidx86

E..U / Name | Size | Type | Path
) sdd.sf Androi 259KB VirtualMachine  [datastore1] Androich@s
ﬂ OPWindowsLocalTest Androidx Add to Inventory P00 KB Virtual Disk [datastore1] Android@s
ﬂ OPLinuxLocall gg] Androidx Go to Folder 48 KB Mon-valatileme.. [datastarel] Androidds
ﬂ wanem vmware.ld 7,60 KB Virtual Machine ... [datastore1]Androicas
-] oPwindowsLocal Cut
. Androidx 26 KB File [datastorel] Androidks
ﬂ OPWindowsLocal_1 ) Copy ) )
ﬂ AndroidTeamtity Androidx . ,04 KB File [datastore1] Androicas
aste
ﬂ testvm-todrop
ﬂ MNetwareo Inflate

ﬂ is0 images
ﬂ Ms-DOS Download...

ﬂ Restored Move to...
ﬂ xoperajira Rename

ﬂ Androidxgs
ﬂ UbuntuServer Mew Folder

- WinFxg4Ultimate Delete from Disk
I wisananon

1 object selected 2,59 KB

System State/VHD backup

Creating and performing System State backup

By System State and VHD backup Xopero allows user to backup whole system with
configuration, critical data and also partitions specified by user.

In case of operating system breakdown, there's a possibility to quick restore of
computer, without losing important data and necessity to reinstall or configuration of
system.
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To create the System State backup set, in client application, you should run the Backup
set wizard by clicking on New backup set button in My backup sets tab.

WORKS, SO YO CAN TOO!

s $\ My backup sets

My backup sets Mame Finished - Active Status

Restoring
Briefcase
Eventlog

Next copy

None

Michal

Computer name

MICHAL-PC

L.onnecied

In the Backup set wizard mark Advanced copy and select System State from
dropdown list. Remember to define the backup set name.
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€] Xopera -backup setwizard - O x

OPERO

WORKS, 50 YOU CAN TOG

Basic informatian > Advanced Mew copy

Name ‘What you want to backup?
| | () Local data () Outlnok I@ Advanced copy System State b
VHD/System State Schedule
(® vHD Temporary directory
O Bare Metal @® Selectthe drive to write temparary data, different from the @ On demand
() System State system drive
=[] HoD#0 ) v O Every:

: 1y

s o

Force save Systemn State data on system volume
(O Everydayat  1Z:0548AM 2

e Specify the netwark path to write ternporary data. Administrator

privilzges will ba required far backup service. O Everyweek:
at 120545 AM 5
W55
() WSS Full Backup O Defined

Choose this option if you are not using another
product to back up applications. This option updates [] Delste temporary path after finished backup
the backup histary of each file and clears the log files.

® W35 Copy Backup

Choose this option ifyou are using another product to
hack up applications that are on the valumes included
inthe hackup. This operation retains the application

Cancel

Backup System State

To create the System State backup set, you need to choose System state option in
Backup type field.

System State backup consists of perform backup of system registry, Active Directory,
databases, system certifications, SysVol(contains network log in scripts, users log in for
domains, group policy and files replication service) and also IIS Metabase(which stores
information about Microsoft internet services in internal database).

https://technet.microsoft.com/library/cc732081.aspx
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Now user has to choose localization to write temporary data between:

e Local discs - itis necessary to select the partition, different from the system

and other partitions, which contains data for VHD backup.

e Network path - there's a possibility to write temporary data on network path
defined by user. In this case it is important to give the service privilege of
system Windows user. This option is available only for Windows operating
systems with version higher than home and also for Windows Server systems.

[2¢] Xopera -backup setwizard — O X
WORKS, 50 YOU CAN TOO
Basic information > Advanced MEew copy
Name What you want to backup?
| | O Local data O Outiook ® Advanced copy System State v
VHD/System State Schedule
(@ vHD Temporary directary
O Bare Metal @® Selectthe drive to write temparary data, different from the @ on demand
() System State system drive
=¥z HDD #0 c - ® B
: ° very:
L ke c
Force save System State data on system volume
() Everyday at: 120545 A0 5
0 Specify the network path to write temporary data. Administrator
privileges will be required for backup service. (O Every week:
at 120548 AM 5
WSS
() WES Full Backup O Defined

Choose this option ifyou are not using another
product to back up applications. This option updates
the backup history of each file and clears the log files.

® Y55 Copy Backup

Choose this option if you are using another product to
hack up applications that are on the valumes included
inthe backup. This operatian retains the application

[] Delete temparary path afler finished backup

Cancel

Data specified by user will be saved in temporary location as disc image in VHDX

format.
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If you check Delete temporary path after finished backup. option, created System
State file will be automatically deleted. Otherwise, it will stay in selected network path,
what means that it can be used as local copy.

Performing backup

Performance of System State backup starts with preparing data to send it in initialization
process. At this moment Virtual Hard Disk is being created. In this file data to backup
from users computer is being placed.

Backup set can be started manually by user or automatically, with defined schedule.
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This process can take comparatively long time, lack of progression on progress bar
during initialization process does not provide about malfunction of application.

Creating and performing VHD backup

To create the VHD backup set, in client application, you should run the Backup set
wizard by clicking on New backup set button in My backup sets tab.
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WORKS, 50 YOU CAN TOD!

s %\ My backup sets

My backup sets Mame Finished - Active Status

Restoring
Briefcase
Event log

Next copy

None

Michal

Computer name

MICHAL-PC

= Delete backup set New backup set

In the Backup set wizard mark Advanced copy and select System State from
dropdown list. Remember to define the backup set name.
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XOPERO

WORKS, 56 YU EAH TAE

Basic information b Advanced New copy
Name What you want to backup?
) Localdata 7\ Duthook | @ Advanced copy |-‘Wsim State '|
VHDI System State Schedule
@ VHD Temporary directory
_ Bare Metal (o SElectine arive to wiite temporary data, aiferant rom the @ On demand
System State - system drive
=% HDD #0 1 = B i
ol Force save System State oaia on system voume
O b 0 Eweryday at 84601 AN =
s Specify the network path to write temporary data. Administrator
- privileges will be required for backup senice. () Every woek:
at: B:46:01 AW 5
Va3 _
{©) V53 Full Backup o = Defined

Choose this option if rou are not using another =
productto back up applications This aption updates [7] Delete temporary path sfter finished backup
1he backup history of each fle and dears the log Mes. = 2

@ 33 Copy Backup

Choose tnis option if you are using ancther proguctto
back up applications that are on the volumes included
inthe backup This operstion ratains the applicstion

Backup VHD system image

To create the VHD backup set, you need to choose Create VHD image option in
Backup type field. Then define data, which have to be added to VHD backup. To do this
check specified options in Data to backup:

e Bare Metal - contains the system image necessary to restore it in case of
failure
e VHD - itincludes partitions specified by users.
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At next step user has to choose localization to write temporary data between:

e Local discs - itis necessary to select the partition, different from the system
and other partitions, which contains data for VHD backup.

e Network path - there's a possibility to write temporary data on network path
defined by user. In this case it is important to give the service privilege of
system Windows user. This option is available only for Windows operating
systems with version higher than home and also for Windows Server systems.

Admin rights to service
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Advanced New copy

Mame What you want to backup?
71 Local data (71 Dutiook @ Advanced fopy | System State b
VHD! System State Schedule
@ WVHD Temparary directory
1T Bare Metal & Selectthe drive to write temporary data, diferert from the i Wrargs e
System Stale ~  system drive )

=% HoD #0 T r 0 Every:

= €A

| |L.EJ O Force save System Siate data on syslem volumg

" Everycay at 84601 AM 5|
-, Specify the network path to write temporary data. Administrafor

= privileges will be required for backup senvice @ Every week
al. S4601 AM =
V388
User -
7 VES Full Backup o - (. Defined

Chuoosze this option if you are not using anaother .

product to back up applicatons. This option updates || Delets temparary path after finished backup EOE =2
the backup history of each file and clears the log files. i

@ V35 Copy Backup

Choose this option if you are using another product ta
back up applications that are on the volumes included
in the backup. This operation retains the application

Data selected by user will be saved at chosen location as disc image in Virtual Hard
Disk(VHD) format.

If you check Delete temporary path after finished backup. option, created VHD file
will be automatically deleted. Otherwise, it will stay in selected network path, what
means that it can be used as local copy.

Performing backup

Performance of VHD backup starts with preparing data to send it in initialization process.
At this moment Virtual Hard Disk is being created. In this file data to backup from users
computer is being placed.

Backup set can be started manually by user or automatically, with defined schedule.
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OPER

WORKS, 50 yOU CAN TOO

Initialization

Filename File zize Progress

This process can take comparatively long time, lack of progression on progress bar
during initialization process does not provide about malfunction of application.

Creating and performing System State/VHD in AD application

An AD user who does not have the appropriate Administrator privileges and tries to create or
run one of the projects: HDD Image, VHD / SystemState will receive a disk loading error. To
execute one of these projects, run the application as Administrator (which should also be a
mapped user in Xopero) and then enter the user data that has the appropriate permissions.

Open

Open file location

'#gl | Run as administrator

N

&
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Restoring

System State and VHD backups might be restored to users computer at any time. To do
this, you need to restore tab and find System State catalog on displayed files list.

OPERO

PRIVATE CLOUD BSACKUP

(L] x|

* Version 1900712016 v

@ [V KOmP

{@p Eventlog

Next copy
None

Michal

1.67 M8

Computer name
KOMP

Connected

Now check catalog, which contains users computer name or choose specific files to
restore.
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OPERO

PRIVATE CLOUD BACKUP

Restoring files

Restore
Restore to original location

(@) Restore to chosen folder

If file exists

Overwrite if older

] Copy overwritten files

Click on Restore selected, so File restore settings window will show up. Now select
location to download files and define what application should do, if the same file exists in
this location. Process of restoring will start after pressing OK button.
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Xopero - o Bl

OPERO

PRIVATE CLOUD BACKUP

Average transfer rate: 1478 MBis

Downloading

Connecled

After downloading files use Microsoft tools to restore operating system.

Restoring from VHD image

To restore system using VHD image you need to insert CD/DVD disc to your optical
drive or plug in another external drive with system image to your computer. Remember
to set boot priority properly (e.g USB-HDD)

Now system installer will start. Then choose language and click Next.
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s Windows Setup

am Windows

Language to instzll: |}

k Time and currency format: [l TEETE R c )] -

Enter your language and other preferences and dick "Med" to continue.

ciozoft Corporstion. All ights reserved.

At next window choose option Repair computer. Next step is to use System image
recovery ( If you are using Windows 8, Windows 8.1 or Windows 10 you need to click
Troubleshoot -> Advanced options -> System image recovery).
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© Advanced options

1d Prompt
mmand Frompt for
bles

Go back to the
previous build

Startup Repair
lems that kesp Windows from
oading

Now the information is displayed that system image is not found. Just close the
message.
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ﬁi Re image yourcomputer

Select a system image backup

} — This computer will be restored using the system mage.
. | Everything on this computer will be replaced with the
informetion in the system meg=.

 fe-image Your Camputer

| Windows cannat find g sysiem image on this computer
Attach the bockup hard disk or insert the final DVD from o backup set
and click Retry. Alternatively, close this dialog for more optians,

o

.Ch'mel]

External drive

Click Next button, if system image won't show up on the list, just refresh it.
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Network localization

Select the location of the backup for the computer you want to restore
[f the system image is on an external device, attach the device to this computer,
and then dick Refresh.

If the system mage is on a DVD, insert the last DVD from the system mage backup. Click
Advanced to add a network location or nstall a driver for a backup device if it does not show
up in the st below,

Current time 20ne: GMT-3:00

Location Most recent system mage

After that click Next, choose Advanced -> Search for a system image on the network.
Then accept message, enter network localization, authorization data and select system

image.
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Select the location of the backup for the computer you want to restore

If the system image s on an external device, attach the device to this computer,
and then dick Refresh.

If the system mage is on a DVD, insert the last DVD from the system image backup. Click
Advanced to add a netwark location or nstall a daver for a backup device if it does not show
up in the st below,

Current tme 20ne: GMT-3:00
Location Most recent system mage

Issue with restoring VHD - Windows 10

While selecting system image localization, there might be an internal error with following
content: “An internal error occurred. The following information might help you resolve the
error; It may already have been terminated. (0x80070520)”
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B Re-image your computer LSSj
Select the location of the backup for the computer you want to restore 2
1f the system image is on an external device, attach the device to this computer,
and then dick Refresh,

1f the system image is on a DVD, insert the fast DVD from the system mage backup, Click
Advanced to add a network location or install a driver for a badaup device if it does not show

0 An internal error occurred. The following information might help you

resolve the error:

A specfied logon session does not exst, it may already hove been
terminated. (080070520)

Closing the restoring program might be linked with an error revealing a complete lack of
interface. That's why it is recommended to use cmd(Command-line interface) and
turning on bmrui.exe in there.
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Select a system image backup

This computer vl be restored using the system image,
Everything on this computer wil be replaced with the
information in the system mage

Re-image Your Computer

| Windows cannct find o system image on this computer
Attach the badup hard disk or insert the fing! DVD from @ backup set
ond click Retry. Alternatively, close this dialog for more options.

-

After opening the program you need to choose Cancel option and then click Next. At
next step go to Advanced -> Search for a system image on the network(Confirm
message). After all those actions open cmd and attach network localization using net
use command (for example: net use * \\192.168.0.220\Public /u:admin admin - where
admin admin is username and password).
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B8 Administrator: X:\windows\SYSTEM32\emd. exe

PostgreSQL database backup

Creating and performing backup

Xopero allows you to create PostgreSQL backup without additional components installed. To
configure valid backup set, you need rights to database server.
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To create the PostgreSQL database backup set you need to open Xopero and run the
Backup set wizard by clicking on New backup set button in My backup sets tab.

[3¢| Xopero — O X

OPERO

WORKS, 50 YOU CAN TOO!

)¢

. (3\ My backup sets

6\ i Bk ets MName Finished - Active Status
@ Restoring

@ Briefcase

\

“". Eventlog

Next copy

None

Michal2805

Used: 6.85 M8

Computer name

DESKTOP-JMTTKSK
Start now Delete backup set Mew backup s&t

Connecled

In the Backup set wizard mark Advanced copy and select PostgreSQL from drop-down list.
Don’t forget to define the backup set name.
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Name

[ Kepero -backup set wizard

OPERO

WORKS, 50 YOUCAN TO0

Basic information

Advanced

What do you want to backup?

New copy

() Localdata () Driveimage | (®) Advanced copy ,-Posturesﬂi

Postgre SOL
Address
Fort
User
Password
Catabase

Schoma

Schedule
Connaction String

® Ondemand

[543z

) Bverr:

() Every week:

|
|
| -A.manced.
|

Ternporary direciory

Al schemas

Tesiconnection

() Everyday at 02:25:07

—| Choose... at: 0992507 :

Choose afolder cnthls computer (g0 CAmp) ) Defined

In the PostgreSQL panel you need to define parameters that are necessary to connect with
the database server:

Address - IP address of the PostgreSQL database server,
Port - port, on which the database server is listening,
User - PostgreSQL database username,

Password - password for user above.

If parameters above are valid, Xopero will connect with the database and list of available
databases will be displayed in the Database field. After you choose a database, you can
also select schema that will be backed up in the Schema field. If you don’t choose one, all
the databases schemas will be backed up.

When you fill all the required fields, click Test connection to verify connection with the

database.
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B xopero - bockup set wizard O

OPERO

WHKS, 50 10U CAN [0

: MNew copy
Basicinformaton > Aovanced
What do you want to backup?
| O Localdata O Drveimeoe @ Advancedcopy  PostgreSQL |
PostgreSaL Schedule
Conneclion 3iring
Address localhost host=localhostuser
COn d d
id=postgres;Password=""*Port=5433,Database ®)0n deruan
Port 5433 =gpere21;Character Set=utff;
| 0 Every
User postgres Infarmation x
(_) Everyday at: 02507 =
Paszsword
o Connection to database OK O Evary weak:
Datanase opero2l w
at: 0g:2507 %
o ——
] P) () Defined

] Al schemas

_

To set additional parameters for database connection (like timeout), you should click
Advanced button, what will caused Connection String, where required parameters can be
entered.
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m Xopero -backup set wizard

Schema

All schemas

Test connection

WORKS, 50 YOU CAN Tag
Basic information Advanced
Name What do you want to backup?
PostgreSQL
Connection String
Address localhost host=localhostuser
id=postgres;Password=""*;Port=5433;Database
Port 5433 =opero21;Character Set=utf8;
Password
Database opero21 Temporary directory

Choose afolder on this computer (eg.: Citmp)

Schedule

® On demand

() Every

() Everyday at:

) Every week:
at:

() Defined

‘ () Localdata () Drive image (® Advanced copy | PostgreSQL

09:25:07

09:25.07

New copy

Edit >>

Before you finish, define Temporary directory, which is a folder, where database dump will
be made to. Click Save to create new backup set.

Restoring

The Restore process of PostgreSQL database is a two-step process. First, you need to
download the database backup to a local machine using Xopero application. In the second
step, the PostgreSQL database will be restored to a PostgreSQL server using pgAdmin or

psql.

Restoring the database file from a backup

To download the PostgreSQL database backup run the Xopero application and go to the
Restoring tab. All backed up databases will be available in the PostgreSQL branch.
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[Z| Kopero - O X

OPERO

WORKS, 50 YOU CAN TOO|

W

Start 6.‘3\3 Restoring ||
(%‘ My backup sets Computer DESKTOP-JMT7} ~ Backupset Al ~ Version [01.06.2020 [~
® Restoring = [J5 ] PostgresaL
.[J7 localhost 5433.0pero21.sql

@ Briefcase
{ﬁ* Eventlog

Next copy

None

Michal2305

Used: 1.4 M8

Computer name

DESKTOP-IMTTKSK
Delete > || Refresh » Restore selected
Connecled

Expand the branch and mark the checkbox next to the database which has to be restored.
Then click on the Restore selected button.

To restore previous version of the database right click on its name and from context menu
select Show file versions.

The file restore settings window will be displayed where you have to select the location
where the database backup file will be saved. From this directory it also will be restored to
the PostgreSQL database server.
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OPERO

WORKS, 50 YOU CAN TOO!
Restoring files

Restore
Restore to original location

(® Restore to chosen folder

If file exists
Owverwrite if older ~

] Copy overwritten files

Database restore using command prompt

To restore PostgreSQL database to destination server from previously restored file, open
command prompt. Then go to psql location and enter: psql —f ,,path to a file” database
name user, where:

e Path to afile —is a path of database file restored using Xopero application,
e Database name — name of the database, where the backup will be restored,
e User - PostgreSQL user.

The psql tool will ask for PostgreSQL user's password. If a valid password is entered, the
restore process will be launched.
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C:sUserss\Paularcd. .
C:\Users»cd.

C:%»cd C:\Progra

Lv9.5Mbin>psql - "C:\lUsersh\Paula\DesktopsNew Folder\H

psql tool is part of the PostgreSQL server and pgAdmin.

MS SQL database backup

Creating and performing backup

The Xopero application allows to direct backup of Microsoft SQL databases for users of
Advanced license. It is possible to backup only local Microsoft SQL server - both the
database server and Xopero application must be installed on the same computer.

In order to create the Microsoft SQL database backup set, in client application, you should
run the Backup set wizard by clicking on New backup set button in My backup sets tab.
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[3¢| %opera - m} *

OPERO

WORKS, 50 YOU CAN TOO!

)4

n @‘ My backup sets

=

My backup sets Name Finished - Active Status

Restoring

Briefcase

D @ & ¢

Event log

Mext copy

None

Michal2805

Used: 8.895.M8

Computer name

DESKTOP-IMTTREK

CornbcEd Start now Delete backup set New backup set

In the Backup set wizard mark Advanced copy and select Microsoft SQL Server from
drop-down list. Don’t forget to define the backup set name.
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|_Z| Xopero -backup set wizard

OPERO

WORKS, 50 YOU CAN TOO!

Basic information

Name

Advanced

SQL Server
Source

Senver name

Authentication

S0L Server Authentication

Database user

Password:

Information

Backup
Database

[ Al databases

Backup type
Full

Temporary directory

What do you want to backup?

New copy

‘ (O) Localdata () Drive image |(® Advanced copy |Microsoft SQL Server

Test connection

Full copy every:

| Choose..

Choose a folder on this computer (eg.: C:\tmp)

Schedule

(® On demand

() Every:

(") Everyday at:

() Every week:
at: 12:22:37

() Defined

Then in SQL Server section define following parameters which are required to connect to

the database server:

e Server name — select from drop-down list name of the Microsoft SQL server
instance that has to be backed up.
e Authentication - the type of authentication that will be used to connect with SQL
Server. Available options are SQL Server Authentication and Windows
authentication.
e User — the Microsoft SQL username or Windows username. The user must have
permissions to database backup on Microsoft SQL server.
Password — the password for provided user.

Database - select a database from the drop-down list or select option: All

databases. When all databases option is checked each new database from the
server will be included automatically to backup.
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System databases are not included in the backup of all databases. For databases: master,
model and msdb, the name must be entered manually in the field: Database. Backup of
tempdb and Resource Database databases is not supported by our tools.

The master database contains the configuration of the MS SQL server. If it is not present, it
may not be possible to start the SQL server.

If above data has been provided properly the application will connect automatically to
database server and will display all available database as drop-down list in Database field.
Select one of them or check the All databases what will cause that all databases from the
server will be included to backup.

When all data are set correctly click on the Test connection button to check connection to
the database.

(]

WORES, 50 YOU CAN TOM
_ . New copy
Basicinformation > Advanced B
Name What do you wan{ o backup?
| | () Localdata () Orive image  (®) Advanced copy | Microsoft SQL Server ~
SQL Server Schedule
Source Backup
St RS Database (@ On demand
P ) T [Mertrwing v| [estconnedion | S
Alld - :
Authentication o Information * -
: () Everyday at: 122237 5
Windows Authenticaion v Backu EVEFY
Windows user s o Connection to database OK. g O Every week:
|Mlcna| | Temporary at: 12:22:27 2
i == ) Dafined

p— |

Choose a folder on this computer (eg.: C:¥mp)

Information

I

Next define Temporary directory, itis a local path where the database dump, from
Microsoft SQL Server, will be stored. Select also one of the following Backup type that
defines the type of database dump:
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Full - every backup will create a full dump of the database,
Differential - the database dump will contain only the differences that have been
made since the last full database dump from server,

e Transaction log - contains all records of transaction log which have been
generated since its last copy or last full database backup. It lets to restore the
database to given point in the time.

In case of select the differential dump of database select whether and how often the full
dump of database has to be made.

We recommend to perform full database dumps, its frequency depends on database size
and differences that are made between backups.
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[3¢] Xopero -backup set wizard - m} x
WORKS, 50 YOU CAN Tao!
] ) New copy
Basic information Advanced
Name What do you want to backup?
|MSS{]L| ‘ (O Localdata () Driveimage (®) Advanced copy |Microsoft SQL Server w
SQL Server Schedule
Source Backup
A Database (® On demand
DESKTOP-JMT7KBKWREX ~ |N0r1hwind hd Test connection ) Every:
[ Al databases )
Authentication o
Everyday at: 12:22:37 :
Windows Authentication ~ Backup type Full copy every: mea
Full ~ 7 = .
Windows user O Every wesk:
Michal . 53 -
| | Temporary directory at: 12:22:37 3
Password:
|D:\XoperoTemp | Choose.. O Defined
[ |
Choose a folder on this computer (eg.: C:\tmp)
Edit >>
Information

To restore the Microsoft SQL database, in addition to the Xopero application, it is also
necessary tool for database management - Microsoft SQL Server Management Studio
Express which is available to download under: https://www.microsoft.com/en-

us/download/details.aspx?id=29062.

Download the database backup

In order to download the Microsoft SQL database backup run the Xopero application and
then go to the Restoring tab. All backed up databases will be in Microsoft SQL Server

branch.
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[kl Kopero

¥4

=

2O O 6

Start

My backup sets

Restoring

Briefcase

Eventlog

Next copy

None

Michal2305

Used: 8.67 MB

Computer name

DESKTOP-JMTTKEK

Conneded

OPERO

WORKS, 50 YOU CAN TOO!

@ Restoring x|
Computer DESKTOP-JMTTl - Backup set All *  Version |071.06.2020 @~

= O | Microsoft SQL Server
[0 MNerthwind.bak

Delete » | Refresh > Restore selected

Expand the branch and mark the checkbox at the database which has to be restored and the
click on the Restore selected button.

In order to restore selected version of the database right click on its name and from context

menu select Show file versions.

The file restore settings window will be displayed where you have to select the location
where the database backup file has to be saved. From this directory it will be also restored to
the database server.
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|_Z| Xopero - file restore settings

OPERO

WORKS, 50 YOU CAN TOO?

Restoring files

Restore
Restore to original location

(®) Restore to chosen folder

If file exists

|Overwrite if older

[] Copy overwritten files

oK

] =

Restore the database from downloaded file

In order to restore the downloaded Microsoft SQL database, to the database server run

Microsoft SQL Server Management Studio.
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Microsoft SQL Server 2014

‘Database Engine
'KOMP\SQLEXPRESS
Windows Authentication

komp\komputer

| Remember password

After correct login to the Microsoft SQL server right click on Databases branch and, from
context menu, select Restore Database option.

In displayed window select Device option and then choose previously downloaded database
backup. Then in Destination field select the database to which backup will be restored (it is
necessary). If the database does not exist, it is required to create it.
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.g.‘;cript « [ Help

Source

() Database:

® Device: C\Usets\PauIa\Desktop\New folda\Mvctosoft SQ‘. Séve&\testowa_baﬁ E

Database: . teﬂowq_bm

Destination

Database: testowa_baza

Restore to: The last backup taken (12 July 2016 13:57:12) Timeline-. |
Restore plan
Backup sets to restore:

Restore  Name Component  Type Server Database Postion  First
~ testowa_baza Backup Database Full KOMP\SQLEXPRESS testowa_baza 1 330
| ¥l | testowabazs Backup Database Differential KOMP\SQLEXPRESS testowabaa 2 330

Ce Son

#? KOMP\SQLEXPRESS
{komp'\komputer}

>

D : —‘
@™ ety Backup M|

If the restored database file contains incremental backup, there will be available list of
included backups. They correspond to each version of the database, making it possible to
restore previous state of the database.

Click OK in the bottom part of the window to start the restore process to the Microsoft SQL
server.

The transaction log can be restored only after restoration of the full database version from
given period of time or by using all transaction logs since last full database copy. It is

required to restore them in order from oldest to newest. It could be necessary to use option
RESTORE WITH NORECOVERY.
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Possible errors

System.Data.SqglClient.SqglError: The backup set holds a backup of a database other
than the existing 'testowa baza' database

The error occurs while trying to restore the database which already exists in the database
server. To solve it go to Options page in the database restore window and select the
Overwrite the existing database. It overwrites the existing database.

g a Ready

Select a page S Script v [ZHelp
% General

@

e F"es, Restore options
[#* Options

I ¥ Overwrite the existing database (WITH RE.PLACE)I
[_] Preserve the replication settings (WITH KEEP_REPLICATION)
[ ] Restrict access to the restored database (WITH RESTRICTED_USER)

Recovery state: RESTORE WITH RECOVERY v ‘

Standby file: C:\Program Files\Microsoft SQL Server\MSSQL12.SQLEXPRES

Leave the database ready to use by rolling back uncommitted transactions. Additional transaction logs cannot be
restored.

System.Data.SqglClient.SglError: This differential backup cannot be restore because
the database Has been restored to the correct earlier state.

The error occurs when Xopero application has been made the differential database dump
and another application made full dump the database. To restore the database it is required
to use its last full dump and then the differences could be restored from Xopero backup file.

System.Data.SqglClient.SqglError: The file: 'C:\....' cannont be overwritten. It is beign
used by database 'BazaDanych'.

The error occurs while database file could not be overwritten, because it is still in use. To
solve this problem go to the Files page in the database restore window and change the file
name to which database has to be saved. Click on field Restore As and provide new
filename.
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B script ~ L7 Help

Restore database files as

[7] Relocate all files to folder

Data file folder : C:\Program Files\Microsoft SQL Server\MSSQL 12, SQLEXPRE

Log file folder : CAProgram Files\Microsoft SQL Server\MSSQL12, SQLEXPRE

. Logical Fiie Name  File Type Onginal File Name Restore As
C:\Program Files\Microsoft .. [C:\Program Files\Microsoft 5... | ..
C:\Program Files\Microsoft S..  C:\Program Files\Microsoft S... L

#? KOMP\SQLEXPRESS
{komp'\komputer}

Tips

In case when Xopero application performs differential database dump and user wants to
make additional backup using other software, it is possible only when the software lets to
copy the database in COPY_ONLY mode. It cause performing full copy without changing the
data that is necessary for Xopero application to backup the database.

Network drives backup

Creating and performing backup
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Xopero can make a backup of shared data on local network. To create a valid backup set,
you need an address to the resources in UNC format as well as valid access credentials.

Admin rights to the service

Within a single backup set you can configure a backup of more than one network locations.
To create a network data backup set, launch a Backup set wizard by clicking New backup

set in My backup sets tab.

m Ropero

OPERO

WORKS, 50 YOU CAN TOO!

— @ My backup sets

Mame

=

My backup sets

Restoring

Briefcase

0o

\

1 Eventlog

Next copy

None

Michal2905

Used: 6.95 M8

Computer name

DESKTOP-JMTTKSK

Connedced ek

Finished

Delete backup set

Active Status

MNew backup set

In the field What you want to backup? select Advanced copy and then Network paths
from the drop-down list. Remember to Name your backup set.
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2] Mopero -backup set wizard

OPERO

WORES, 50 Y0U €k TO0!

Basic information Avanced

Hame

YWhat do you want to backup?

New copy

Define newd Metwork Drive

| () Localdata () Driwe image | (@) Advanced copy  Network paths

Folder path:

Enter the path to the network direclory (eg.. WCOMPLUTER t\folder)

[ Authentcats

User: Fassword:

Delete  Selected patn

Add

Schedule

@ Ondemand

) Every.

) Everyday at:

) Every week:
at:

) Defined

09.54:08

09:54:08

To configure backup of a single network location, go to Define next Network Drive area
and enter the UNC path (ex. \192.168.1.30\documents) in the Folder path field. If selected
network share requires autentication, check the Authenticate option and enter credentials

(username and password) of a user, who has rights to this share.

By clicking Add, selected path will be added to the backup set. If you enter wrong path or

credentials, application will show you an error.
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|| Hopero -backup set wizard = O *

OPERO

WORKS, 50 YL EaN TO0

Easic information Advancad ¥ cony
What do you want to backup? |
| () Locsldats () Driveimage (8 Advanced copy Netwm'k p&ﬂls V'

Dafine naxt Matwork Drive Sche:

Folderpath:  [1192.153.0 180 ublict ® On demand

Enter the path to the network directory (eg: WoCOMPUTER1Valder) ) Every:

4 Authenticat ) Evaryday at 005408 %

i i [ T

ar D9:54:08
) Defined

Delete  Selzcted path
- W182.168.0.160Publich

The new share will be shown on the list of added paths as well as new tab will be shown,
where you can edit its configuration.

To create the new backup set, click Save

Restoring

To restore data from backup, you need to open Xopero and go to Restoring. On the file list
you will see folders that are bind with previously backed up network drives.

Xopero allows only to restore network data to a local computer. If you want them to be
located on source machine, you need to copy them to that machine after restore process
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[3¢] xopera - m} *

XOPERO

WORKS, 50 YOU CAN TOO!

5 €4 Restorin K&
(g san ‘@. g
- My backup sets Computer DESKTOP-JMT7} = Backupset Al * Version [01.06.2020 [~

@ Restoring =) 192.168.0.160

g Public
Briefcase - Xopero_4.1.5 (1).exe
] test
% Eventlog @ [ xms_ds
& P

MNext copy

None

Michal2905

Used: 150,37 MB

Computer name

DESKTOP-JMTTKEK
Delete > § Refresh > Restore selected >
Connected

You can either restore all the files by selecting the whole branch or restore only single files
by selecting them within the folder. By clicking Restore selected you will open restore
options window, where you can select destination folder where all the files will be saved.
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OPERO

WORKS, 50 YOU CAN TOO!
Restoring files

Restore
Restore to original location

(® Restore to chosen folder

If file exists.
Owerwrite if older

] Copy overwritten files

Hyper-V environment backup

Creating and performing backup

The Xopero application allows to backup virtual machines of Hyper-V server for users of
Advanced license. To perform a backup, Xopero application must be installed on host which

contains Hyper-V.

Xopero doesn't support backup of Hyper-V with cluster, Microsoft Hyper-V Server 2016
and Hyper-V on Windows 10.

To create the Hyper-V database backup set, in client application, you should run the
Backup set wizard by clicking on New backup set button in My backup sets tab.
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OPERO

PRIVATE CLOUD BACKUP

6\ My backup seis

Mame Finished - Active Status

@ Restoring
@ Brieftase

'?g@;; Event log

Mext copy

Mone

124.44 GB

Computer names

WIN-SFNG2JOFDER

Start now Delete hackup sef
Connected

In the Backup set wizard mark Advanced copy and select Hyper-V from dropdown list,
then define the backup set name.
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[] Xopero -backup set wizard |;|i-

PRIVATE CLOUD BACKUP
Bagic information > Advanced PMews copy
Name What you want to backup?
| O Local data O outinok ® Advanced copy
Hyper-v Schedule
Virtual machines irtual Machines statuses -
® Ondemand
[ Al All
[ Windows 7 G4hit Enahled ) Every
[ ¥in 2012 Disabled
[ win 2012 - =
[ ‘windows 7 644it () Everyday at: 125515 AM =
[ win 2012
) Evary waek
at: 128618 A0 o

O Defined

Edit >

Xopero will automatically connect with the Hyper-V server and list existing virtual
machines. In the Virtual machines filed you need to choose machines that will be added

to the backup set. By clicking the All you will add all of the machines to current backup
set.

Next, you have to define in which status the machine must be when the backup process
starts in the field Virtual machines statuses. If the VM’s status is different than defined,
it will not be backed up.

Restoring

The Xopero Hyper-V virtual machine restore process is can be done in two ways. The first
way requires getting the VM’s files from the backup while the second one is the virtual
machine restore process to the Hyper-V server.

Restore a virtual machine backup
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To restore a Hyper-V virtual machine backup, start the Xopero application and go to
Restoring tab. All the virtual machines that have been backed up are available in the
Hyper-V branch.

XOPERO

RIVATE CLOUD BACKUP

atart @ Restoring

My backup sets Computer WIN-SFNGZJOFD ~ Backup Al = ersion MABIZ01E v

®
$
% s
ot

esiy Bl windows T Bdbit

Briefcase
%@f}; Event log

MNext copy

Mone

147 B8 GB

Computer name

WN-SFNG2JOFDEF
Delete > Refresh )
Connected

Expand that Hyper-V branch and select the virtual machine that will be restored. Then click
the Restore selected button.

If you want to restore one of the previous versions of selected virtual machine, right-click on
its name and select Show file versions.

In the new window with restore settings, you have to select destination, where the VM'’s
backup folder will be created.
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OPERO

FRIVATE CLOUD BACKEUP

® Download to folder

| | | Choose...

|Overwrite if older v|

[T] Make a copy ofthe overwritten files

() Restore the virtual machine

| | | Choose...

ser |

Password:

Restore aptions:; |Registernn|y

Restore the virtual machine

To restore a Hyper-V virtual machine per server you have to choose Restore the virtual
machine option.
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OPERO

PRIVATE CLOUD BACKUFP

() Dawnload ta falder

| | | Choose..

| Oweririe if older v

[] Make a copy of the overwritten files

® Restore the virtual machine
| | | Chaoose...

User: |

Passward:

Restore options: |Registeronly

In the next step select folder, to which machine filse will be downloaded, enter the Windows
user name and password and also choose is the machine be restored with the old id number
- Register only (which causes it to restore to the place backed up machine) or do you want

to create new id - Generate new id.
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OPERO

FRIVATE CLOUD BACKUP

) Download to folder

| | | Choose..

|O\rerwrite if older v|

[ Make a copy of the overwritten files

® Restore the virtual machine

|D:1Restore Hyper-i | | Choose...

User: |Administrat0r

Password:

Festore options: |§Generate new id

After doing following steps will being download machine and then restore it to the server.
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OPERO

FRIVATE CLOUD BACKUP

Average transfer rate: 20.52 MBis

Downloading

File name Progress

Abart

FTP backup

Creating and performing backup

Xopero application allows you to backup FTP server. To create a valid backup set, you need
FTP server address, port, user name and password.

To create a FTP backup set, you need to open Xopero and run the Backup set, wizard by
clicking on New backup setbutton in My backup sets tab.
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[Zi Kopero

OPERO

WORKS, 50 ¥YOU CAN TOO!

My backup sets

@“l' Start
@

@ Restoring
@ Briefcase
e;{sf‘f._. Event log

Next copy

None

Michal
Used: 2574 GB
Computer name

DESKTOP-BK38DWA

Connected

@ My backup sets

MName

Finished

Delete backup set

>

Active

MNew backup set

Status

In the What you want to backup? field, you need to choose Advanced copy and then FTP
from the dropdown list. Name this backup set.
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[¢] Xopero -backup set wizard - O >

OPERO

WORKS, 50 Y0U CaN Tag1

Basic information b3 Advanced Hew copy
Name What you want to backup?
| l Local data () outiook I@ Advanced copy Fﬂ’ VI
FTP Schedule
Host Part Remote direciory
121 - I @ On gemand
User Coding ) Every:
| ® Detect automatically (O Everydayat:  10:5%:14AM 2
Password O UTF-2
| | () Every week:
at 105514 80 2
[ Use passive mode
() Defined

i :I"éaconnecﬁon i

Edit>>

To properly configure backup set in Host field enter the FTP address (like
name_server.domain.com), next select the port on which server is running and enter the
name and password of user who has permission to log on the server. You can also enter the
path to directory in Remote directory field - then will be performed only backup of this
folder, else backup includes all server resources.
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Hopere - backup status

OPERO

WORKS, 50 YOU Cal T

File copying

0%

Total files: 11/ to send 11 (38.81 MB) / sent 2 (0 B)

Filename File size Progress
MestiZDJECIAxopero-download. png 0%
0%
MestZDJECIA/app-center-reczna-instalacia.png 100%

Restoring

To restore data from backup, you need to open Xopero and go to Restoring. All backed up
files will be available in the FTP branch.
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| [EJ Xopero = O X

OPERO

WORKS, S0 YOU CAN TOO!

- @ Restoring B E
@ i s Computer DESKTOP-BK39C - Backup Al = Version 12129/2017  ~
@ ro =5 B
ESierg é-l_ jazzB4.nazwa.pl
=l test
@ Briefcase [ MG_2070v2.PG
'| OperoDemo3.2.49 exe
é\:’@, Eventlog ] | PUBWIZ rar
- Ml ZDJECIA
| kosmos (26).jpg
MNext copy | opero.zip
Haone | testbd
| testibt
Michal
Uszed: 2574CB

Computer name

DESKTOP-BK3SDVA

Delete b ] Refresh ) Restore selected
Connectad

Expand the branch and mark the checkbox next to the files which has to be restored. Then
click on the Restore selected button.

To restore previous version of the database right click on its name and from context menu
select Show file versions.

The files restore settings window will be displayed where you have to select the location
where the backup files will be saved.
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Restoring files

Restol

Restore to original location

(® Restore to chosen folder

If file exists

Overwrite if older -

[] Copy overwritten files

Files restore using FileZilla Client

To restore backed up files to an FTP server use external software, in this case FileZilla.

First you have to log in to your FTP server by FileZilla Client. In Host field field enter the FTP
address next enter the name and password of user who has permission to log on the server
and port on which server is running. Then clickQuickconnect.
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FileZilla ) — ] ®
File Edit View Transfer Server Bookmarks Help

113 | - == = 3

ﬁ"f «-|lufh°x «|$Q“&
Host: | jazzB4.nazwa.pl Username: Password: | LTI | Port: | | | Quickconnect ” v|

[ jazzB4@jazzB4.nazwa.pl Xl Not connected -
Local site: | CAFTPYjazz84.nazwa.pl\test\ ZDIECIAY ~ || Rermnote site:
: Documents and Settings A
=-| | FTP
Eb- | jazz@dnazwa.pl
= test
ZDIECIA
PerfLogs v

Filename Filesize Filetype Last maodified Filename Filesize Filetype Last modified Permissions  Owner/Gro...
5] app-center-recz... 0 PNGFile 12/26/2017 3:08:02...

@ XOPEro-app-cen.. 0 PNGFile 12/29/2017 3:08:02... Not connected to any server

5| xopero-downloa... 0 PNGFile 12/26/2017 3:08:02...

8| xopero-panel-k... 0 PNGFile 12/28/2017 3:08:01...

< >

4 files, Total size: 0 bytes Mot connected.

Server/Local file Direction Remote file Size Priority  Status
-[ Queued files 1 Failed transfers 1 Successful transfers

@ Queue: empty ee

To transfer data from directory, to which you have previously downloaded, to a remote
location just drag it between local side and remote side.
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File Edit View Transfer

¢4'| =

Server

jazzB4@jazz84.nazwa. pl - Fileilla

Bookmarks

Help

TSRO L[ Taes

i
Host: | jazz84.nazwa.pl Username: Password: | LITITITTT) | Port: ‘ | Quickconnect || =
Status: Server does not support non-ASCH characters, ~
Status: Logged in
Status: Retrieving directory listing...
Status: Directery listing of "/" successful
Status: Retrieving directory listing of "/test/ZDJECIA"...
Status: Directory listing of "/test/ZDJECIA" successful ]
[ Jjazzld@jazz84.nazwa.pl X] jarzBd@jazz84.nazwa.pl X L
Local site: | CAFTP\jazzB4.nazwa.plitest\ZDIECIA\ ~ | Remaote site: | ftest/ZDIECIA w
Documnents and Settings - : .ssh ~
FTP 2 Acronis-ftpbackup
Bl | jazz®dnazwa.pl images
B | test 5 test
ZDIECIA o ———— | ] Je)
PerfLogs W L P tmp v
Filename Filesize Filetype Last medified Filename Filesize Filetype Last medified Permissions  Owner/Gro...
& app-center-recz... 0 PNGFile 12/28/2017 3:08:02... & app-cen... 170,563 PNG File 11/16/2016 2:4...  adfrw (0644)  234143516...
@ XOpEro-app-cen... 0 PNGFile 1272972017 3:0&02.., @ XOPEro-a.. 147,909 PNG File T116/2016 4., adfrw (0644) 2341435 16..
& xopera-downloa... 0 PNGFile 12/28/2017 3:08:02... & xopero-... 466,988 PNG File 11/16/2016 2:4...  adfrw (0644)  234143516...
@ xopero-panel-k... 0 PNGFile 12/29/2017 3:0&01... @ HOpEro-... 53,707 PMNG File 11/16/2016 4. adfrw (0644) 2341435 16..
< >
4 files. Total size: 0 bytes 4 files, Total size: 841,167 bytes
Server/Local file Direction Remote file Size Priority  Status

-l Queued files l Failed transfers 1 Successful transfers

MS Exchange backup

Creating and performing backup

3@ Queue: empty

Xopero software allows you to make a direct backup of a whole Exchange 2013 - 2016
database or selected mailboxes.

To create a Microsoft Exchange backup set, you need to open Xopero and run the Backup
set, wizard by clicking on New backup set button in My backup sets tab.

str. 460



(5\ Moje projekty

Mazwa

@ Przywracanie
@ Aktdwka

é&} Dziennik zdarzen

Najblizsza kopia

Brak

Nazwa komputera

SAMSUNG-KOMP
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Potaczony Wykona proj Wy proj

In the Backup set wizard mark Advanced copy and select Exchange 2007, 2010, 2013
from dropdown list. Don’t forget to define the backup set name.
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O oo [ vl

O Codzlennieo: [15.36:54 5}

O cotyozles, | v
Lomn s PN
ogodznier 153684 O
() Zdefiniowany
Edhytuj plan >>

D

To create a valid backup, Xopero service must have Microsoft Exchange's Windows user
rights set for the time of creating backup.

Required rights can be added for the Xopero service in Backup Wizard, where on Advanced
tab you can mark option Create backup using Windows user rights and enter Username
and password.
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Informacje podstawowe

Dodatkowe

[v] Uzyj Volume Shadaw Copy

Filtr plikow

& Bezfiltry plikow
_) Bez podanych plikdw
) Tylko podane pliki

[ ] Pomin pliki starsze niz.

[} Pomif pliki wigksze niz.

Filtr folderow.

Dodal 5

VeyKILica)

|| Pomifi pliki zmodyfikowane przed:

v Uwzgledni) ulayte pliki

Dogaj plike lub rozszerzenie (ip. = dog, = exe)
11 :]: anl
[5 sierpnia 2015 |
T ow

(¥l Projekt aktywny [ Zamknij komputer po zakonczeniu

| Dodaj

Usun '

[~Uprawnienia

Nowa kapla

1 Wkonaj backup ha prawach uzytkownika
Windows

Nazwa uzdkovwrnika

Zaawansowane
Petna kopiaco: 7 2
® Umtwersji -
O umtan 20
[] Bez snyfrowania [T Bez kompresji
Typbackupu: | Automatyczna v|

When the required rights are set, go back to Basic information tab and click Initiate. As a
result, Xopero will connect with the Exchange Server and list all available mailboxes.

You can select single mailboxes or the whole database to backup.
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Zaawansowana Nowa kopla
Nazwa Jaka kopie chcesz vaykonac?
[ ] O panelokne () Outiook ® Kopla zsawansowana | Exchange 2007,20° v
Exchange 2007,2010,2013 Harmonogram
Znalsziona wers)a 15,0847 32
® Nazgdanie
Inicju)
QO co:

=L Mailbox Database 0110723025

© L JRobert O Codziennieo: 153654  §]

. [ITomasz

. [Vjcawvartaskrzynka ) Cotydzien: |

= ]Druga 5 =2

* []drugabazat 0 godzinie: [15:36:54 ol
=[] Cawarta
[Ipiata () Zdefiniowany
= _|Piata
pieca Ediytuj plan >>
~plech

Backup of the single mailboxes creates PST files..

Backup of the whole Exchange database creates copy of all the database files, including
logs.

Restoring

Xopero application allows you to restore either the whole Microsoft Exchange database or
single mailboxes directly to a mail server. The restore is being done in two steps. First, you
need to download a backup file. Then, the downloaded database is restored directly onto the
Microsoft Exchange server.

Restore database file from backup
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Restore database file from backup Restoring tab. All the backed up databases and
mailboxes will be present in the Exchange server branch.

OPERO

PRIVATE CLOUD BACKUP

Akt

. | Exchange
@ Praywracahie L Exchanget
&

Dziennik zdarzen

Majblizsza kopia
Brak

test3

Zajete: 5,96 GA

Mazwa kamputera

WiIN-BREJAGDCZEP

Potaczony

start @ Przywracanie B E
Maje projekty Komputer WIN-BQSJAGDC2EP ~ Projekt  Wszystkie - Wersja [2015-08-06 w

ISZnaczone P

To restore selected version of the database, in the field Project you need to choose project's

name and then date of the project in Version filed.
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{7 Exchange 2015-09-09 08:31
Przywracanie LT skchandat 2015-09-08 14:16

2015-09-04 12:20

s 2015-09-04 11:44
@ Aktowka 2015-09-04 10:32

2015-09-04 09:34
2015-09-04 09:16

@ Drziennik zdarzen
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Brak

test2-user
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Nazwa komputera

EXCHANGE-DELL

Usun > Odiwizgz )
. B

Przywrié zaznaczong )

Expand selected branch and mark the filed next to backup sets name, from which the
Exchange data will be restored, then click Restore selected.

A window with the backup's content will be displayed. You need to choose either the whole
database or single mailboxes to be restored.
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L[| Test2 12, Test2
L VTestd t4. 14
£ [ Tests

LV Test3 t3. 13

After you select mailboxes to restore and click OK, you will be asked, where the data should
be restored to and what the application shall do, if restored data's duplicates are presentin

that location.
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By clicking OK, you start the Exchange backup restore process.

Restore of single mailboxes

When Microsoft Exchange files restore is finished, a windows with restore status will be
shown. In order to start restoring email mailboxes to the Microsoft Exchange server, you
need to click Restore mailbox button.

OPERO

PRIVATE CLOUD BACKUP

Fliki zostaly poprawnie pravardcone.
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If a New session: Access denied error is shown during mailbox restore process, valid
Exchange server Administrator's credentials are required. By clicking OK you will be prompt
to enter it.

OPERO

FRIVATE CLOUD BACKUF

Status

Stan:  Zakoficzono przywracanie danych.
OstrzeZenia:

Btad: Mew =ession: Access denied: [exchange-dell] Processing data from remaote
server failed with the following error message:

Serwer. ..

Baza danych:
Skrzynka:

OPERO

FRIVATE CLOUD BACKUP
Uprawnienia
[w] Przywrdc dane na prawach administratora Exchange

Mazwa uiytkownika:

|xopero.com\ﬁ.dministramr

Hasto:

Pokaz szczegily... » oK

During mailbox restore you can click Show details..., which will show you additional
information about current restore process.

str. 469



SRV: EXCHANGE-DELL

MSG: Searching for any mounted recovery database. .
MSG: Searching for recovery database...

MSG: Cleaning recovery database..

MSG: Creating recovery database. ..

MSG: Mounting recovery database. .

The restore of Microsoft Exchange mailboxes ends with a Data restore is finished
message.
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FRIVATE CLOUD BACKUP

Status

Stan:  Zakonczono przywracanie danych.
OstrzeZenie:

Btad: ..

Serwer: EXCHANGE-DELL
Baza danych: Test3
Skrzynka: Test3t3. i3

Pokaz szczegidy...

MySQL database backup

Creating and performing backup

The Xopero application allows to direct backup of MySQL databases for users of Advanced
license without having to install additional components. To correctly configure the project of
backup is necessary to have access data to the server.
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Supported versions from 5.0 and above.

In order to create the MySQL database backup set you need to open Xopero and run the
Backup set wizard by clicking on New backup set button in My backup sets tab.

OPERO

PRIVATE CLOUS BACRUR

e\ My backup sets

Name

Noxd copy
Bigng

Comiputar name
KOMp

Connedad

In the Backup set wizard mark Advanced copy and select MySQL from dropdown list.
Don'’t forget to define the backup set name.
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Basicinformation > Advanced New copy
Name What you want to backup?
| | () Local data () Outiook (® Advanced copy MySQL v
MysQL Schedule
| | Connection String
REETEES (®) On demand
3306
Port | | ) Every: v
User | | Advanced .
() Everyday at: 10:30:05 $
Password | |
() Every week: v
Tempaorary directory
Database | v] at 103005 3
| cnoose.. |
() Defined

| Test connection |

Choose a folder on this computer (eg.. C\Exitmp)

Edit ==

In the MySQL panel you need to define parameters that are necessary to connect with the
database server:

Address - address IP of the computer with MySQL server,
Port - port, on which the database server is listening,
User - MySQL database username,

Password - password for user above.

The user indicated in the application Xopero must have the necessary privileges to backup
databases to MySQL server. Information about the required permissions are available at
https://dev.mysgl.com/doc/mysql-enterprise-backup/4.0/en/mysqlbackup.privileges.html
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If the above data are correctly entered, the Xopero application connect to the database
server and in the field Database will be available list containing all accessible databases.

You have to choose one of them.

After the correct configuration of connections to the database server and indicating the

database backup, click on the button Test Connection to check the connection to the

database.
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Xopero -backup set wizard

Basic information b Advanced
Hame What you want to backup?
| ) Localdata () Outiook @ Advances copy |MysaL
MysaL Schedule
- Connection String
adre: 127.0.0.1 : - . _
A 5 | rt=3308Data @ On cemand
Port |3308 =
s ) Bwery:
i [roat o Cennection to database OK.
) Evaryday at:
Passwold | )
() Every week:
] oK
Database  |mysql bl E
e s | | at:
| i Choese... |
- ) Defined
.
Choose a folder on this compuier (eg. CiEMmMp)
Edit ==

New copy

10:30:08

10:30.05

To enter additional connection parameters to the database server, such as timeout, mark
Advanced which create an Connection String where you can enter the required parameters.
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Basicinformation > Advanced
Hame What you want to backup?
) Localdata () Dutlook ® Advanced copy Ty SQL
MySaL Schedule
Connection Siring
Address  |127.0.01 | Sener=12/.00.1Ud-100tPwa=""Port-33060ata @ B
3306 ¥ Sy o=
Fort ) Every:
User | oot | Advanced
() Everyday at
Password
() Every week:
Databasa |myl;ql w | Temporary dirzctory "
CA
= e () Defined
Testconnection .
— - Chaoose afolder on this computer (eg- CExtmp)
Bl >>

New copy

103005

10:30:05

In the end define Temporary directory, that is the directory to which will be dump the
database. Clicking on the button Save creates a new project of backup.

Restoring

To download MySQL database file, you have to start the Xopero application, then go to the
tab Restoring. All databases, which have been backed up are located on branch MySQL.
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Expand the aforementioned branch, then check the box next to the database which you want
restore and click Restore selected.

To restore a previous version of the selected database, click on its name, right-click and
select Show file versions.

Settings window restoring will be displayed, where should specify the location to which you
want to save the database backup file. Then this file will be used to restore the database on
MySQL server.
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Restoring the database from the downloaded file

To restore the database on MySQL server you have to use the tool for manage database.
For the purposes of this instruction used tool mysql available from the command line.

The tool mysql is available for download: https://dev.mysqgl.com/downloads/utilities

To restore the database, you need to log in to the database server via the command: msql -
h SERVER_ADDRESS -u USER -p, where:

e SERVER_ADDRESS - MySQL server address to which you want to restore the
database
e USER - name of the user who has the privilege to restore the database.
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The tool mysql requests entry of password the user specified in the command. Correct
password implementation will log on to the database server, where you should select the
database to which you want to restore the backup, the command USE database _name.

Restore the backup of database is executed by command source FILE_PATH, where in
place of FILE_PATH must indicate the exact location of the previously restored the database
file.

Firebird database backup

Creating and performing backup

Xopero can make a backup of Firebird databases in versions 1.5.6 to 2.6 without the need to
install additional components. Client application has to be installed on database server or on
the machine, where the database file is stored in case of direct backup. To create a backup
set, you need valid credentials to the database.
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During the preparation of Firebird database dump, the database is being compressed what
will result in much smaller file than the database itself.

To create the Firebird database backup set you need to open Xopero and run the Backup
set wizard by clicking on New backup set button in My backup sets tab.
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@ My backup sets

#5‘\. Eventlag

Mot copy

Compuler nama
KOMP

Connced

In the Backup set wizard mark Advanced copy and select Firebird from dropdown list.
Don'’t forget to define the backup set name.
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In the Firebird section, parameters needed to connect with the database:

e Direct backup database file — if you select this option, a direct backup database
file will be made - without the database server. Using this option requires entering
path to a database file,

e Port — a port that the database is listening on. This field is inactive, when direct
backup database file is selected,

User — a Firebird user with proper rights,

Password — a password for above user,

Database name — name of the database that will be backed up. If direct backup
database file option is checked, this field's name is changed to Path to database
file, where you need to eneter full path to that file.

When all the fields are filled, you should click Test connection, which will start the
automatic connection with the database test as well as it will verify the credentials. If any
error is displayed, you should verify all the fields and restart the test. You also need to define
location in field Temporary directory where the database dump will be stored for the time of
backup. By clicking Save you will create a new backup set.
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Restoring

The Restore process of Firebird database is a two-step process. First, you need to download
the database backup to a local machine using Xopero application. In the second step, the
database will be restored to a Firebird server using Firebird database management tools.

Restoring the database file from a backup

To download the Firebird database backup, run the Xopero application and go to the
Restoring tab. All backed up databases will be available in the Firebird branch.
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Expand the branch and mark the checkbox next to the database which has to be restored.
Then click on the Restore selected button.

To restore previous version of the database right click on its name and from context menu
select Show file versions.

The file restore settings window will be displayed. You have to select the location where a
database backup file will be saved. From this directory it will also be restored to the Firebird
database server.
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Restoring database backup

To restore the downloaded file to a Firebird database server, you need to use a database
management tool. Following instruction will use the FlameRobin Database Admin tool.

You can download FlameRobin Database Admin tool from: http://www.flamerobin.org

Restoring to an existing database

To restore database to an existing one, you need to open FlameRobin and connect with
database server. You should see a list of available databases.
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Database View Server Object Help

{f+ Home
=0 Localhost

Right-click on the database, where the backup will be restored to and select Restore
database..., from Actions menu. A window with restore settings should be displayed, where
you should enter path to restored db file in Backup file field and check Replace existing
database option.

Backup file: |C:\Users\Paula\Desktopi\Firebird\DATABAS || .,
I. Peplace existing dahbas&il [ ] Deactivate indices

[ | Don't restore shadow files [ | Ignore validity constraints
[ ] commit per table [ ]use all space

[ ] show complete log Start Restore

The restore process starts after you click Start Restore Details can be seen in the white
filed down the window. Successful restore should end with Database restore finished
message.

Restoring to a new database

To restore the backup to a new database, connect with the database server using
FlameRobin, and click Register existing database option from the Database, menu. A
window with configuration for new database will be displayed.
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Display name: |RESTDRED_DE! |

Database path: |:::\.Users\.Paula\pesktop\ﬁrebird\pATABASE.FD||| |

Authentication: |Use saved user name and password W |

User name: |S"|"SDEA | Passward: |---------| |

Charset: | NONE v| Role: | |

| Save | | Cancel |

Enter the name for new database in Display name filed as well as path to the new
database file in Database path. Additionally, you need to set authentication. Click Save
and set the configuration as decribed in Restore to an existing database.

Functionalities

Running VMware machine in Virtualization Station on QNAP

Export task

To import previously backed up by Xopero system machines VMware environment to the
application Virtualization Station, it is necessary to export them. Export allows you to restore
backed up data to the desired location on the server.

The export task is defined from the application Xopero Management Center. In selected
location the exported data are stored not encrypted form. The export function does not
include versioning, and export files are overwritten or ignore (depending on the selected
option). Export tasks are executed automatically, like backups, according to a defined
schedule. Execution the task of exports does not delete the exported data from the backup
location.

Before performing backup VMware machines must create the export task. In this order, from
the ribbon in the application Xopero Management Center, select Export.
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Then a window will be displayed with a list of defined tasks Export. In order add new export
task click the button Add task.
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Project name ‘Mext run

Schedule
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In the next step you have to complete form which allows you to add new export task. After
entered name of the task, you have to define a schedule for him. In this order on the form
you have to choose the button Edit. Then new window will appear which allowing you to add
schedule. After you save and re going to the define the export task, select the storage
location for the exported data. After a successful completing to the entire form, you can save
a new export task selecting button Create. Export may take several hours!

New export task

OPERO
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Task name:

|UMware

Scheduler:

|Ewer3r{}2 hours

Destination:
|Ishareﬂ)AEHEDEW_DATMF‘u blichW52012

Settings:
Skip if exist

Cwerwrite if exist

Performing backup

To perform VMware backup you have, in window Choose backup set type, choose project
VMware.
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Choose backup set type

OPERO
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Server

~

MySCL

.

S0L Server System State

L =

Pre/Post scripts

In the next step you have to define the name of backup project and temporary directory,
enter the server address, authorization data and choose the machine for backup. A detailed
description of the project form VMware is located in a separate instruction VMware backup.
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OPERO

PRIVATE CLOUD BACKUP

Create new backup set - VMware

Backup setname; | Jbuniu |
Ganeral |mm|
ViMwiare Type-1 hypervisor Schedule
: O
Server: | 402.162.0.131 | Temporary directory ® On demand
|Fipoki | i.Choose..
User: oot Every: 15 minuta v
| | Choose a lempuorary directory(eg. CAEitmp) O e
Password: | essesssse |
() Everyday at: 01047 2
Machine: |ubuntuserver v|
() Every waek: Surday
| Testcomnecton | at 031047 2
() Defined Edit
Informaticn

To assign project to export task, go to the Advanced, choose option Export and name of
task, and save the project.

OPERO

PRIVATE CLOUD BACKUP

General Advanced

Edit backup set - VMware

Ubuntu

Backup set name:

Settings
Use V35 Include hidden files [+] Active backup set ["1shutdown computer after finish
Permissions Backup type Advanced Temporary directory
0 Make backup on Type: [+ Without encryption o Use this settings to choose temporary
Windows user permissions ‘:\ut i | directory, different than default.
omalic h [Jwithout compression
User
Full file version after -
L File retention
| backups lZI Choose.
Passwaord (®) Versions
| () Days
rt
Warning! Enabling export function for backup project will make the data will not be encrypted.
Export g g exp P proj yp
|VMware

Save

Cancel
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Sharing a folder on QNAP

To share the directory, run the Control Panel on QNAP, then select Shared Folders.

Contra! Panel =i
{3+ ControlPanel Qe
b= Frmwore vorsion: 4411146 CPU Incaid 4164
WSS vors T4n < neaitH) Co 416
TS-251 N,
" Serlsl number: 0147100433 Memory 468 (¥
& System
9 Sy ¢ General Settings Y Storage & Snapshots & Security W Hardware
™ " Power a Notification Center & Firmware Update fj) Backup / Restore
th "
" - & External Devies @ System Status @ SystemLogs . Hesource Monitor
more>>
& Privilege e
€9 2 Users 25 User Groups €% Quota
permiasion £/00mar uoeTs, 9n0 36 p P Domain Security £ Domain Controller
uctas

Next you have to choose option Create -> Shared Folder, shown in the illustration below.

& ControlPanel Qe
Shared Faider Advanced Peamians Faide: Bggiegaten
=
Shared Fokiet | e | Folders rie | et | voleme
snapshos shared folder LiL T W Dessvol1
1 crzate an 150 Share : Patauell
L 62 178 734 Daenvell
Duwolsad 4178 2 n el
Nutredia 168 ME ™ Daeaviclt
Py 331608 10000 B4800 | No 436 Dini 1 BEE
Fubke nwes 188 ma | o Datavel! FEE

Create A Shared Folder window will be displayed , where you give a name for the shared
folder, then select the folder path and click Create.
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Create A Shared Folder

Please fill out the following fields to create a shared folder
Folder Name ServerUbuntu
Comment (optional):
Disk Voilume DataVoll (Free Size: 248.00 GB) b
Path: (2) Specify path automatically
@® Enter path manually

fServerUbuntu -

. 4o Edit
Configure access privileges for users

Currently, only the "admin® account has full permissions for this folder.

Folder Encryption Edt

‘ Create H Cancel

In this way the shared folder will be displayed on tree when importing machine in
Virtualization Station (installed on the server QNAP).

Import of machine

To import a virtual machine, open the Virtualization Station and go to the tab Import &
Export. Then choose from available import option From NAS and click Browse.
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Vrtuniizstion Staticn

] Tmport VM - Step 1
-+ VM List

o% VM Management Please select: @ Import () Export
& Create VM

Pl 2 D VM with oW formats b T
G+ Import & Ex Please salect a compatible VM within the below formats to be imported

@1 snapshots O From PC (" ova, *.ovf, *.qum ): Tt will browse your current PC folders to upload the VM

= Sy o — Ir.; From NAS ( *.ova, ".ovf, *.vmyx, *.avm ): It will browse current NAS folders, l

@ From Remote NAS ( “.ova, “.ovf, *.vmx, *.qvm ): [t will browse tha Remote NAS folders.
= Network Setting

[ Browse |

AL Account Management
" Duvice Managoment
B Backup & Restore VM
£ Preferences
£3 VM Marketplace

@ Logs

Window will be displayed,in which you have to indicate the location of the exported machine
and choose file having the extension *.vmx and click OK. If necessary, you can check the
location of the machine with the application Management Center, by going to edit an export
task.
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odia

Virtualzation Station

4 & UBUNTUSERWER
45 KOMP
4 192.168.0.131
4 (= UbuntuServer

4 5 UbuntuServer

[} ubuntuservarymx

» & WIN.CSHITTITOQC2
® (i win7hdd
P (3 Recordings (1 MB/1350.58 GB!
» (3 SIS18 (NaN MB/1350.58 G3)
P 3 Test (NaN MB/1360.59 GB)
» {3 VMwareMachine (1 MB/1360.58 GB)

P 3 Web (1 MB/1350.58 GB)

After selection the machine localization you have to go to the next window, including choose
the button Next.
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Virtualization Statin

= :
{5 Quenne Import VM - Step 1

4 VM List
&b VM Management Please select: @ Import () Export

&% Ceate VM

(= Import & Export Please select a compatible VM within the below formats to be importe

i Snapshots © From PC ( “.ova, *.ovf, “.qvm ): It will browse your current PC folders to upioad the VM.
s ( *.ova * * vmx. *.qvm ) It wi It NAS foiders
= gy Configuration @ From RAS ova, *.ovf, *.vmx qvm ): It will browse current NAS folders.
 From Remote NAS ( *.ova, *.ovf, *.vmx, *.avm ): it will browse the Remote NAS folders.
= Network Setting
| Srowse

2% Account Managemaont n
UbuntuServer.ymx

.7, Device Management

&l Backup & Restore VM
ES Proferences
K3 VM Marketplace

) Logs

In next step you have to define parameters of the virtual machine. Available form field:

Name - enter name of the virtual machine.

Location - select target location, which will be saved to the machine.
Create Sub-Folder - this is an additional option, enables you to create a
subfolder for the location.

Core - select amount of processor cores CPU.

Memory - you have to allocate memory (RAM).

OS type - select the type of system virtual machine.

Description - field with a description of the machine is not required.

Advanced settings (optional):
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Network - here you can configure the network adapter of virtual machine (ie. a

dedicated network), generating a MAC address and selecting the model network
interface controller.

Hard disk - here you can configure mode cache and the hard disk controller.
IDE CD/DVD ROM - here you can add a virtual CD / DVD ROM.

After completing the form, select the button Import.

admin v

Virtsakzation Stetion

= Overview
= Import VM - Step 2
-+ WM List

&% VM Management For hettar compatitility; the first disk will be automatically mapped from sesin:0 to 108

Cannot find the number of CPU cores. L CPU corels) will be automatically assignsd
& Creale VM

[ Import 3 Export VM Import Setting

&% Snapshots
Basic
- System Configuration
= Network Setting Name Serveri/buntu (Up 10 32 chars)

2 A nt Man. ent Location

Browse

|
. Create sub-Folder [/ ServerUbuntu
. Davico Management
Core
B Bacup & Restora VM 256MB 640 MB 1.25 GB
TSy e
= Preferences

05 type @® Default ) Android
2 VM Marketplace
Description Add 2 description for this Vi
& Logs

Advanced Settingsv

Here were started importing machine to Virtualization Station.
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admin v

Virtvaization Stetion

= Ovarview

Tmport VM - Step 3
-+ VM List

o9 VM Management

& Create VM

For better compatitslity; tha first disk will be automatically mapped from scsi6:0 to IDE
Cannot find the number of CPU cores

CPU corets) will be automatically assigned
Ce= Import & Expert o

Import Stages
&= Snapshots

1Import VM Stages...
'+ System Configuration

= Network Setting

Convert
2% Account Management Stage Progress
.7, Devico Managerment

£\ Backup & Restore VM

VM Name: ServerUbuntu
Location! /ServerUbuntu/ServerlUbuntu
= Preforences Core(s): 1
Memory: 1.0 GB
3 VM Marketplace
& togs

Cancel

When the progress bar of machine reaches 100%, button VM Console will appear, capable
of running the imported machines.
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admin v

Virtuslization Sistan

Import VM - Step 3

+ VM List
For better compatibilty; the first disk will be automatically mapped from scsio:0 to TDE
Lannot find the number of CPU cores. 1 CPU cora(e) will be automatically sssigned

o VM Management
& Create v
[ Import & Export VM: Servertibunty is iImported!
&% Snapshots

== System Configuration Impeoet Stages

= Network S - Emport VM Stages... n

Convert
2L Account Management

7 Davice Management
Stage Progress
SRBRI R Aasold AY
VM Name: ServerUbuntu
B Prdferences
Location: /ServerUbuntu/Sarverubuntu
3 VM Marketplace ]

Los Memory: 1.0 GB

Click [VM Info] to see ks configuration settings or dick [VM Conscle] to power on and access it. vMinfe |

The virtual machine will be launched in a new browser window.
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——Jbunty 14.04.4 LTS

jhuntuserverl login:

Xopero Image Tool

What it is and what is for?

Xopero Image Tool is an independent tool to convert images:

RAW -> VHD,
RAW -> VHDX,
VHD -> RAW,
VHDX -> RAW,

and also create a VMDK file:
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e RAW ->VMDK,
e VHD -> VMDK,
e VHDX ->VMDK

and reset registry entries.

The VMDK file cannot be converted to another image!

To run the tool, go to the directory in which are four versions of the application - run from
CMD or from the terminal (for Linux and OSX). Depending on the system version, you need
to choose the right one.

1. Linux x64

Supported systems:

oS Version Architectures
Red Hat Enterprise 7 x64
Linux
CentOS
Oracle Linux
Fedora 26, 27 x64
Debian 9,8.7+ x64
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Ubuntu 17.10, 16.04, 14.04 Xx64
Linux Mint 18, 17
openSUSE 42.2+ x64
SUSE Enterprise Linux 12 x64
(SLES)
2. OSX x64
Supported systems:
oS Version Architectures
Mac OS X 10.12+ X64
3. Windows x64
Supported systems:
oS Version Architectures
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Windows Client 7 SP1+,8.1 x64
Windows 10 Client Version 1607+ x64
Windows Server 2008 R2 SP1+ x64
4. Windows x86
Supported systems:
OS Version Architectures
Windows Client 7 SP1+,8.1 x86
Windows 10 Client Version 1607+ x86
Windows Server 2008 R2 SP1+ x86

Converting the disk image will allow you to run it as a virtual machine, for example Hyper-V,

VMware or VirtualBox.




Converting the disk image to VHD or VHDX

operoImageToolCLI.exe convert

Path to input ima
VHD VHDX. ]
to output im

put im id | VHD VH |
. e path and mes it if needed. ]

Required parameters:

--in-path=<PATH> - path to the image file to be converted.

Additional parameters:

--in-format=<FORMAT?> - input image format - RAW, VHD, VHDX,

--out-path=<PATH> - path to output image,

--out-format=<FORMAT> - output image format - RAW, VHD, VHDX,

--in-place - converts to the same file and rename it if necessary. Using this parameter will
speed up conversion performance (does not apply to VHDX),

--help - shows help,

--show-params - shows used parameters with their values.
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Example command:

D:%\ImageTool\netdsl olCLI ert --in-path="D:\ImageTool\Drive(B }.raw” --out-format=VHD

Usage case:

1. Restore the physical machine as a virtual machine in Hyper-V:

at first you need to make a HDD Image backup,

restore it from the client application or Management Center,

use the Xopero Image Tool and convert the image,

add a machine to the Hyper-V whose disk will be the converted image.

2. Transfer the machine from another Hyper-V virtualizer:

install the Xopero client application inside the machine,

make a HDD Image backup,

restore it from the client application or Management Center,

use the Xopero Image Tool and convert the image,

add a machine to the Hyper-V whose disk will be the converted image.

3. Mount the image in the file system:
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make a HDD Image backup,

restore it from the client application or Management Center,

use the Xopero Image Tool and convert the image,

go to Computer Management,

right-click on Disk Management and select the option Attach VHD.

Creating VMDK file

Creating a VMDK file from the selected disk image will allow you to run it in VirtualBox or as
a VMware machine and also allows you to add a disk to an existing machine.

me file name is u

used ]

s: i

Required parameters:

--image-path=<PATH> - path to the image file from which to create the vmdk file.

Additional parameters:
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--vmdk-path=<PATH> - path to the VMDK file, if not specified, the file will be saved in the
same place as the image,

--adapter-type=<ADAPTER> - the type of disk adapter. By default it is IDE,

--help - shows help,

--show-params - shows used parameters with their values.

Example command:

D:\ImageToolinet46l>XoperoImageToolCLI.exe create-vmdk --image-path="D:\ImageTool\Drive (BDE

Usage case:

1. Restore the physical machine as a virtual machine in VirtualBox or VMware:

at first you need to make a HDD Image backup,

restore it from the client application or Management Center,

use the Xopero Image Tool and create VMDK file,

add a machine in VirtualBox or VMware, which will be used to create the VMDK
file.

2. Transfer the machine from another virtualizer to VirtualBox or VMware:
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install the Xopero client application inside the machine,

make a HDD Image backup,

restore it from the client application or Management Center,

use the Xopero Image Tool and create VMDK file,

add a machine in VirtualBox or VMware, which will be used to create the VMDK
file.

Editing registry file

The registry files should be reset in case a problem with starting the system after he has
been restored.

= rau |

\Windows\System3

Required parameters:

--metadata-path=<PATH> - path to metadata files (.met) created during HDD Image backup.

Additional parameters:

--image-path=<PATH> - path to image file,

-registry-path=<PATH> - the path to the registry to be edited,

--help - shows help,
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--show-params - shows used parameters with their values.

Example command:

D:\ImageTool erol olC dit-registry --metadata-path="D:\ImageTool\Drive (BDES7

ERROR: No

ERROR: No registry keys in metadata content - means there are no entries to edit.

Export
What is it?

Export is a function which allows you to extract files from storage to any location within the
server. The files are exported in an unencrypted and uncompressed form.

Creating an export task

Export task can be defined from Xopero Management Center. It writes the newest
version of selected backups to chosen location, on the backup server, in not encrypted
form. It may overwrite or overlook data in export location, depends on settings. Export
tasks are executed automatically, according to defined schedule. It does not delete any
data from backup. In order to create export task select Export from the ribbon in
Management Center. The task should be created before backup will done.
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[35] achmin @ hetpe://192.162.0.19%:45554/ ManagementService sve = =] kS
Manu  Satings  Help
OPERO . . o
iy LD L N Y fom o
= : = 15 1820
Al (O Wit active backup
® Days:
() Active session B
| Find user Last backups status:
i-a[’ﬂﬁ Ciearfiter Status | Usarnama | Backup setname | Data |~
— [~] Michal eF TP 12017 1123
S Testowa Compl Ml bl HREHAT T8
L8 ATasi@ 0% Wichal oFTeF 122912017 103
[ Dac Enteore Mcnat Ll
& Dawid_Server Matafia Dacs
j_'_'_g ;‘::;‘" [7] Natalia Dacs 7
|8 naiaz Hatala Doce 12202017 10.00....
& orcana [+] Ntalia Docs 1212902017 8:595
B Testowe Lmn ¥
~& piokrek Slorage utiization Number of filas
& tes_mciest
- & robert
8 testzd BOBGE T———= —
& fest 123 456GB
& toster 30468 —— Sizs of backed up files
ISZGB L R e ] _-_U‘.u‘m
admin 08— = ] = = =1 ] g
= e i 2 2 & 0 & B A =
Used space 475.12G8 Decuplicafion ratic 3 T4x
Cornection statvs &

Then a window will be displayed with a list of defined tasks Export. In order add new export
task click the button Add task.

Kopero. X

OPERO

WORKS, S0 YOU CAN TOO!

2

Export tasks Task details
MName Schedule Type Project name Mext run
test At13:38:29 onlyon Su... |Local
Test123 Every 05 hours Local
Test321 Every 05 hours Local
HDDWin7 At10:48:14 Local
WINTCZYST Every 05 hours Local
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In the next step you have to complete form which allows to add new export task. After
entered name of the task, you have to define a schedule for him. In this order on the form
you have to choose the button Edit. Then new window will appear which allowing you to add
schedule. After you save and re going to the define the export task, select the storage
location for the exported data. After a successful completing to the entire form, you can save
a new export task selecting button Create. Exports may take several a few hours!

1| Xopero X

OPERO

WORKS, 50 YOU CAN TOO!

Task name:

|Expnrt |
Scheduler:

|Every 02 hours | Edit

Destination:
\Ishare/CACHEDEV1_DATA/Public || Choose

Settings:
Skip if exist

Chwerwrite if exist

Create

To add backup project to export task go to the Advanced tab, select Export, and choose a
task from the list.
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[ ¢ Edit backup set - X
Edit backup set - FTP
WORKS, S0 YOU CAN TOO!
Backup setname:  €FTF
General Advanced
Settings
. . . Do not try to perform backup
Use VS5 Include hidden files [+ Active backup set []shutdown computer after finish Dagain et g

Permissions Backup type Advanced Temporary directory

0 Make backup on Type: Without encryption Use this settings to choose temporary

Windows user permissions Aut i » directory, different than default
utomatic [Jwithout compression
User:
| | E;g:ﬂe :ersmn after : File retention
B Choose..

Password: (® Versions 30 =

| | () Days a0 3
Export

Export Warning! Enabling export function for backup project will make the data will not be encrypted.

Export ~

Save Cancel

In the case of the Xopero QNAP Appliance, the Export function can be used to export the
HDD image file to any place on QNAP, which will help the machine to start up faster in
Smart Recovery.

Export allows you to restore data in accordance with the schedule, store the data on the
device on standby.

Xopero integration with AD

General information
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Active Directory is a directory service for systems of the Windows family, which is an
implementation of the standard protocols and directory names - LDAP. Server with installed
and active Active Directory is promoted to a domain controller for a specified domain. The
Xopero QNAP Appliance enables integration with Active Directory. The configuration of
integration with AD is not required for proper work of the Xopero system.

What is the integration of Xopero with AD?

Active Directory integration is based on mapping the structure of all users who are active in
the domain. With the Active Directory User Mapping option, the administrator has the ability
to easily set up Xopero accounts from a single location. Integration requires Xopero Active
Directory Agent to be installed. The mapped account in Xopero reflects the user's domain
account, so the user does not need to authenticate with additional data.

By default, client application always connects to the same server that the administrator
connects using the Management Center. If the server address has changed, the
administrator will log in to this server, and the end users will also do so at the next logon to
the system.

Mapping Active Directory users

To assign permissions to Active Directory users run Xopero Management Center on the
domain controller. Then click on Active Directory users mapping button marked on a
screenshot below.

This icon can be greyed out, if you don't have enough rights. It's the best to login to host
as domain administrator.

= T
MEny  Semngs  Help
)(
OPERO S : ~ Licanse
P3IVATE CLOUD BACKUP @‘@ ! % .%:? & = i ::::i‘ms ‘;:32

Show users:
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Active Directory - Users settings window will appear, it contains a list of available domain
controller users. At this moment you need to define, to which group the user(whose account
will be performed backup) will be assigned.

Available groups are Endpoint and additionally, depends on bought license version - Server.
Endpoint group enables members of it local data and mailbox from MS Outlook. While
Server expands those possibilities for advanced copies.

Active Directory - Users Setting:

OPERO

PRIVATE CLOUD BACKUP

(Group name: | <All Users=

License

abcd Server had Set Standard

Administrator Server Set Advanced

$131000-BS309LPA5SERM Endpoint

SM fa7ciObee32d49b6s - Set None

HealthMailboxd41e837
HealthMailbox4bG080f
HealthMailbox73c02d8
HealthMailbox&f5f363

HealthMailbox9a8592d
HealthMailbox9abS0b0
HealthMailboxc222ef2

I o o s s [ o [

HealthMailboxcdd3e8b

Remember to install the Management Center on a different host than the Xopero
server. Otherwise, the endpoints will not be able to log in.
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Smart Recovery

What is it and what is it for?

Smart Recovery is used to import a virtual machine image from HDD Image and connect to
it, without installing additional software on your computer.

To start a virtual machine you must meet the following conditions:

e Virtualization Station application must be installed on QNAP.
e You need to have at least 4 GB of memory on QNAP, and 2GB of memory must
be available, at machines start.

Once these conditions are met, it is possible to start virtual machine using Virtual recovery
function.

Adding machine

PIEASE NOTE THAT:

1. You can create the machine only from BMR (Bare Metal) backup, the partition backup
does not allow to create the machine,

2. There is no possibility to create machine, if backup was encrypted by custom key.

To open the window of the Smart Recovery, click on Virtual recovery option, which is located
on the ribbon with main functions.
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ﬁ.] admin @ https://192.168.0. 19845554/ ManagementService sve
Menu  Sallings  Help

Managemsant Center

OPERO
WIRRE, £0 ¥OL CAN OO
Show usars: A
@ All (2 With actve backup :
S | 0 |

After that Smart Recovery window will appear. To add the machine, click Import Virtual
Machine button.

Virtual machines
WORKS, SO YOU CAN TOO!

®® 3

Source  Core RAM Create date

Then, at the Wizard window, you have two options to import machines - Prepare chosen
machine from the backup set and Select machine from prepared or exported images. The
first option allows you to select user and backup image, which user made. After the creation
of the machine, the Preparing status appears, which means that the machine is imported
from the storage. The second option allows you to select the finished image.

str. 513



|z| Create virtual machine

OPERO

WORKS, 50 YOU CAN TOO!

Selectvirtual machine source:

() Prepare machine from chosen backup set

ser:
Device:
Backup set:

Destination directory:

() Select machine from prepared or exported images

R [=Fa

str. 514



|_Z| Create virtual machine

OPERO

WORKS, 50 YOU CAN TOO!

Virtual machine name:

Prepare virtual machine

Win¥

Wirtual machine parameters
Core:
1 i

Metwork configuration

Choose network type:
Bridged Metwork

1024 | B

Choose network interface:
gws0, 192 168.0.199 ~

Back Create

In the next step, enter the name of the virtual machine, set the number of QNAP cores and
RAM, which will be used by machine. Then choose network type.

Starting machine

To turn machine on click Start button at the main tab.

Connection with machine starts by clicking Connect, then you're going to be redirected to the
browser and the machine will start by using tool to connect to VNC.
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The machine can also connect using its own tools like Real VNC, using the specified port on
the machine.

Virtual machines

WORKS, 50 YOU CAN TOO!

® & &

Source  Core RAM Create date

The browser used to connection with machine, has to support HTML 5

Running virtual machine can be stopped at any time, bearing in mind that the detention is
associated with cut off power supply, which can cause system errors.
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2

Modifying

If you want to edit settings of your machine select Edit virtual machine option.

Then you will see a Machine edition window, where it is possible to change the amount of
cores used by the machine , amount of RAM, the ability to connect or disconnect the
machines from the network.
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Virtual machines

WORKS, 50 YOU CAN TOO!

® &5

Source  Core RAM Create date State

Deleting machine

To delete machine choose Remove option, it will delete machine from the list, but it won't
remove backup files from QNAP.

Virtual machines

® &5

Source Core RAM Create date State
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Export to QNAP Virtualization Station

If we have ready virtual machine, it is easy way to move it directly to Virtualization
Station on QNAP. After using export option, there will be no way to connect with
machine from Management Center. Any actions will be available only using QVS.

In order to export your virtual machine to QNAP choose option Export to QNAP
Virtualization Station.

O p E R 0 Maszyny wirtualne

WORKS, 50 YOU CAN TOO!

Maszyna wirtuaina Zrédio Rdzenie RAM

Thanks to this option every user, which has access to QNAP will be available to use this
virtual machine. In addition it gives more possibilities to configure and manage it.

@ VirtualizationStation 3

Informacje ogdlne

. . . @ Pay M Wyszukal =

- = [IsUwn T /COMPUTER Dive(aSaT08  DT8Vall
Win7 bag ESARVETST Virtust Swch 1
) - st e
1 rezenile| z68

Ol DeEBRE<T®QE
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Troubleshooting

Timeout during datastore creation on QNAP

Cannot create a Storage on QNAP

In case of issue with creating a Storage on QNAP 'Module:Server;
Function:FunctionCreateDataBlock; Error:UnableToAssignDataStore;
ErrorCode:60F0170E2000' or timeouts while launching Storage Manager option you

need to disable forcing secure connection(HTTPS) on your QNAP device.
Open the QNAP General settings.

Disable Forcing HTTPS on System Management tab.

Cannot load file or assembly AlphaVSS.x64.dlI

Alpha VSS problem

[>¢] Xopero - Log szczegéty - O X
XOPERO

WORKS, 50 YOU Can Too
Opis Scietka

Nie mozna zatadowad pliku lub zestawu "Alpha¥'SS.Common, Version=2.0.0.0. Culture=neutral, PublicKey Token=953d3593561034e 3" lub jednej z jego zaleznosci. Nie moina odnaleis okreslonego pliku I
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In case of error '‘Cannot load file or assembly 'AlphaVSS.x64.dll" (...) ‘or one of its
dependencies. The specified file could not be found." Xopero agent needs to be

reinstalled.

The problem is caused by missing file(s):

e AlphaVSS.x64.dll
e AlphaVSS.x86.dll
e AlphaVSS.Common.dll

Go to Control Panel> Programs> Uninstall a program

In the list, find Xopero and select the 'Uninstall/Change' option.

In the first window, click 'Next', then the 'Repair’ option.
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ﬂ WOpera Insalator Y

Zmien, Napraw lub Usun instalacje

OPERO

WDEHS, 50 YO CAN TR

Wybierz operacie, ktdrg cheesz wykonad,

Zmien
Pozwala uzytkownikom wybrac skiadniki ktdre majg byd
zainstalowane.

HNapraw

Maprawia bledy w ostatnie] instaladi - uaktualnia brakujace lub
uszkodzone pliki, skroty | wpisy do rejestru systemowego.

Usuri
Usuwa ¥opero z tego komputera.

Advanced Installer

< Wstecz Dalej = Anulug

Cannot find servers because port 8097 is currently busy

Problem with finding server instances

The following error may occur when starting the Management Center application

Issue is caused by busy port 8097, which is used by our application to find Xopero Server instances and display

them as available servers on the list:
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1¢| Xopero — e

OPERO

WORKS, 50 YOU CAN TOO!

User: |admin |
Password: | | [ 1 Remember password
Address: | |
Mame IP address Maodel 2
MASEBDIGE 192.168.0.193 T3-xa80U
XoperoStore02 192 168.4.23 T3-¥51
MASEEGQOAG 192.168.0.197 TS-X63 W

Login

Same port is used by gFinder application to find QNAP devices in LAN network - which is the source of the issue.

To solve that problem you can just close gFinder application and restart Management Center.

You can also ignore the message and provide the IP of Xopero Server instance manually in Address field.

Unexpected error. No connection could be made because the
target machine actively refused it.

Changing the port used by the client application

str. 523



If during the attempts to run the Xopero Agent interface, the following message appears:
Unexpected error. No connection could be made because the target machine
actively refused it., probably the port on which the application connects to the

Xopero_backupagnet service has been blocked or is occupied.

The solution to this issue is to change the default port to another one. To do this, follow

the steps below.

1. Go to the list of services and stop the Xopero_backupagent service.

S Ustugi

Plik Akcja Widok Pomoc
e |FEBozHE »eup
,« Ustugi (lokalne) I:J Ustugi (lokalne)

e

Xopero_backupagent Nazwa Opis Stan Typ uruchomienia Legowanie jako
) -.'_';_‘;Windows Time Main... Recznie (wyzwalan... Ustuga lokalna
ﬁ%ﬁ%:l U:Lucg.:nie ushuge \':?;W?ndows Update - Umo... Dziala Recznie (wyzwalan... Systemn lokalny
£k Windows Update Medic Ser.. Umo... Reczny System lokalny
Q;Wykr},wanie sprzetu powleki Zape.. Dziala Automatyczny System lokalny
Opis: . €} ¥box Accessory Manageme... This ... Recznie (wyzwalan... System lokalny
Xopero_backupagent Service -E:e_‘;)(opero Backup&Restore Main... Dziala Autematycznie (0. System lokalny
g opero Client Xope., Dziala Automatycznie (0., System lokalny

System lokalny

opero_backupagent

-5‘) opero_cloud3_agen| - genie (0. System lokalny
‘»@:XUPEVUDB Zatrzymaj Ny System lokalny
G Zapisywanie gier Xbos iliniampma alan.. System lokalny
-.'_';_‘;Zapora Windows Defer Wzndw p::; Usluga lokalna

2. Go to the directory where the application has been installed (default:
C:\Program Files (x86)\Xopero), and then open the configuration file:
Opero.Client.ClientApplication.exe.config ( recommend to use the free tool
Notepad ++).

3. Find the section: appSettings and change the value for RemotingPort to the
port number that want to assign to the application, e.g. <add
key="RemotingPort" value = "9001"/>. If the parameter. RemotingPort is
missing, add it.
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[=] Opero Client Client Application exe corfig E1

<?xml version="1.0"72>

2 <configuration>

3 <configSections>

4 <section name="nlog" type="NLog.Config.ConfigSectionHandler, NLog"/>
5 —| <sectionGroup name="userSettings" type="System.Configuration.UserSettingsGroup, System, Version=2.0.
g <gsection name="Opero.Client.ClientApplication.Properties.Settings" type="System.Configuration.Clie
7 - </sectionGroup>
8 F «</configSections>
& B <appSettings>

10 <add key="CacheExp AccountInfo" value="60"/>

11 <add "UzedSpaceWarning” valus="S0"/>

1= 5 " Jp——

13 gadd key="RemotingPort" wvalus="9001"/>

14 <add "ClientSettingsProvider.ServicelUri" wvalus=""/>

15 <add "LogFilePath" wvalus="servicelogs.db"/>

16 <add "SettingsFilePath" valus="settings.xml"/>

17 <add "CallbackPeriod" wvalues="300"/>

18 <add "SleepBeforeReconnect" valus="60000"/>

19 <add k SleepBetweenLoops" wvalue="1000"/>

20 <add key="RetryExecunteBackupAfterError" walue="10"/>

21 <add "ShutdownTimeontInMins" valuse="5"/>

22 <add k ShutdownRetries" wvalue="3"/>

RS <add key="WaitForServiceDelay" valus="180000"/>

24 -  </appSettings>

25 [H <runtime>

26 <loadFromRemoteSources cenabled="true"/>

27 F  </runtime>

4. Also define the same value in the file: Opero.Client.ClientService.exe.config.

[=] Opera Client Client Service.exe config E3

<?xml version="1.0" encoding="utf-8"?>
<configuration>
<configSections>
<gection name="nlog" type="NLog.Config.ConfigSectionHandler, WNLog"/>
= <gectionGroup name="userSettings" type="System.Configunration.UserSettingsGro
<section name="0Operco.Client.ClientService.Properties.Settings" type="Systel
= </sectionGroup>
F «<fconfigSections>
<appSettings>
<add kev="LogFilePath" wvalus="servicelLogs.db"/>
11 <add key="SettingsFilePath" value="settings.xml"/ />
<add kev="CallbackPeriod" wvalus="300"/>
<add kev="SleepBeforeReconnect”" wvalus="60000"/>
<add keyv="S5leepBetweenlLoops" wvalus="1000"/>
<add kev="RetryExecuteBackupAfterError" valus="10"/>
<add keyv="5ShuotdownTimeoutInMins" wvalus="5"/>
<add kev="ShutdownRetries" valus="3"/>
| - kev="RemotingPort" wvalus=" 9[][31".
Zadd Kev—TLllENtoeLLiNgSPrOvVIider . servicedri"” value=""/>
</app5ettings>
H <runtime:>
<loadFromBemoteSources enabled="true"/>
F <fruntime>

(4, T R U % T P

-]

W o
{1}
[N
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5. After saving changes to the configuration files, start the Xopero_backupagent
service and try run the Agent interface again.

Repeated update of the Management Center application
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Resolve a problem with updates install

When the Management Center update installation fails, attempts to reinstall will be made
every time it starts. To solve this problem, uninstall and reinstall the application. For to
do this, you can use the Management Center installation file. Select the option to remove

the application at first step, and then the installation option at second step.

Sending file error

Sending file error on Xopero QNAP Appliance -
ErrorCode:60F1000E9998

QNAP devices have limitations on the number of files in the directory. If the number of
5326084 files is met, saving to such directory becomes impossible. If an error occurred

during sending and you will see a message in the logs:

Module:Server; Function:FunctionUploadData; Error:UnhandledException;

ErrorCode:60F1000E9998

that means the file limit has been met.

To ensure continue backing up without losing the old one backups, you need to edit the

magazine and change its priority to Low, and then create a new High-priority magazine.
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Displaying capacity

16 EB value in Management Center QNAP

Sometimes happened that the account capacity displayed in the Management Center will be
incorrectly recalculated and EB value will be display. Then you should recalculate the

storage capacity. To do this, follow the steps below:

Login to QNAP by SSH.

Perform the following commands in command-line (puTTy) and then press enter:
/etc/init.d/XoperoServer.sh backup_info_job_1 hour

[etc/init.d/XoperoServer.sh refresh_retention_days

e o

| can't connect with MS SQL server, why?

The most common problem with the connection to the database - the
correct server name

The problem with the connection to the Microsoft SQL server, when creating a backup

project, is usually result from an incorrectly entered server name.

The Xopero system detects only host name, on which at least one MS SQL server
instance is located, but we must remember that there may be many instances on one

host.

That's why instance name must be included in backupset, the full server name should

be:
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HOST_NAME\INSTANCE_NAME , for example:

Michat-PC\SQLEXPRESS

Instance name

If we don't know the name of an instance, we can find it by few ways:

1. Sqgl Server Configuration Manager

After running the above-mentioned tool, go to the SQL Server Services window and look

at the name in brackets next to the SQL Server entry:

QL Server Configuration Manager (Local) Name State Start Mode Log On As
= :Qt :e”"e' ;e"""cesk s uration (G2bit ) SQL Server (SQLEXPRESS) Running Automatic NT Service\MSSQL...
s SQL Server Network Configuration (2bit/| en o) o e agent (SQLEXPRESS) Stopped Other (Boot, Syste..  NT AUTHORITVANE...

> @ SQL Mative Client 11.0 Configuration (321
- SQL S B St d Other (B Syste..  NT AUTHORITY\LO...
> _E_ SQL Server Metwork Cenfiguration ﬁ QL Server Browser oppe er (Boot, Syste

> .. SQL Mative Client 11.0 Configuration

2. Microsoft SQL Server Management Studio

One of the basic tools that also allows us to verify the instance name already on the

server connection window:
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Microsoft SQL Server 2014

Servertype: Database Engine
Server name:
Authentication: [W‘mdnws Authentication

| Michat-PCiMichal

In case you log in automatically, the name can be verified in the Object Explorer.

Ohbject Explorer * X
Connect = iﬂ gg BT E j
= | MICHAE-PC\SQOLEXPRESS [SQL Server 12.0.2269 - Michat-PC\Michat)

F [ Databases

How to backup and restore the Xopero Backup&Restore
database?

Introduction

Xopero system store its data in PostgreSQL database and in storage folders.
PostgreSQL database is being copied daily and it's backup saved in storage folder.

System always stores last 7 copies of the database.

Database dump
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Database dump is performed automatically once a day. If user wants to have the newest

dump, he should use Database manager.

To perform forced database backup, launch Management Center, go to Settings and launch

Database manager.

Database manager

OPERO

WORKS, 50 YOU CAN TOO!

Eveni Created Database dump destinaiion path

Humber of entries: Page number:

2 s fH

Then open Database backup sheduler and choose your own configuration.
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Database backup scheduler

OPERO

WORKS, 50 YOU CAN TOO!

Task name:

Database backup

Scheduler:

At05:00 Edit

Destination:

Al storages '

Database restore

In case of database damage, it can be restored from previous database backup. It is

required to have valid database copy. To restore the database:

1. Make sure, that the application is stopped:

stop Xopero Backup&Restore service

2. Run cmd with administrator rights:
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cd C:\Program Files\Xopero Software\Xopero

Backup&Restore\pgsgl\bin

3. Connect with database:

psqgl -U postgres -p 5433 -d operozl

4. Verify that the database opero21 is empty:

SELECT count (id) FROM public.versions;

SELECT count (id) FROM public.files;

empty base should return a 0 value

5. Return to catalog:

\g

6. Drop database:

dropdb -U postgres -p 5433 opero2l

7. Create empty database:
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createdb -U postgres -p 5433 opero2l

8. Import database backup:

psgl -U postgres -p 5433 -f name dumpbase operozl

How to backup and restore the Xopero QNAP database?

Introduction

Xopero system store its data in PostgreSQL database and in storage folders. PostgreSQL
database is being copied daily and it's backup saved in storage folder. System always stores

last 7 copies of the database.

Backup files are saved with the backup_opero21 X.sqgl name, where X is a number

from O to 6.

Logging to QNAP by SSH

1. Log into your QNAP by SSH. It is possible by e.g. PuTTy, itis a free program which you

can download here.
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= Terminal
- Keyboard
- Bell
- Features
=) Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours
[=)- Connection
. Data
- Prosy
. Telnet
- Rlogin
H- S5H

Basic options for your PuTTY session

Host Mame (or IP address)

Specify the destination you want to connect to

192.168.0.220)

Connection type:

Load, save or delete a stored session
Saved Sessions

(ORaw (O Telnet (O)Rlogin @ SSH () Seral

Default Settings

Cloge window on ext:

() Aways () Never

2. In Host Name (or IP address) field enter QNAP IP address, choose connection type SSH.

After these steps click Openor, if necessary, change other settings.

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.
The server's rsa2 key fingerprint is:

N = | N
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want te carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

3. When the above window appears, select Yes.
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192.168.0.220 - PuTTY

4. Enter the login and password to your QNAP.

Database dump

To perform Xopero database backup, stop XoperoServer at first step, then launch database
and make dump of it.

Database dump is performed once a day. If user wants to have the newest dump,

it's possible to force this operation it by using following command:
/etc/init.d/XoperoServer.sh backupexpert_pgdump

After this operation you can copy storage with files and dumps.

Database restore
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In case of database damage, it can be restored from previous database backup. It is

required to have valid database copy. To restore the database:

1. Make sure, that the database is stopped:

/etc/init.d/XoperoServer.sh stop

2. Change the name of XoperoServer.sh:

Go to: /etc/init.d/ directory

enter command: mv XoperoServer.sh XoperoServer.shl

3. Before the next step, you need to check status of the service - (this command should

return no processes):

ps aux | grep opero-mono

If the mono service is running, use the command: kill [port where

the service is running] eg. kill 14692.

4. Run the PostgreSQL database instance without Xopero applications:

/etc/init.d/XoperoServer.shl postgres start

str. 536



5. Verify, that the database is started - (Only one result should be returned):

#ps aux | grep 'postgres' | grep 'Xopero'

6. Log in to the PostgreSQL.:

/etc/init.d/XoperoServer.shl psql

7. Check if the database is empty:

SELECT count (id) FROM public.files opero2l;

Exit: [Ctrl] + [z]

Check, if you can find opero21 on the list. If so, you have to verify, if it's a empty database
(created automatically during gpkg package installation) or it's a proper database (in this
case the database is propably not damaged). The easiest way to verify it is by using above

commands. Empty database should return O.

If the output is different than 0, the database is not empty and it is necessary to check its
content before proceeding. If the output is 0, you can delete empty database by using

command:

Go to: /share/CACHEDEV1 DATA/.gpkg/Xopero/postgres95
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and enter the command: ./exec.sh dropdb -U postgres -p 5433 opero2l

8. Creating an empty database:

Screatedb -U postgres -p 5433 opero2l

9. Import of the database dump:

./exec.sh psgl -U postgres -p 5433 -f {dump localization} opero2l

e.g. ./exec.sh psgl -U postgres -p 5433 -f

/share/CACHEDEV1 DATA/dump.sql opero2l

10. Change the name of XoperoServer.shl:

Go to: /etc/init.d/ directory

enter command: mv XoperoServer.shl XoperoServer.sh

11. Start the application:

/etc/init.d/XoperoServer.sh start
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Management Center not running - error including .NET
Framework 4.7

Solving the problem with not running Management Center (issues with
Microsoft .NET Framework 4.7)

"User 'SYSTEM; has previously initiated an install for product '‘Microsoft .NET
Framework 4.7'. That user will need to run that install again before they can use that

product. Your current install will now continue”.

If you receive this message when you try to start the Management Center, download the
Microsoft .NET Framework Repair Tool, so that it can detect and fix the malfunction. We also

recommend that you update your operating system.

Not once failed to perform a full backup of data, because the

CLI application lost its connection with the server. What to do?

Increasing memory for Java

The problem may be inherent in the available memory for Java. Increase the amount of

memory in the JVM, it is possible by the command line, using the given options:

e -Xms<size> set initial Java heap size
e -Xmx<size> set maximum Java heap size
e -Xss<size> set java thread stack size
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Maximum memory size for 32-bit JVM is 4GB, so to increase the memory you need to use
the 64-bit version of the JVM, e.g. java -Xmx6144M -d64. Flag -d64 is needed to running
JVM in 64-bit mode.

While performing backup of one of the machines, a warning
appears: "Virtual DB machine does not have a snapshot

created." - what's going on?

Snapshots - for what?

The message about the lack of a snapshot in our application is marked as a warning and
refers to sub-optimal backup (longer and bigger). For this reason, we recommend
creating a snapshot for one machine Hyper-V in virtualizer settings, which means that
the only a snapshot file will be processed - the speed up sending and reduce the
processing time for each machine for which will be a minimum of 1 snapshot. In this

case, the main virtual machine disk file is not modified.

What cause the error "Authentication with old password no
longer supported, use 4.1 style passwords" when creating a

MySQL backup project?
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Errors in defining MySQL backup

The problem is the lack of support for the MySQL passwords of the old type. The sites
https://dev.mysqgl.com/doc/internals/en/old-password-authentication.html is shown
information that support for old password type was excluded because it is a less secure
form login. A proposal of the solution to the problem is to create a new MySQL user
account for the purpose of backup or move to a new type of authentication while keeping

the old account.

How to delete data from the Xopero Cloud server?

Deleting data

Backup or briefcase files that have been sent to Xopero Cloud servers can be deleted at any

time.

Backup files

Backup files, processed within backup tasks, can only be deleted through desktop

applications:
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e Xopero Cloud Agent

After logging to application, go to "Restore" tab, where all files sent as backups
are viewed. After marking all the files that are meant to be deleted, click on

"Delete" button

[z| Xopero

OPERO

WORKS, 50 YOU CAN TOD

Pt
|_. [ Start

My backup sets

Restoring

Briefcase

&' Eventlog

Next copy

None

Kuba

Used: ar. 1 Mg

Computer name

Connecled

@ Restoring

Computer DESKTOP

£ -

~  \ersion |14.01.2021 ke

Backup set  All

= E‘_ -
= @ Users
& [El xopera
& [E. . Desktop
& B Teoria
|:| ]
@ -
| i | ]
T 8 .
EI5 .
D-: I m
05
-7
00
3 D =
O v

Restore selected >

Briefcase files

Regardless of used method, deleting file from any location will result in disposal of file in

briefcase cloud resources. File sent do briefcase can be deleted from different locations:

str. 542




e Through the directory that is synchronized with briefcase space in local computer
- we execute identical operations on files as in any other Windows directory
e Through the web panel:
o Log in to web panel (login.xopero.com)
o Choose "Briefcase" tab
o Mark the files that are meant to be deleted and choose "Delete" button

More information about file deletion can be found here.

If | forget to renew the license, then my files will be lost - the
lifetime of the account.

Account lifetime

User files in Xopero Cloud platform are kept to the end of customer license, unless there is a

one of the following situations:

resignation - the data store 1 month,

license expiration - the data store 1 month,

delete user account - the data store 1 month,

delete data - the data store 1 month,

reset the encryption key - the data are deleted immediately.
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The application has selected the message "Different device
chosen. You can only restore your data". | can't make a
backup. What to do?

Solving the problem of moving applications in read-only status

If you mistakenly selected host during the installation of the application and you can add

new host or choose the right host which has previously been defined as follows:

1. Stop the service and turn off the application,

2. Go to %ProgramData% directory and remove Xopero Cloud directory with

content,

Start the service,

4. After start the application and log on, a window with the possibility of adding a
new device or selecting one of the previously defined appears. Select the
appropriate, or add new.

w

In case were chosen the wrong host, but there is no possibility to add new host and the

right has not been before defined :

1. Determine which hosts of user to be removed, and next restore data from it, if
you do not want to lose them,

2. Stop the service and turn off the application,

3. Go to %ProgramData% directory and remove Xopero Cloud directory with
content,

4. Log on to the user panel and remove the host from the account edit,

5. Start the service,
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6. After start the application and log on, a window with the possibility of adding a
new device appears. If the message is results from hardware changes, please
contact the service provider.

If the instructions above doesn't help, we recommend sending ticket to Xopero's

technical support.

Causes

This "Read-only" message appears when:

e during the application installation user indicate a different host than the one on
which the application has been installed,

e in computer where the application was installed has been changed the
motherboard or processor, because on their basis is generated hardware key
applications.

How to start?

First steps with Xopero - QNAP

The following document will show you how to configure Xopero after its installation. If you

have not installed Xopero yet, see our Installation manual or watch it on YouTube.
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Get Management Center

The Management Center is an application which allows you to configure and manage

Xopero Appliance centrally and remotely.

It is required to install the Management Center application after the installation of
Xopero. Open your QNAP web panel and go to the App Center. You have to find the Xopero

PRO or Xopero Free Forever and click the Open button in its box.

The Xopero icon should also appear in the main QNAP panel. You can open the Xopero

Control Panel from here as well.

-+ X
a c#0
:::] | B Volume Inf
My Apps
5 GNAP Store (Update:1 | Installed:8) © Update Al
My Ucenses
A3 App: o= Q Q Q Q
A\l Apps
l | I J * a)
QTS Esseotials o @
Hecommenced Photo Station Music Station Dovmioad myQNAPCloud Xopero Pro
Beta Lab 513 481 Station 4.2.1 SSL Certificate 3.6.88.815

Entertainment Ententainment Downicag URilities Backup! Sync

Fartners

B saclp/ Sync

Entestainment

Surveiltance

Education

The Xopero Control Panel will be shown, however at this stage of configuration you will be
asked to download the Management Center application. Click the Download button in order

to get it.
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When the Xopero is configured the Control Panel enables you to view the data store

utilization, check user logs or download client applications and update license details.

7N I —
(&) Thank you for choosing Xopero Appliance!

vauwnlaad Manasement Center and canficure ¥acaro
Downioad Management Center and configure Xopero.

Default username is admin, password: admin

DOWNLOAD

When the download is finished, install and run the Management Center application on your

computer.

Setup Xopero to work

When you run the Management Center, the login screen will be displayed. Your QNAP
device will be detected automatically and the default Xopero username and password will be
filled in.
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During the first log on to the Management Center, a wizard guides first configuration, which

will help you prepare Xopero platform for further work.

OPERO

PRIVATE CLOUD BACKUP

User. admin
Password: | ™™

Management Center

]; ] Remember password

Address. 1921680199

@

Name IP address

Change the admin password

After logging into your QNAP the First Run Wizard will be launched and in the first step it is

required to change the user password for security reasons. Just type in the password and

make sure that you re-type it correctly.
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First run wizard

OPERO

PRIVATE CLOUD BACKUP
Administrator 1/6
password

Set administrator password for Xopero system. It will be used for login to Control
Panel and Management Center.

Change password

Create data storage

If you have a default password to your QNAP (admin) the data storage will be created
automatically. In case of previous alteration of QNAP admin password the First Run Wizard

will ask you to type in this admin password and then to choose the data storage type:

e Automatic — this is the recommended type, the data storage size will be fit to the
available disk space on QNAP,

e Manual - it allows you to set the data storage size, its priority, cluster size and
QNAP shared folder.
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First run wizard

OPERO

PRIVATE CLOUD BACKUP

216

Please enter QNAP administrative password and then choose method to define data
storage for Xopero.

Password: |

Automatic

If the QNAP device has been updated from the QTS less than 4.0 the data store cannot be
created automatically. In this case you have to create the data store manually, click on the

"..." button in the Shared folder field and create the folder directly on QNAP device.

Integration with Active Directory service

Now comes AD integration, which is available for domain controllers with Active Directory.

We'll skip this step. More information about it: Mapping Active Directory Users.
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Add your first Xopero user

Now, you have to create your first Xopero user who will be able to backup and sync data.
Firstly, type his/her name and password. Next, it is recommended to define the user

encryption key which will be used to encrypt the data. There are two type of the encryption
key:

e Default key — it is generated automatically and stored in Xopero database on
QNAP, user does not know this key. It is a safe and comfortable method because
there is no risk of losing the key.

e User key — the user types in his/her own encryption key and it is not stored in
Xopero database. The data is better secured because there is also required to
enter the encryption key besides the user name and password to restore data. In
case of the key loss it is impossible to restore backed up data.

PRIVATE CLOUD BACKUP
Create first user in Xopero system 46
Create new user
Choose account types:
User — _
o (® Endp ) Server
Desktop DeskopiServer
Comtmpasevort [ | |
__ Localdata LY Localdata
Assign to group: ademin @5 outiook @5 outook
[v] Define encryption key & wp & vHo
Encryplion key , : & soL Sener
Encryption keype: | Default enciyption key v @ Firedird
e ST — & Nevorcanes
conmmencoptonker [ o
4§ Pre/Post Script
8¥ Hyperv
T Postgre saL
g Download - uysoL
agent &) System State
@ FIP

* Assign device

_ Create |
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Subsequently, you have to choose the account type between:

e Endpoint — the user can backup only local data, Microsoft Outlook and perform
VHD backup.

e Server —the user can backup the same data as in Endpoint type and moreover it
is possible to backup the databases, Microsoft Exchange, virtual environments,
FTP servers and network drives.

Download and install client application

In the next step, you have to download the client application and install it on any computer in

your local network. It can be the same computer where the Management Center is installed.
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First run wizard

OPERO

PRIVATE CLOUD BACKUP

System Xopero is ready for work!

Software is properly configured to work. We need only Iast step to store
your files in safe way. Please download agent application and install it on
computer which data you want to protect.

Get Client application

Download
agent

l Assign device

Next step

Assign device to user account

Once the client application is installed, you can assign the device to user account. In Xopero

system the device is the user’'s computer with the client application installed on it.

For the Xopero system, device is the user's computer with the installed client application
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OPERO

PRIVATE CLOUD BACKUP

First run wizard

Selectuser.

Select device:

-3 admin

-8 (xR

* Assign device

192.168.0.30(TOMASZ-PC})

[

Authorization
Enter user password

Entar encryption ey

[] Add project after assigning device

Just right-click on the user and select the Assign device option then select the device from

the list or enter its IP address manually. Finally you have to enter the user password and its

encryption key if it is required.

Click Assign to finish the wizard and start protecting your data with Xopero.

First steps with Xopero - B&R

The following document will show you how to configure Xopero after its installation.

Get Management Center
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The Management Center is an application which allows you to configure and manage

Xopero Backup&Restore centrally and remotely.

It is required to install the Management Center application after the installation of

Xopero.

Just click twice on Xopero B&R panel icon to open Xopero Control Panel. At this stage of
configuration you will be asked to download the Management Center application. Type your

mail and click the Download button in order to get it.

@ Thank you for choosing Xopero Appliance!

Download Management Center anc configure Xopero.

Default usernameis admin, password: admin.

DOWNLOAD

When the download is finished, install and run the Management Center application on your

computer.

Setup Xopero to work
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When you run the Management Center, the login screen will be displayed. The default

Xopero username and password will be filled in, you need to type localhost or your IP

address in Address field.

If you want to work in AD, you have to use IP address during log into Managment Center.

During the first log on to the Management Center, a wizard guides first configuration, which

will help you prepare Xopero platform for further work.

OPERO

WORKS, 50 YOU CAN TOO!

Management Center

user: |EIR

Password: |

| ["] Remember password

Address: |Iocalhost

@

MName IP address

MNASESDFE2 192.168.0.199
MNASESD3EE 192.168.0.198

Model

T3-%51
TS-X80U

Change the admin password

| ésai ]

After logging into your QNAP the First Run Wizard will be launched and in the first step it is

required to change the user password for security reasons. Just type in the password and

make sure that you re-type it correctly.
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OPERO

WORKS, 50 YOU CAN TOO!

Administrator 1/6
password
Set administrator password for Xopero system. It will be used for login to Control
ﬁ.\ Sioiage Panel and Management Center.
¢ AD integration Password: | |

Re-type: | |

=

4 Assign device

‘Change password

Create data storage

In this step, you will define data storage. It had to be the local path (on the same host in
which Xopero B&R is installed).
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OPERO

WORKS, 50 YOU CAN TOO!

26

Define storage where will be kept backed up data.

Storage settings:

\d  Storage orage s
Description: Used space:
| | 0 | e

= . Storage mode: UNCHocal path:

(l) AD integration st m | | |j
Capadity:
| | 1ca1

& Add user Cluster size:
|Derau|t v @
Priority:

Download | High v|
e agen
Save
4 Assign device

Integration with Active Directory service

Now comes AD integration, which is available for domain controllers with Active Directory.

We'll skip this step. More information about it: Mapping Active Directory Users.

Add your first Xopero user

Now, you have to create your first Xopero user who will be able to backup and sync data.
Firstly, type his/her name and password. Next, it is recommended to define the user
encryption key which will be used to encrypt the data. There are two type of the encryption

key:
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e Default key — it is generated automatically and stored in Xopero database, user
does not know this key. It is a safe and comfortable method because there is no
risk of losing the key.

e User key — the user types in his/her own encryption key and it is not stored in
Xopero database. The data is better secured because there is also required to

enter the encryption key besides the user name and password to restore data. In

case of the key loss it is impossible to restore backed up data.

First run wizard

WORKS, SO YOU CAN TOO!
Create first user in Xopero system. 46
Create new user
Choose account types:
user [ ]
@) Endpoint () Server
Password:
N ) Desktop Desktop/Server
Confmpassword [ | i G s
Assign to group: admin : [ outiook E5 outiook
. : ) & -
[ Define e-mail address €2 HDDimage @ HDD image
_ &, vHD &, vHD

Einad =l saL sener
[#] Define encryption key & Firebird

Encryption key & Network drives

Encryption key type: |Derau11 encryption key v 1% Exchange

Y E— >

Download Postgre SQL
G agen A wsa
& System State
g FrP
4 Assign device
. Create

Subsequently, you have to choose the account type between:
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e Endpoint — the user can backup only local data, Microsoft Outlook and perform
VHD backup.

e Server — the user can backup the same data as in Endpoint type and moreover it
is possible to backup the databases, Microsoft Exchange, virtual environments,

FTP servers and network drives.

Download and install client application

In the next step, you have to download the client application and install it on any computer in

your local network. It can be the same computer where the Management Center is installed.
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First run wizard

OPERO

WORKS, 50 YOU CAN TOO!

4/5

System Xopero is ready for work!

Software is properly configured to work. We need only last step to store
your files in safe way. Please download agent application and install it on
computer which data you want to protect.

Get Client application

g Dm;?[ad
4 Assign device

Next step

Assign device to user account

Once the client application is installed, you can assign the device to user account. In Xopero

system the device is the user’'s computer with the client application installed on it.

For the Xopero system, device is the user's computer with the installed client application.
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First run wizard

OPERO
WORKS, SO YOU CAN TOO!
6/6
Select user. @s
=3B
T a Michal

By right-click choose the user and click on
"Assign new device" or if you hadn't define
encryption key earlier "Define encryption key".

Just right-click on the user and select the Assign device option then select the device from
the list or enter its IP address manually. Finally you have to enter the user password and its

encryption key if it is required.

Click Assign to finish the wizard and start protecting your data with Xopero.

Forgotten administrator password Xopero - what next?

Admin password reset - QNAP

In case of forgotten password of the Xopero Administrator System you can use following

instruction.
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Manual reset of the administrator password

1. At first step you need to log in to your QNAP device using SSH connection. It is possible

by e.qg:. free program PuTTy - http://www.putty.org/

Category:
=8 S_ession Basic options for your PuTTY session
-~ Logaing Specify the destination you want to connect to

= Teminal
e Tﬂl‘(ln::board Host Name (or IP address)

- Bl |192.168.0.220)

- Fegtures Connection type:

= Windaw (JRaw () Telnet () Flogin @ 55H () Serial
- Appearance
- Behaviour
- Translation Saved Sessions
- Selection |
 Colours Default Settings
[=)- Connection
- Data

- Proxy
- Telnet
- Rlagin
H- 55H

- Serial

Load, save or delete a stored session

Cloge window on ext:

() Mways ON_ever (®) Only on clean ext

| e || conce

2. In the Host Name (or IP address) field, type your QNAP device address, check SSH

connection type. After that click Open or if the need arises change other settings.
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PuTTY Security Alert “

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsad key fingerprint is:

If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

3. After showing up the above window you need to press Yes button.

P 192.168.0.220 - PuTTY

4. You need to enter login and password to your QNAP device.

5. After log in you need to reset the password. To do this type in following command:

[~] # jetc/init.d/XoperoServer.sh reset password
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After this operation password is set to default - admin

Unlocking the administrator account

In case that instructions above doesn't seem to bring any better, it's possible that

administrator account has been blocked. To unlock the admin account, you need to:

1. Loginto QNAP device using SSH connection (in the same way as in previous
instruction - points 1-4)

2. Atter logging in, we need to connect with Xopero database. In this case, you need
to type in a command below:
/etc/init.d/XoperoServer.sh psql

3. After that, execute another command that will result with unlocking administrator
account:
update public.administrativepanelusers set "blocked"=false,resethash=null where
name='admin’;

4. Exit database by :
\q

Admin password reset - B&R

In case of forgotten password of the Xopero Administrator System you can use following

instruction.
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Manual reset of the administrator password

At first step go to C:\Program Files\Xopero Software\Xopero Backup&Restore\pgsql\bin

directory and run pgAdmin3.exe

File Edit Plugins View Tools Help

1710 M%T OEE» &P

Object browser

?

" propertes | opmiences

Properties
= properties are available for the current selection

Retrieving details on servers... Done.

Click on Add a new connection to server button and enter the following data:

e Name - arbitrary name
e Host - localhost
e Port-5433
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Properties |55L | 55H Tunnel | Advanced

Name |name

Host |Iomlhost

Part [s433

Service |

Maintenance DB | postgres

Username |postgres

Password |

Store password

Colour 1

Group | Servers

Double-click the relevant server and select the database opero21. If you will be prompted by

the system for a password, please skip it by selecting the OK button.
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Eile Edit Plugins View Tools Help

o cwd[BER & 9P

| Properties | Statistics | Dey

= Server Groups

=8 |] Servers (1) Property Walue
B |] name (Jocalhost: 5433) F=IMame opero2l

EIE] Databases (2) =om 15385

EID E=lowner postares
[z Catalogs (2) E=lacL
Event Triggers (0) -

] 5 Extensions (1) = Tablespace pg_default
__ { Schemas (3) EgDefa:!t tablespace pa_default
Dl ) Slony Replication (0) F;j E:ﬁ:ﬁ:f :TFB
- postgres :

-7 Tablespaces (2) EfJCharacter type ol

Group Roles (0) E%De:u:t sdt:lema

#-¢_ Login Roles (3) *= Default table ACL

[=|Default sequence ACL

[=|Default function ACL

[=|Default type ACL

= Allow connections?

=/ Connected?

=/ Connection limit

F=|Curtam Aatahacad
<

saL pane

—— Database: opero?l

—— DROF DATABASE operoil;

CREATE CATRBRSE opero2l
WITH OWNEE = postgres
ENCODING = 'UIFS"
TABLESFACE = pg_default
LC _COLLATE = 'pl"
LC CIYEE = 'pl"'
CONNECTION LIMIT = -1;

Retrieving details on database opero21... Done.

Then choose Execute arbitrary SQL queries and type in this query:

UPDATE administrativepanelusers SET
passwordrfc2898="29E30412EE1752796 EAEFB8881A456 CC74F8E53E707A09D2C1293D
81253F663B', passwordsalt='7392cb21-321f-4aaf-al0a-0e30d94e7e72' WHERE

name='admin'

Click on Execute query. Returned message should look like this "Query returned

successfully: one row affected".
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File Edit Query Favourites Macros View Help

B E| iy o | o n| pkpg hg &= m | @ |§||:|operoZlonpostgres@lomlhost:5433

5QL Editor | Graphical Query Builder -
Previous queries v Delete Delete All

UPDATE administrativepanelusers SET passwWwordric?B898="29F30417FF1752T90ERARFREEE1IA4S6CCT4FEESSET]

]Emlain ]MEsans]stv

Query returned successfully: one row affected, 252 ms execution time.

<

One row affectad. Unix  Ln 1, Col 193, Ch 193

After saving changes, the password will be changed to admin

How to disable the Fast Startup function?

Disabling the Fast Startup function

Fast Startup function works like hibernation. During shutdown of system, logged-in user
session gets closed and system is going to be hibernated. As a result user obtains faster

computer start.
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Disabling Fast Startup function

Via Control Panel

To disable Fast Startup function you need to run Control Panel then choose category
Power Option (or System and security -> Power Option) and next select Choose what

the power buttons do.

@ - 4 E« Power Options » System Settings v & Search Control Panel

Define power buttons and turn on password protection

Choose the power settings that you want for your computer, The changes that you make to the settings on
this page apply to all of your power plans.

'@' Change settings that are currently unavailable

Power and sleep butten settings

@ When | press the power button: |Shul down

@ When | press the sleep button: |Sleep

Password protection on wake-up

(@ Require a password (recommended)
When your computer wakes from sleep, no one can access your data without entering the correct
passwerd to unlock the computer, Create or change your user account password

() Don't require a password
When your computer wakes from sleep, anyone can access your data because the computer isn't
locked.

Shut-down settings
[] Turn on fast start-up (recommended)
This helps start your PC faster after shut-down. Restart isn't affected. Learn More
Sleep

Show in Power menu.
[ ] Hibernate

Save changes

In the next step, choose option Change settings that are currently unavailable and

uncheck Turn on fast startup.
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e System Settings

(-I - 1T E <« Power Options » Systemn Settings v & Search Control Panel

Define power buttons and turn on password protection

Choose the power settings that you want for your computer, The changes that you make to the settings on
this page apply to all of your power plans,

Power and sleep button settings

@ When | press the power button: | Shut down v

@ When | press the sleep button: Sleep v

Password protection on wake-up

(@) Require a password (recommended]
When your computer wakes from sleep, no one can access your data without entering the correct
password to unlock the computer. Create or change your user account password

(_) Don't require a password
When your computer wakes from sleep, anyone can access your data because the computer isn't
locked.

Shut-down settings

["] Turn on fast start-up (recommended)

This helps start your PC faster after shut-down, Restart isn't affected. Learn Maore
Sleep

Show in Power menu,
[[] Hibernate

Show in Power menu.

ave changes Cancel

Via Command-line interface

Fast Startup function can be disabled also by cmd using command powercfg /h off

(cmd has to run by Run as Administrator option).

= Administrator: Command Prompt

Microsoft Windows [VYersion 6.3.96001
{c) 2013 Microsoft Corporation. All rights reserved.

C:\Windows\system32>powercfg /h offa

If it would be necessary to start the function again, just enter the following

command:
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powercfg /h on

Via system registry

The next way to disable Fast Startup function is to change entry in the registry:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Session

Manager\Power

HiberbootEnabled DWORD.

Value 0 means that the Fast Startup option is disabled and value 1 that the option is

). AppCompatCache

enabled.
& Registry Editor =] x
File Edit View Favorites Help
| Notifications A || Name Type Data A
o N ) (Default) REG_SZ (value not set)
i OSExtensionDatabase W AcPolicy REG_BINARY 0100 0000 06 00 0000 03 0000 00 60 00 00 00 02 00...
t :::v .f_-ﬁAchc&solPﬂli.,. REG_BINARY 010000 00 00 00 0O 00 00 00 00 00 03 00 00 00 a0 86...
I Power ‘l’l':! BeotmgrUserinp... REG_DWORD OreDO0O0000 {0)
B Print %5 BootPagesProce.. REG_DWORD 000006004 (24758)
|, PriorityControl f-'g BootPagesWritten REG_QWORD CxD0D031F6 (12790)
b ProductOptions 14 DePolicy REG_BINARY 0100 0000 06 00 00 00 03 00 00 00 00 00 00 00 02 00...
Ji RadioManagement 4 DeProcessorPoli... REG_BINARY 0100 00 00 03 60 00 00 00 00 00 00 03 00 00 00 a0 86...
B Remote Assistance %4 DeviceResumeTi... REG_DWORD 0x30000601 (2817)
Ji safeBoot 4 FileRuns REG_DWORD 0x00000002 (2)
A ScEvents T4 HBFlagsSwitch REG_DWORD OhDODO000T (1)
| SesiPort % HiberbootEnabled REG_DWORD 0x00000000 (0)
| SecureBoot
}. SecurePipeServers
| SecurityProviders
| ServiceGroupOrder
). ServiceProvider
. Session Manager

- ). Configuration Manager
|| DOSDevices

L. Environment

| Executive

. FileRenameQperations
ik 1/0 System

b | Kernel

|- ). KnownDLLs

1}, Memory Management

| Power

—J Quota System

| SubSystemns

bod WPA v
< >

8 KemnelResumeln... REG_DWORD
74 KernelResumelo... REG_DWORD
¥ KernelResumeS.., REG_DWORD
14 KemnelReturmnFro... REG_DWORD
94 KernelReturnSys... REG_DWORD
8 MaxHuffRatic REG_DWORD
74 NoMultiStageRe... REG_DWORD
4 POSTTime REG_DWORD
4 PowerSettingPr.., REG_DWORD

Ox00000001 (1)
0x0000083b (2107)
0x00000004 (4)
Dx00006394 (25492)
Ox0000856b (34155)
Ox0000002¢ (44)
0x0000DD00 {0)
OxD00064d (25821)
0x00000000 (0)

Computer\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Controf\Session Manager\,Power
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"Backup does not contain files" - what to do?
Problems with VSS

The problem occurs when VSS (Volume Shadow Copy Service) cannot be started due to an

unexpected error.

Solution

The following have been described 5 ways to solve the problem with VSS.

First way - you have multiple backup solution installed.

Many applications to perform backups have their own snapshot manager, which can cause

conflicts with another backup solution installed on the computer.

If you have several applications to perform backup installed on your computer, uninstall

them, except of Xopero.

It is a good practice to have one software to do backups at one time.
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After uninstalling programs you should start cleaning the registry -e.g. by CCleaner.

9 CCleaner

Windows

e Microsoft Edge [l
« Internet Cache
v Internet History
v Cookies
+ Download History
v Last Download Location
Session
Set Aside Tabs
«+ Recently Typed URLs
Saved Form Information
Saved Passwords
e Internet Explorer
« Temporary Internet Files
History
Cookies
Recently Typed URLs
Index.dat files
Last Download Location
Autocomplete Form History

b T T S

Upgrade
Saved Passwords

Windows Explorer

« Run {in Start Menu) .

Second way - Shadow storage is not configured or capacity is too low.

VSS requires space on each volume to create and store snapshots. Ways to configure
depend on the operating system, it is advisable to check the Microsoft Knowledge Base

which steps you must take in case of your system.

Steps and commands to change the volume of the shadow storage are the same for each.
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To check and change the size use the following commands:

1. Check the current size:
vssadmin list shadowstorage
2. Change size:
vssadmin Resize ShadowsStorage /For=X: /On=X: /Maxsize=YY%

In place of YY specify the size in percentage and in place of X: type the drive letter for which

you want to resize shadow storage.

It is recommended to set the amount at 30% to avoid errors related to Shadow Copy.

Third way - Create a backup of mapped drives.

The Windows VSS service can only create snapshots of drives connected locally to the

machine that you are taking the snapshot of.

This error can occur when you try to create a snapshot of network drive which is seen as a

local by operating system (eg. Mapped network drive).

To solve the problem, disconnect the drive and re-run the backup.

Fourth way - Previous VSS snapshot is still running.
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Snapshot manager of Windows is able to perform only one snapshot at a time. If the process
of creating a snapshot is running during backup, so backup fails. Stopping and restarting the

VSSa can solve this problem.

In order to do this run command line as administrator and type the following command:

e et stop vss
e net start vss

Correct server restart does not solve the problem because of the manager snapshot

cleanup.

Fifth way - Using an extended partition as a backup destination.

Performing VSS snapshot may fail because there are extended partition.

In order to ascertain whether the extended partition is used:

1. Use these commands on the command line: fsutil fsinfo ntfsinfo,

Look for the bytes per sector output,

3. if the size of the sector is greater than 512 (usually this will be 4096), the partition
is extended.

N
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The problem occurs at the hardware level and disk format does not fix it. To solve the

problem, try to start the USB device, with value of bytes per sector is 512.

The problem occurs mostly on Windows earlier than Windows Server 2012/Windows 8.

Six way - Rebuilding VSS's DLL using the Regsvr32 tool

Execute the following commands from the command line or in the command script, and

then restart the computer.

cd /d %windir%)\system32

net stop vss

net stop swprv

regsvr32 /s ole32.dll

regsvr32 /s oleaut32.dll

regsvr32 /s vss_ps.dll

Vssvc /register
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regsvr32 /s /i swprv.dll

regsvr32 /s /i eventcls.dll

regsvr32 /s es.dll

regsvr32 /s stdprov.dll

regsvr32 /s vssui.dll

regsvr32 /s msxml.dll

regsvr32 /s msxmi3.dll

regsvr32 /s msxmi4.dll

vssvc /register

net start swprv

net start vss
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How to activate a licence?

QNAP

1. Click Xopero icon which is display in AppCenter. You will be redirected to Xopero Control

Panel.

2. Once you login to Xopero Control Panel, go directly to LICENCE section on the left, then

select file with license and click Upgrade.

XOPERO e SR

[ Licencja

Licence details Toupgrade licence enter new key

38 fuagenrrytane: 18]

1 suepon e ' Hr seryjiny urrgcdaenia; QI4TIZI138

Taehncal suppen 440 10,02 2005 e ELL 03T

Backup&Restore

1. Go to Xopero Backup&Restore panel, using an icon that is automaticly created during the

application installation. You will be redirected to Xopero Control Panel
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If the shortcut is no more on your desktop, in your webbrowser enter an IP address of device

with working Xopero server module in selected way (example):

o https://192.168.0.199:45558 (for HTTPS protocol)
o https://192.168.0.199:45554 (for HTTP protocol)

2. Once you login to Xopero Control Panel, go directly to LICENCE section on the left, then

select file with license and click Upgrade.
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To upgrade licence enler new key

Eefect Xopero licenss hie

.
@ Cii hee lerme m & Liporads:

(LTl o | R

Licensed for:

Company TR

Earl Arga FRLAL

Device serial nember BD44-0FBE-T921-7T082-82CE-
C1B&-B486-CD55

Free license activation - Xopero Backup&Restore

To enable free licence you need to open Xopero Control Panel and log in using admin

credentials - the same as in Management Center.

There’s multiple ways to get to the Xopero Control Panel:

1. Management Center

Venu  Sefings

License status
o m&mm .

WoRE

Show users:
o Al

Application version
Shop
View sever logs

Management Center

Active se2slon
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After logging into Management Center and then choosing Dashboard, go to the Help
section and use ‘License Management’. It will automatically turn on the Control Panel in

your web browser.

2. Desktop Icon

>

If you’re currently on the host with installed Xopero server, you can also use icon on the

desktop. It is “.url’ shortcut to the Xopero Control Panel.
3. Address

You can connect to the panel by yourself trought the browser putting the server address

into it. For example: http://192.168.0.239:45558 - remember about the port !

Now you can log into the system as admin,
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OPERO

WORKS, SO YOU CAN TOO!

Log in to manage your
license.

Protect all your IT enviroment

CLOUD BACKUP

ENDPOINTS
& SERVERS
.-. Databases h
@8 Exchange Q
I Servers
ﬂi Qutlock D a
. e - —
= HyperV 1 —
Westmohts - -
System State
7;5 Files & Xopero Backup & Restore
= Folders
D Desktop &
laptops
vmware

CENTRAL
MANAGEMENT

and then go to the license tab and click on ‘Get free license’ button.

XOPERO
TR, G0 WO TN T g uceﬂcE
& Dashboam
Licence details To upgrade licence enter new key
O fevees
Licance versan Frasmiium Ealact Xoporo licensa file
1 Logs

Days kg
& Downicsd cemsr

il with U exicnson
Endpoint agents  usen: & @ Ct e s T m
@ Lrence

Server agents 0 jused: 3

& suppon iwe o Device serial number: DA22-6CFB-EA26-A076-717D-B692-F6C6-F598
Hyparsy o
Techmcal suppoit Suafp [t skl e

Remember, the free license allows you to use 3 Endpoint devices, if you have Server
devices or more Endpoint devices assigned to the users, you will get an appropriate

message and you’ll also have to delete them.
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How to get S/N?

QNAP

1. You can download Xopero backup installation package directly from our website:

https://xopero.com/latest-updates/

Choose your solution

— %
—] p\V
t o] o AN
L =) & Ny

FOPERD QNAF APPLIANCE AOPERO BACKUPERESTORE SMART VIRTUALIZATION 5W5 CREATOR
STICK

(~) wversion4D

July 2019
View the changelog

DOWNLOAD PRO

%86 64 Installer File :

DOWNLOAD FREE FOREVER

x86_64 Installer File X8 e ]

For NAS with QTS 4.2 download x86 Installer File.

XIT

. -

XOPERD IMAGE TOOL

For NAS with QTS 4.3 or newer download x86_64 Installer File.

2. Once the downloading is finished, install .qpkg package on your QNAP device. Follow the

instructions:

https://support.xopero.com/hc/articles/115001925844-QNAP-Appliance-
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3. Once the installation is finished, click the Xopero icon that appears in AppCenter. You will
be redirected to Xopero Control Panel, where you will be obligated to download Xopero
Management Center. Once it's done please log in into Xopero Management Center (user:

admin, password: admin: IP: QNAP IP) and after that you will be asked to change the

password.
[ First run wizard X
WORKS, S0 YOUCAN TOO
Administrator 1/6
password
Set administrator password for Xopero system. It will be used for legin to Control

a <t Panel and Management Center.

orage

> ADirtegration Password: | |

Re-type: | |

& Add user
Download
g agent

m Assign device

Change password

4. Once password is changed, re-fresh Xopero Control Panel website and log in.
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OPERO [ e |

WA 50 YT CAN TOOE

Login to Control Panel
Protect all your IT enviro

cLouoi

ENDPOHINTS
& SERVERS
. A

Ha y D & -
il - Xx
o H— Ty p——
B e ﬁ
Foile
g Desiinn &
vimware E
CENTRAL
MANAGEMENT

10 K3 =

Start work with Xopero Secure your Windows Windows Agent w/o GUI
e SE—— - .
y =iommmotis e
Bl e =
| =,

5. Go directly to LICENCE section on the left - required Device Serial Number will be

displayed.

D

(# Licence

B vabboaiis
Licence details To upgrade llcence enter new key

o bawices
Ligenie verzon filal Setert N Buenee e

Wl Logn
o ; o

F Lisnze S 12 ped: )

£ tuppodt S g Device serial number; G147100433
o 1
Tecrmicalmppor
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Backup&Restore

1. Go to https://xopero.com/get-xopero/#xopero-backup-restore to download a trial version of

Xopero Backup&Restore:

¥OPERQ CLOUD AOPERC CLOUD PERSONAL XOPERD ONAP APPLIANCE AOPERD BACKUPERESTORE

e

Fill the form

Protect and manage as many devices
as needed.

Best and fastes way to protect physical
and virtual machines. Name*

Fast full system restore.

E-mait*
Trusted brands such as Orange, T-
Mobile and Subway use Xopera
technology.

Phone*

Try it free for 30 days. No credit card
required.

| agree to my email address being used by Xopero Software S.A. to send me:
newsletters, educational materials, webinars or special events invitations,

some commercial communications cccasionally {(no SPAM),

and to process my personal data for rendering of services provided by Xepero: Important
information about the processing of your personal data can be found in Data protection

policy section, Personal data protection Pollcy and Information card.

You have the right to withdraw your consent at any time - in addition, an unsubscribe linkis
included in each email.

Create an account
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2. Once you fill the form and click Create an account button, download wizard appears -

accept it and save installation file on your device.

Dwyanicsj = Mowp sl
W Wustine g -
0 Nk ez et | .;-J Fufeber ajridicmaram
il Citanip mimgen |
M Pobans I . finge samass
B ruipi e syt

W Hogena |
i lartcer
& Hopenaliaud s’ mysfas e

4 Bhkmaki w Kaivigirint
™ Dsburraanty rhries pshesnanay
' Mutiha
& Obexry - ﬂ‘. L
Mz plice: - [T

Zasias b e Aapisalion

& Lhirg tordery

3. Once the downloading is finished, open installation file to go through installation wizard

and follow the instructions:
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B” Xopero BackupRestore Setup

Welcome to Xopero Backup&8Restore Setup

Welcome to the Wizard for Xopero Backup&Restore Setup.
() Collecting information
Preparing installation

instalii The Setup Wizard will install Xopero BackupaRestore on your computer. Please
g cick "Next” to contenue

Finalizing installation

4. Once the installation is finished, and the computer restarted, double click the Xopero B&R
Panel icon that appears on your desktop. You will be redirected to Xopero Control Panel,
where you will be obligated to download Xopero Management Center. Once it's done please
log in into Xopero Management Center (user: admin, password: admin: IP: localhost) and

after that you will be asked to change the password.
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OPERO

WORKS, S0 YOU CAN TOO!

Administrator
password

First run wizard

Panel and Management Center.

Password: |
Re-type: |

116

Set administrator password for Xopero system. it will be used for login to Control

Change passward

OPERO

WORKS 20 YOU CAN TOO!

5. Once password is changed, refresh Xopero Control Panel website and log in.

Login to Cantrol Panel

Protect all your IT enviro

E % SERVER
P
@8 Exchange Q
I Servens
s oo La
% Hyperv =
— ot
Systemn State
E e ﬁ
e o
vmware

ENDPOINTS
2 SERVERS
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6. Go directly to LICENCE section on the left - required Device Serial Number will be

displayed.
Bervice sk 2=
OPERO
mmamenred W Ceence
& Leyaibiea )
Lizence details To upgrade licence enler new kay
O Deaices
Licannawerslon A Sefect Xopero licenss hie
Il o
ez valkd T L1,12.2018 u et Xapai |1 ende Tre Wil [0 TS
& Dovnbied centes ) I
I Lere mys b s
& suppont Erdpoint agents B8 iltee. 11 Device serial number: BD44-0FBE-T021-7082-62CE-
Setver agenls 4 {used 0] C1BE-B486-CDS55
Widware =
Hypah/ i
Tethmical suooar fromm .12 2096 fo 02122005
Lizensed for
Lnpany Eme Earl axga FRIAL

What | have to do, if during the XQA installation displays the
error "Xopero: cant run postgres"?

XQA installation - Xopero: cant run postgres

The "cant run postgres" error occurs most often when the database update installation

process fails, after the firmware update from QTS 4.2 to QTS 4.3. Follow the steps below to

start the database.

The package of Xopero QNAP Appliance for QTS 4.3 must be x86_64.

1. Connect with QNAP server by SSH. This is possible e.g. by free software PuTTy. In field
Host Name (or IP address) enter the QNAP address, choose connection type, SSH. Then

press the Open button or, if necessary, change other settings,
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2. After logging into QNAP server, go to /share/CACHEDEV1_ DATA/.qpkg/Xopero by
command cd /share/CACHEDEV1_DATA/.gpkg/Xopero,

3. Execute the command: cp postgresql.conf.org9.5 postgresqgl.conf.org,

4. Execute the Xopero server restart command: /etc/init.d/XoperoServer.sh restart,

5. After the restart, check the system Xopero working. If you are still having trouble logging

into Xopero, follow these steps,

6. Start the server database with a command: /etc/init.d/XoperoServer.sh psql start,

7. Press: [CTRL] + [Z],

8. Enter the command: /etc/init.d/XoperoServer.sh psql opero21,

9. Enter: CREATE ROLE webrequestsuser LOGIN SUPERUSER INHERIT CREATEDB
CREATEROLE REPLICATION; and click [ENTER],

10. Enter: ALTER ROLE webrequestsuser SET statement_timeout = '180000'; and press
[ENTER] again,
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11. Press: [CTRL] + [Z],

12. Restart the Xopero server: /etc/init.d/XoperoServer.sh restart,

13. Check the Xopero working.

How to solve the problem with updating Xopero after update
from QTS 4.2 to 4.37

Container station installation

After logged in to the QNAP panel, go to the App Center. Then on the left side select the All

Apps tab, find the Container Station and install.

App Cartier

E3 AppCenter Q OCwa i

&, My Apps .
NAZSIO®  pay Lienses -3 - X <) Qeontactz .
. 2 = vyprvpn Gorge |

Improve your streaming ﬁ

QTS Exsentiats K .
“iw speed and experience n I- oo
Ascormmended

Betalan

Partners B Y~ >
Backup! @ Q ) A Q
el 5 B < 8 £ K

£ content Management .

Al Apps

2 Domanieontions Connect to CloudLink Container Download Heipdesk Music Station

Cloud Drve 2077 Station Station 5022 1104 504
A Developar Toaks Backup! Sy Rifities Utilities Downioad Utidties
3 oownicad + sl | [ # mstatt | + Instal © Open | v + mwall |

\

@ Ententainment }46
T suneiiance ) Q ,Q {Apr 20
A Utiiites t || !r’l
f Home Automation 454

After completing the steps above, you only need to install Xopero X86 64 version.
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Xopero installation

If you have a QTS 4.3 and previous Xopero installation on your QNAP, remove it

before proceeding with the following steps - you will keep your data.

After Container installation follow these steps:

To install the package, go to My Apps and select Install Manually option.

My Apps

My Licenises

s L (G 5 B £

PacoREnée Helpdesk QTS SSL Music Station Photo Station Download Network &
1.1.03 Certiticate 505 541 Station 5.0.42 Virtual Switch
Uilities Leistes Enterta nment Enterlanment Download Utilities. >

Fartnars . .
o upva | S © i | 0 opm | v

B Badwp/ Sync
¥ J

Heta Lao

B fusness

igl

& Content Management

. Communications

Resource Media Qsync Central Contamer
A, Developer Toots Konitor 1.1.0 Streaming 3.01 Station
Utiiies Entenainment Backup/ Syne Utimes |
Bl 26
|
@ Entetamment May 23

© survalance

A Utiites

Then in a window, you have to select the location of the package and click Install.
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Install Manually

To install a package, please follow the steps below:

1. Click here to browse more App add-ons including those newly developed ones from the Beta lab. You can
download and unzip the add-ons to your computer.

App Development: If you would like to develop App add-ons, the QDK has the tools, documentation, and
sample codes you need to create great applications.

2. Browse to the location where the unzipped file is, and then click [Install].

Mote: QMAP recommends that you only install applications from the QTS App Center or the QNAP website.
Applications downloaded from other sources are MOT authorized by QNAF and may harm your system, cause
data loss, or leave your Turbo MAS open to attack. QMAP will not be held responsible for damage, loss or harm
caused by unauthorized apps.

Browse.__ Install

Close

After performing the above steps, the installation will start. During the installation, in
QNAP logs will display the information and warnings about the installation process. The

screenshot below shows the correct database migration process.

WopercBackup 3.9.301266 has been installed in /share/CACHEDEV1_DATA

(D 2017/05/23 10:33:58 System 127.0.01 localhost
/.qpka/¥operoBackup.
(D 2017/06/23 10:33:50 System 127.0.0.1 lecalhest Hoperc enabled.
A 2017/05/23 10:33:34 System 127.0.0.1 lecalhest Database migration to 64 bit finished succesfully.
'y 2017/05/23 10:33:33 System 127.0.0.1 localhost Found migration cutput, copying to new path.
starting migration: docker run - fCACHEDEV1_DATA
'y 2017/06/23 10:32:30 System 127.0.0.1 localhost s
J/xoperobackup_postgresDB_9.5:/ PG DATA xopero/ podata_updater
Downlcading docker database upgrading toel... it could take s time /
A 2017/05/23 10:32:28 System 127.0.0.1 localhest 650ME to downlead. For info check: https://support.xopere.com/he/articles
/115000409630,
(D 2017/05/23 10:32:22 System 127.0.01 localhest Xopere: can't run postgres. Starting x86 to x64 migration procedure
@ 2017/05/23 10:2%:14 admin 192.168.0.30 localhost [App Center] XoperoBackup remeved.
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Frequently Asked Questions

Local

How to upload a file with the license? | must uninstall trial version before
upload license?

QNAP

To upload a file with a licence you have to login to Xopero Control Panel on your QNAP

L2 G A Nesbupissew | 1001508 1504555 e

o o « @
XOPERO
Protect all your IT environme
~ 2
:a:. " g
o 45 = —
— =
o U p

Start work with Xopera Secure your Windows Windows Agent w/o GUI

and go to Licence tab, then click Select Xopero license file with *.lic extension field. Next, in
displayed window you have to choose file with license and click Upgrade button. There is no

need to delete trial version, just upload a license.
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Q148808176

Backup&Restore

Same as on QNAP solution, to upload a file with licence, you have to login to Xopero Control
Panel (the panel icon in menu start or desktop), and go to Licence tab, then click Select
Xopero license file with *.lic extension field. Next, in displayed window you have to choose
file with license and click Upgrade button. There is no need to delete trial version, just upload

a license.

Why | can't upload a file with the license?

In this case, most common cause of the problem is that the purchased license includes
smaller range of devices than there're currently assigned into the system (e.g. 10 endpoints
and 1 server devices, and the client has assigned 3 server appliances on trial license). To
resolve this problem you have to delete assigned excess devices by using Xopero

Management Center.

The other possible case can be that during purchase the customer has provided incorrect

serial number.
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If the problem with upgrading the license could not be resolved, please contact our technical

support.

How to assign a host to the user if there is a problem with performing

this operation from the Management Center?

You must log in on the device using client application to QNAP/server. This method will

automatically assign your device to the user.

How to configure SMTP server to receive a reported e-mail?

Configuration options for SMTP are available in Management Center in Settings > E-

mail Reports > SMTP server.
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To configure the SMTP server you must provide the SMTP server address to which will
send e-mail reports and the port used by the server (e.g. Gmail - address:
smtp.gmail.com, port: 25, 465, 587). Then enter login and password to mail account and

select TLS encryption.
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12¢| SMTP server et

SMTP address: Part:

s
-

ser:

Passwaord:

[ 1TLS encryption

[] Change sender E-mail address
Sender E-mail address:

Save

Example configuration of SMTP for Google Gmail mailbox:

e SMTP address: smtp.gmail.com

e Port: 465 (for SSL connection purposes) lub 587 (for TLS connection
purposes, with active "TLS encryption” checkbox)

e User: complete e-mail address (e.g. example@gmail.com)

e Password: password of your e-mail
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Is it possible to recover files by the Management Center? How to do

this?

File restoring option option can be found in "Devices" section (available from welcome

panel or section line, between "Dashboard"” or "Logs"). File recovery option can be called

in two ways:

1. From the unrolled options, right after pressing right mouse button on a device

included in device list

2. By clicking "Restore" button, after the device is highlighted with left mouse

button.
OPERO
Show users:
® Al () With active backup

O Actve session

E— T
%5 & Clear filter
= 22 admin
T —
[} _’!‘. ]
il g .
-3 wa——

Management Center

|| & & &

=z & &

Endpoints
Senvers.

E‘em

5100
9150

il @

Order entrios by: =_.m==_E. 5
‘ N s =-Fa-ER- B
petzdtmmstuntd user) v {71 Only managed remotely
Total sze of
4 Remote Backed up Lastaction  Active Backup in Restoring Backups
ot T managemen’ :':‘“d UP s Lastadion g Sossion | progress?  Mies? status
i | DESKTOP-_ Vo8 154 56 68| 1575 Logintoap. 11120217 |Yes No [0

Kuba

DESKTOP-... |Yes

" Backup sessions

| so45m8|

17 | Backup set..

17/20211... | Ne No No

12472020 . No

|No

6 %8 | 4 Backup sat

Backup sets » i

— o8| 0 Logintoap..
Add backup sels template » 1 1

o® 0B| 0 Logintoap..
Device semngs » |

— 08| 0 Backup sat
o dok { !

rye — 08 | 0

e e ~ G8 | 180 Backup set.

2 Doicio dovic I ot cald
— s ca | 1 Backup sst
[ | DESKTOP-.. 'Yes 26364 @' 31230 Backup sat.

11072021 _. Mo No ‘No MERE
1112021 1.. No Mo |150 [T
973072020 Mo No INo |

INo ne [no | Empty
10/13:2020.. | No No |0 [ ]
52712020 |No INo [0
12182020 Mo nie [vo [T |

In both cases the restore window will appear. Once there, you can choose your files that

are going to be restored and then press "Download" button. Next step is about deciding
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how the restore process will proceed: choosing destination device, saving location and

behaviour on already existing files.

Where on NAS are physically stored projects of backup, and database
backups? Can somehow the backup archive through a replication on

another NAS?

Backup is stored wherever was defined storage directory. By default, this folder is
xopero_repo. Location of the storage directory can be found in "Settings" tab > "Storage

manager". "Shared folder" column carries the information about storage directory location.

Depending on used solution, database can be found in different locations:

e Xopero QNAP Appliance:
Default database location in QNAP is
"Ishare/ CACHEDEV1_DATA/xopero_postgresDB_9.5"
e Xopero Backup & Restore:
Database can be found in location that we have defined in first installation of the
program, in "data" folder. Default set is "C:\Program Files\Xopero

Software\Xopero Backup&Restore\data".

Furthermore, database copy is also stored in data storage.

Replication to another QNAP server is possible with an application available in QTS named
Hybrid Backup Sync (HBS 3). More informations and instructions can be found in a link

below:
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Real-time replication is also possible after adding another path in the storage edition. A

description of how to do this can be found in this manual.

Is archived data after the removal of the user are removed from the

NAS?

With the removal of the user, his data are deleted.

What time daily reports are sent?

On Xopero QNAP Appliance solution, the daily notifications are sent once a day at 3.40 A.M.
You can check this by connecting to the QNAP by SSH and entering the command crontab -|
and find /etc/init.d/XoperoServer.sh opero_report_sender (first are displayed minutes, hours

later).

If it comes to Xopero Backup&Restore solution, you can find the task Xopero reportsender in
Scheduler available on your operating system, the task resposible for daily notifications is
called "Xopero reportsender" and by default it is being executed by trigger on 6:00 A.M., but

you can easily edit/add the trigger.
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What can block start of Xopero Backup&Restore service?

Devart dotConnect for PostgreSQL Professional application can block start the service. After
uninstallation this application you must restart the computer and then Xopero

Backup&Restore service should start properly.

How are files deleted?

After delete files by the user in the application, they are marked in the database as marked
for deletion. After 24 hours from the removal of the files by the user, the Cleanup Manager is
run and deletes files from the storage. You can check the cleanup operation for Xopero
Backup&Restore in Task Scheduler, there should find Xopero Cleanuptask and see the
result of the last run - (0x0) means that operation performed by the cleanup was successful

and if there is (0x1) means that cleanup operation resulted an error.

How to install Xopero Agent application on Windows Server Core?

The easiest way is download application with .msi extension and then install it from the CMD

using the msiexec command - eg msiexec / i Xopero.msi.

str. 604



What to do if you manually delete files from the store?

YOU SHOULD NOT REMOVE ANY DATA FROM STORAGE
DIRECTORY!

However, if this happens, you should change the retention setting in projects to 1, that the
next implementation of the project sent full dump files. Otherwise, if the deleted directory
was a full dump and in the storage remained only increases, this backup will not be

recoverable.

Differences between XQA and XBR

Xopero QNAP Appliance

Xopero server is installed on QNAP NAS, it doesn’t mean that QNAP is backed up. It
means, that this QNAP is place where Xopero server works and the storage for data

backups is.

Client applications are used to backup endpoints, which can be downloaded from
Xopero server(Xopero, Xopero AD, Xopero noGUI). Data backups performed by these

applications are sent to the storage on server. Client applications should be installed on
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hosts, which will perform backup. Application used to central management is
Management Center, it's downloaded at first run of the server. This application is also

available at Download center at Xopero server, same as other applications.

Xopero Backup&Restore

Xopero server is installed on host with Windows system, that also doesn’t mean that this
host is backed up. It means, that this host is place where Xopero server works and the

storage for data backups is.

Client applications are used to perform backups on endpoints, these can be downloaded
from Xopero server(Xopero, Xopero AD, Xopero noGUI). Data backups performed by
these applications are sent to the storage on server. Client applications should be
installed on hosts, which will perform backup. Application used to central management is
Management Center, it's downloaded at first run of the server. This application is also

available at Download center at Xopero server, same as other applications.

It is not recommended to install client application on the host with Xopero Backup &

Restore.

Differences between Xopero QNAP Appliance and Xopero Backup&Restore:

The main difference between Xopero QNAP Appliance and Xopero Backup&Restore is
the place where the Xopero server application is installed. In the case of XQA, the
application is installed on the QNAP server, in the case of XBR, the application is

installed on a Windows computer - Windows 7 and higher.
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How to reset admin password - Xopero QNAP Appliance?

In case of the forgotten password of the Xopero Administrator System(admin), you can use

the following instruction.

Manual reset of the administrator password

1. In the first step you need to log in to your QNAP device using an SSH connection. It is

possible by e.qg: the free program PuTTy - http://www.putty.org/

Category:

[=]- Session

[ Logging
- Teminal
- Keyboanrd
- Bell
- Features
= Window
- hppearance
- Behaviour
- Translation
- Selection
- Colours
[=)- Connection

. Data

- Proxy

- Telnet

- Rlagin
H- 55H

- Gerial

Basic options for your PuTTY session

Specify the destination you want to connect to

Hast Name (or IP address)

[192.168.0.220)

Connection type:

(ORaw O Telnet O Rlogin @ 5SH (O Seral
Load, save or delete a stored session

Saved Sessions

Default Settings

Close window on et

i Aways  (Mever () Only on clean exit

2. In the Host Name (or IP address) field, type your QNAP device address, and check the

SSH connection type. After that click Open or if the need arises change other settings.

str. 607


http://www.putty.org/

PuTTY Security Alert “

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsad key fingerprint is:

If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

3. After showing up in the above window you need to press the Yes button.

P 192.168.0.220 - PuTTY

4. You need to enter your login and password to your QNAP device.

5. After logging in you need to reset the password. To do this type in the following command:

[~] # jetc/init.d/XoperoServer.sh reset password
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/etc/init.d/XoperoServer.sh reset_password

After this operation password is set to default - admin

Unlocking the administrator account

In case the instructions above don't seem to bring any better, the administrator account may

have been blocked. To unlock the admin account, you need to:

1. Login to the QNAP device using SSH connection (in the same way as in previous
instruction - points 1-4)

2. After logging in, we need to connect with the Xopero database. In this case, you
need to type in the command below:
/etcl/init.d/XoperoServer.sh psql

3. After that, execute another command that will result in unlocking the administrator
account:
update public.administrativepanelusers set "blocked"=false,resethash=null where
name='admin’;

4. Exit the database by :
\q

How to reset admin password - Xopero Backup&Restore?

Introduction
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In case of forgotten password of the Xopero Administrator System you can use following

instruction.

Manual reset of the administrator password

At first step go to C:\Program Files\Xopero Software\Xopero Backup&Restore\pgsql\bin

directory and run pgAdmin3.exe

Eile Edit Plugins VYiew Tools Help

(MNP OEREF &P ?|

Object browser J Properties lstatish'cs ] 5 ] = I

Properties
E=INo properties are available for the current selection

Retrieving details on servers... Done.

Click on Add a new connection to server button and enter the following data:
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e Name - arbitrary name
e Host - localhost

e Port-5433

Properties |55L | S5H Tunnel | Advanced

Marne |name

Host |Iu:3|hust

Part 5433

Service |

Maintenance DB | postgres

Username |postgres

Password |

Store password

Colour ||

Group | Servers

Double-click the relevant server and select the database opero21. If you will be prompted by

the system for a password, please skip it by selecting the OK button.
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Eile Edit Plugins VYiew Tools Help

PO MO (BER &P

| Properties | Statistics | Dependencies | Dependents |

== |] Servers (1) Property Value
= |] name (Jocalhost: 5433) F=IName opero2t
EIE] Databases (2) =lom 16335
ERE =l owner postgres
-#0 Catalogs (2) =P
oy :;::S,T;n'gfz: © [=|Tablespace pa_default
£ schemas (3) = Default tablespace pa_default
-5 slony Replication (0) E%—IE”COCF”Q UTFa
L] postgres [=|callation ol
-1 Tablespaces (2) [F=|Character type ol
i Group Roles (1) F=|Default schema public
H-4 Login Roles (3) F=|Default table ACL
[F=|Default sequence ACL
[=IDefault function ACL
[=|Default type ACL
=/ Allow connections?
F= Connected?
= Connection limit

E=|Quctam datahacal
£

5QL pane

—— Database: opero2l

—-- DROF DATRBASE operoll;

CREATE DATABASE operoil
WITH OWNER = postgres
ENCODING = 'UTF&"
TABLESFACE = pg_default
LC_COLLATE = 'pl"
LC CTYPE = 'pl’
CONNECTION LIMIT = -1;

Retrieving details on database opero2i... Done.

Then choose Execute arbitrary SQL queries and type in this query:

UPDATE administrativepanelusers SET
passwordrfc2898="29E30412EE1752796 EAEFB8881A456 CC74F8E53E707A09D2C1293D
81253F663B', passwordsalt='7392cb21-321f-4aaf-al0a-0e30d94e7e72' WHERE

name='admin'

Click on Execute query. Returned message should look like this "Query returned

successfully: one row affected".
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Eile Edit Query Favourites Macros View Help
E:p E| & % o | L] l"b| p kps h E | | @ ¢| O opero21 on postgres@localhost: 5433
SQL Editor | Graphical Query Builder

v Delete Delete Al

UPDATE administrativepanelusers SET passwordric2B958="Z29E30412EE1752796EAEFEEEE1A456CCT4FEESIET(

DataQutput | Explsin | Messages | History

Query returned successfully: one row affected, 252 ms execution time.

Unix  Ln 1, Col 193, Ch 193

After saving changes, the password will be changed to admin
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Which ports Xopero use?

To perform backup from different networks, you should put the ports used by the application

to the outside.

Xopero uses two ports, for HTTP and HTTPS:

e 45558 - for HTTP,
e 45554 - for HTTPS.

Sending client application logs

You can send client application logs several ways: using client application, by Management

Center or manually (by request or email).

REMEMBER THAT LOGS SHOULD BE SENT ON A SUPPORT EMPLOYEE REQUEST.
OTHERWISE THE LOGS MAY NOT BE VERIFIED.

It will not be possible to send logs if:

1. the licence for technical support has ended,
2. the service does not work on the device.

str. 614



Using client application

To send logs by client application go to Settings.
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KXopero

OPERO

WORKS, 50 YOU CAN TOOD!

Start
My backup sets
Restaring

Briefcase

Y SR SR

Eventlog

Next copy
None

Test

Used: 08

Computer name
DESKTOP-JMTTKSK

Connecled

V Maximum protection of your data

v Last completed

Create new backup set==

== = Scheduled

My backup sets ==

£, Briefcase

Disabled
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[¢] Xopera = [ *
51 Briefcase folder
O p E R o ) Account details
WORKS, 50 YOU CAN TDO! % Resume afl backups
m Start ¢ Maximum protection of your data & Logout
o M Close

@ Mybadkup.sets a Last completed
@ Restoring
@ Briefcase

#@?\, Eventlog Create new backup set==
& e
fiEx: cepy === Stheduled
None —_—
lest

My backup sets ==

Used: 08
t ) Briefcase

- §

Computer name
Disabled
DESKTOP-JMTTKBK

Connected

Then go to Advanced tab and choose Send report option.

str. 617



lZ| Kopero - configuration

OPERO

WORKS, 50 YOU CAN TOO!

Basic Performance Advanced >

File version limit 30

]

Temporary data folder C\ProgramDatatXopero)

Select...

Functions

Encryption key change Switch user

Help us in application development

Proxy settings

Send report

)

After select the above option, a window will be displayed in which you should enter the e-

mail address and describe the problem or enter the request number.
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[Z| Aopero - error reporting >
OPERO

WORKS, 50 ¥OU CAN TO

Please describe a problem before you sentthe report. Sending report is not
support request. To get help please contact with our support with form
available on:

hitpsisupportxopero.com

E-mail:

Message:

Error description

By Management Center

To send logs by Management Center go to Devices tab.
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(3] admin @ httpe.//192.168.0.234:45554/M. 25

Menu  Setings  Help

OPERO

WO, SO ¥ CAN T
Show users:
(® Al (O With active backup
1) Aclive sassion

[ | Fnouser |

#2%l e | Gleartiter |
F --...i Test

admin

ACCOUNt typac

Used spsce 0B

Management Center
sEm LT AR oo =
. - = = 13 o1
Order entries by: = .E‘ ‘@' I;3 = = I
| Default {n=west crested user) v| ] only managed remaotely w8 s E =] t
Total size of
Remate Backedup Lastachon  Acve Backupin  Restoring Backups
Hea Dl management mm Y fies Laaticon 1 sesalon progress?  filea?

Number of entries:

Page number:

Cosnecton stalus &

From the list of devices, select the one from which you want send the logs and right click on

it. Then choose options Device settings and Send report.

58] achmin @ hetps://192.168.0.236:43554/M. X5

Menu  Setings  Help

OPERO

WO, SO ¥ CAN T
Show users:
(® Al (O With active backup
1) Aclive sassion

[ | Fnouser |

#2%l e | Gleartiter |
F --...i Test

admin

ACCOUNt typac

Used spsce 0B

Management Center
eEm B rE AR from =
. - = = 13 o1
Drder entries by: = - -@- |§' é@. L t‘
| Default {n=west crested user) v| ] only managed remaotely w8 s
Total size of
Remate Backedup Lastachon  Acve Backup i Restoning Backups
Hea Dl management mmup fiies Lestadion oy, sesalon progress?  filea? status
& amnpnumi
[E] Backup sets »
| A0 backup s &ts amplate
[& Device sefings. G
& Device datalz Ferformance
g Restore 4 Re-login cient
u  Delete dmvice Logout

Number of entries:

Page number:

Cosnecton stalus &
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After select the above option, a window will be displayed in which you should enter the e-

mail address and describe the problem or enter the request number.

|_Z| Xopero - error reporting X

OPERO

WORES, 50 YOU CAN TOO!

Please describe a problem before you sent the report. Sending report is not
support request. To get help please contact with our support with farm available
an:

https fsupport xopera.com

Your email:

Message:

Error description

Send Cancel

Manually

If for some reason you can not send logs from the application (e.g. it does not start, you can

not log in), it is possible to send them directly in the request or email.

For a client application, the default location of the log files is C:\ProgramData\Backuplogs
and for CLI {user's home directory}\opero\temp\log (or {user's home

directory}/opero/temp/log).
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Sending server logs

You can send client application logs several ways: using Management Center, by SSH or

manually (by request or email).

REMEMBER THAT LOGS SHOULD BE SENT ON A SUPPORT EMPLOYEE REQUEST.
OTHERWISE THE LOGS MAY NOT BE VERIFIED.

It will not be possible to send logs if:

1. the licence for technical support has ended,
2. when Xopero services on the backup server do not work or you cannot connect to

them.

By Management Center

To send logs by Management Center you should log in as admin, from the ribbon choose

Help, then Support and Send server logs.

str. 622



3] achmin @ hetpe://192.168. 023645554, 25 e - (=] %

Menu  Sefings m
License status -
2 i Management Center
o p Licerse management
wom BT e v
4pplicaBon version Send Management Cemer [ogs >~ '? ‘ @ E?l P i
ey [ servers: o1
Shop FRezport error |
C View sanvatlogs |[ Baps:
1) Adlive session [a0 = t‘
l | | Finduser | Last backups stahus:
Al e l Giear fiter l Status | Usarnama Backup setnams | Date

F --...i Test

Storage uliization  Number of files

admin
Account typa:
Usedl space 1=]

Cosnecton stalus &

After select the above option, a window will be displayed in which you should enter the e-

mail address and describe the problem or enter the request number.
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[Z] Xopero - error reporting

OPERO

WORKS, 50 YOU CAN TOO!

on:

https fsupport xoperog.com

Your email:

Message:

FPlease describe a problem before you sentthe report. Sending report is not
support request. To get help please contact with our support with farm available

hd

Send server logs

Error description

Send

Cancel

QNAP

By SSH

To send logs by SSH you have to connect with QNAP e.g. by MobaXterm, the execute the

command /etc/init.d/XoperoServer.sh send_logs
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B 192.168.0.236 - m] X
Terminal ~ Sessions  View  Xserver Tools Games Settings  Macros  Help
" & iE -
@ % % s x ® B Y o O X O
Session  Servers Tools Games  Sessions View Split MultExec Tunneling Packages Settings Help X server Exit
t 3 3 A
« PO i
|fruub' O‘
g & Mame Size (KB) Last medified Owner
2 .
“ 70000 20180308 ... admin
.docker 2018-04-16 ... admin
o @/ index_default.html 6 2007-07-11... admin
=] .
2 wvimre 1 0171128 .. admin - SRR PSQL VERSION MATCHING TO: 9.5 ) )
} | ssh 1 2017-11-28 ... admin M DEV1_DATA/.qpkg/X ... function: findPostgresInPath _I_P
profie 1 20070129 ... admin CHEDEV1_DATA/ . qpkg/Xop _T_VERSTON=9
g .buzzer_warnning.conf 1 2017-11-23 ...  admin findPostgresInPath returning: _0 PATH:PATH_GLOBAL_PSQL , _O_VERSION=VE
= || BitTornado 1 017-11-23 ... admin  ERCINCEINECN
= .bashrc 1 2007-07-18 ... admin [oK] . K o
JEVL D / /X /pos 595
ol bash_profile 1 20041009 ... admin HEDEV1_DATA/.qpkg/Xopero/postgres9s
-E. .bash_logout 1 2004-10-09 ...  admin
- ‘bash_history 14 0180420 .. admin - [FFEN SQL IN XOPERO IN LATION
a HEDEV1_D perofunction: findPostgresInPath _I_PA
< > ifs C _DATA/.qpkg/Xopero _I_VERSION=
i :sInPath returning: _0_PATH:PATH_XOPERO_PSQL , _O_VERSION=VE
[ Follow terminal folder
UNREGISTERED VERSION - Please support MobaXterm by subscribing to the professional edition here: http://mobaxterm.mobatek.net

You can also download the logs to your host using the scp -r command or using the
mobaXterm graphics part - by default, the logs can be found in

/share/ CACHEDEV1_DATA/.gpkg/Xopero

Xopero Backup&Restore

Manually

If for some reason you can not send logs from the application (e.g. it does not start, you can

not log in), it is possible to send them directly in the request or email

To send the logs manually you have to, on the Xopero Backup&Restore server, go to the log
directory - by default it is C:\Program Files\Xopero Software\Xopero Backup &

Restore\AlliInOne\Logs and pack all files, then attach them to the request or email.
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What should | do if error "Cannot connect to remote service on device"

appears while assigning device? (XBR)

This error may occur while you've provided localhost or 127.0.0.1 IP address as server

address while logging in to the Management Center.

You should make sure that the address field is not specified as: "localhost" or "127.0.0.1" -
this is the most common reason for problem with assinging devices remotely if the

Management Center and Xopero Backup&Restore are installed on the same host.

In the address field, enter the IP address of the host on which the Xopero server is installed.

If there's still a problem with assigning the device, while entering the correct IP address, log
into the client application using account, which you want to assign this host to. First log in will

cause an automatic assignment of current device to user.

Transfer Xopero between QNAPs

To transfer the server to a new QNAP, please use the following steps:

1. Install Xopero on a new device:

The installation process is relatively simple. Go to the AppCenter on your QNAP and install

Xopero Pro. Once the application has been installed, it can be temporarily stopped.
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2. Move the Xopero database:

To move the database, log in to QNAPL1 via SSH and then execute the command:
/etc/init.d/XoperoServer.sh backupexpert pgdump Which will dump the
database to the pgDump directory inside the repository directory. Then move the entire
repository directory, which is defined on the QNAPL, to the QNAP2, after which you only

need to import the database: import the database.

3. Move the Xopero data repository:

The storage path for QNAP2 must be the same as for QNAP1 (for example:
/share/CACHEDEV1_ DATA/Xopero_repo).

4. Upload a new Xopero license:

Due to the fact that the license is assigned to the serial number of the device, you will need
to upload a new license. To do this, contact support, and send the old and new serial

number of the devices.

How to completely remove Xopero from QNAP?

Removing the Xopero QNAP Appliance from the AppCenter does not remove all
components. During the deletion process, the directory indicated as the data store and

database directory remain intact.
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To delete the Xopero datastore and database, connect to QNAP using SSH, connection

manual are available HERE.

After the SSH connection has been successfully established, perform following

commands that will remove the resources mentioned above:

- Delete datastorage:

rm -r <storage path>

(The default path to the storage that was created automatically is
/share/CACHEDEV1_DATA/ Xopero_Repo/)

- Deleting the system database:

rm -r <database path>

(By default, the Xopero system database for the Pro version is available under the path
/share/CACHEDEV1_DATA/xopero_postgresDB_9.5/, for the Free version it is
/share/CACHDEV1_DATA/share/CACHEDEV1_DATA/xoperobackup postgresDB_9.5/)

How to change user's password?

str. 628


https://support.xopero.com/hc/en-us/articles/115001934250-Logging-to-QNAP-by-SSH

To change password go to Management Center.

Meny  Seffings  Heip
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Al ® 1Afth active backup
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On the left side right-click on the name of the user. Choose option Modify.

Select Change password and type the new password. Then confirm clicking OK button.
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[ ] change passward

Passward:

Confirm password:

[1Reset encryption key

Choose key type
(®) Default encryption key

() Custom encryption key

Encryption key: |

Confirmm encryption key: |

General
What is the AES 2567

AES 256 is the algorithm used to encrypt data which was approved by the National Institute
of Standards and Technology as the standard in 1997. Currently, this algorithm is regarded
as one of the safest, impossible to break. By using AES 256 we are sure that your data are

always safe.

Are my data safe?

The main priority of the whole platform is its safety and reliability, so that our users have a

confidence that third parties do not have access to sent data. All of files, also from briefcase,
are encrypted using AES 256 on user computer before they are sending to the servers. The
data transmission is also encrypted. This prevents unauthorized access to files sent by user,

because used data encryption algorithm is impossible to break.
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How to schedule backups?

When planning backup, most crucial are three key steps:

1. Choosing data to back up
Making decision, which data need to be secured: which files are necessary,
valuable and key? Loss of which files will involve serious consequences?

2. Backup schedule settlement
Analising of backup frequency and time: in which hours processing backup
task will be most comfortable? How much different can be the time of
completed file versions and copies?

3. Defining the type and retention of versions
Choosing the method and ammount of stored verions of backup files: how
many versions should be available to recover? How important is availability to
insight the previous versions? How far in time the specific file versions must be

available?

Backup tasks in Xopero Solutions are based on those steps and many other, additional,

advanced options to adapt backup to various needs.

How to perform not scheduled copy?

Whole of created project backup you can run manually. To do this go to My backup sets tab

in application and then select one of them and click the Start now button.
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Are copies created automatically?

Yes, once set of project will be performed in the background without user intervention.

What is the backup project?

The backup project is a summary of the data type and advanced options, as well as the
frequency of the backup data. User can create any amount of projects and for each of

them indicate other data, and establish a separate schedule.

How can | delete a project from application?

In order to delete project from application sign in to app and go to Restore tab and then mark
box next to name of project and click Delete backup set button which is located in the lower

part of the tab.

What are the hosts?

Host within the meaning of platform Xopero is any computer on which you installed the
application and has been assigned to a user account and the maximum number of hosts

are limited by license.

In the Xopero Cloud solution hosts are not mobile devices, so you can use any number

of them.
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Can | login from few devices to one account?

Yes, for each user is assigned to 3 hosts, so you can use e.g. a desktop computer, laptop

and smartphone.

What is the encryption key?

All files sent by Xopero Cloud application are encrypted on the client side by the AES 256
algorithm. User can choose one of two keys, which will encrypt his data. Default key - the
key is automatically generated and stored on serversplatform. User key - the user

themselves declares its encryption key, which is not stored on the servers.

What is the difference between the default key and the user key?

After selecting the default key will be generated automatically and stored in a database on
Xopero Cloud servers. The user does not know, so he does not need to worry about its
safety. By using the default key user can, via a web panel, download and generate public
links to resources sent as a backup. User key provides higher security of your data than the
default key is known only user, is not stored on the Xopero Cloud servers, therefore the user
duty is to properly secure. In case of loss user key the data sent to servers Xopero Cloud are
impossible to recover. By using user key there is no possibility download and generate
public links to resources sent as a backup. Regardless of the choice of the encryption key

the data are encrypted and decrypted on the user side.
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Does the application run as a Windows service?

The application installed on a computer running Windows includes service which is
responsible for performing backups,restoring data, syncing briefcase and an application that
provides a user interface. Just that you properly configure projects and you do not need
more run application. Our service running automatically during system startup, and since

then application care for the safety of your valuable data.

What is versioning?

File versioning allows the user to restore a previous version of the file, not necessarily
the last, so user can restore the earlier changes. By default Xopero application stores up

to 30 versions of each file.

Can | change the amount of stored version of a file?

Yes, you can do this at any time, by application installed on your computer. Go to application
settings and in Advanced tabyou can freely increase or decrease the amount of stored
versions. If you change the amount of versions to a smaller, thenafter the next backup

version of up quantity of will be removed.

How to delete file versions?

File versions sent as a backup, you can delete only by desktop application. In this order go
to Restoring tab, find file, which version you want to delete and click the right mouse button

on this file. From menu that is displayed select Show file version.
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Are files in the briefcase subject to versioning?

Yes, the files in the briefcase are also versioned. Any version you can download via the user
panel. In the files tab, if you choose a space briefcase, you can click the icon options for a

given file and select the version you want to download.

Will be performed backup of file, which | am currently working on?

Yes, it is possible by using VSS mechanism, which is enabled by default for all of projects

created by user.

What can | do in case of loss of private encryption key?

In case of loss of private encryption key there is no possibility to restore data, because the

key is not stored in the Xopero platform.

If you want still use application, change the encryption key via Xopero Agent. Remember

that changing encryption key areassociated with the irretrievable loss of all data.
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Can | do a backup of my mailbox?

You can backup your mailbox when you synchronize it with Microsoft Outlook on your local
computer. In this order select the appropriate type of project and you point PST files (and

OST), which will be subjected to archive.

For Xopero Cloud users in Endpoint&Server version we enable the backup of mailboxes that

are located on the Microsoft Exchange server.

For Xopero Local (XQA and XBR) users with server license it is possible to backup

mailboxes that are located on the MS Exchange server.

| do not know where my mails are stored on my computer. How can |

make a backup?

Xopero automatically detects the MS Outlook location, you only have to choose email

backup option, Xopero will do the rest.

Can a network location or mapped resource be the temporary directory?

No, the temporary directory can be only directories which physically located on user

computer.
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Can | make backup of external drives (USB)?

Yes, Xopero allows you to making backup of files which are located on any external drives
which are connect to your computer. Just choose the local data, and then select the files. In
case of errors, go to Advanced option and select option Start backup as Windows user, and

then he user name and password that you have declared in Windows.

What is and how to perform a backup as Windows user?

Every backup can be performed as Windows user, which means that for the duration of the
backup takes placeimpersonation service and it works in the context of the specified
user. By this solution user can performed resource backup which requires additional

permissions, because standard service works on the rights of local service.

In order to perform backup as Windows user, in wizard project go to Advanced tab,

select Start backup as Windows user and enter the authorization data.

OPERO

WORRS, S0 YOU CAN TOO!

General Filters| Advanced

Settings

Use VS5 [ Inclu

Permissions

0 Make backup on Windows
user permissions

Jser:

Password:
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Where | have to install client application to perform a virtual machines

backup?

To perform a Hyper-V backup you must install the client application on the computer where
is the host virtual machines. In case VMware backup the agent can be installed on any hosts

located on the same network as the server running VMware.

How to speed up the backup?

In the Xopero application, there are two ways to improve backup speed. The first method
applies to performance settings, which define to what extent will the resources of our host be

used during backup. The second option is advanced project settings.

Performance settings

Go to application settings and then to Performance tab, after that you'll see following

window:
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)j Xopero - configuration

XOPERO

WORKS, 50 ¥OL CAN 100

Basic Performance Advanced

Bandwidth limit Performance
[] Upload: =

Fastcomputer ' Quick backup
"] Download: 1=

Limitations
[ Perform with a lower priarity

] Limit disk consumpiion

The fields to focus on are Performance and Limitations. In the first case -
Performance - the user has a resource utilization indicator available. The goal is to
increase the speed of backup, that's why it is a good idea to move the marker to the
Fast backup position, it will make the Xopero application utilize fully available host
resources during backup. The option Fast computer works in the opposite way, reduces

the use of funds and allows you to perform additional tasks in the system.

Limitations work in a very similar way. The execution priority is used to set the effective

speed of programs running under Windows, so to increase the speed, deselect the Perform

at lower priority box.
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Variant Limit disk consumption, as the name suggests, allows you to determine the
use of hard disk during backup, the option should be checked to improve the copy

performance.

Project advanced settings

For each backup project, we can additionally manage advanced options, specifically No

encryption and No compression.

2 Xopero - configuration — X

XOPERO

WORKS, 50 ¥OL CAN 100

Basic Performance ¥ Advanced

Bandwidth limit Performance
[[1 Upload: TR

Fastcomputer ' Quick backup
] Downtoad: T

Limitations
[ Perferm with a lower pricrity

[ Limit disk consumetion

If you want to speed up the backup, both options should be selected. As a result of this
operation, the data in the Xopero storage will not be compressed, so they will occupy

more space, they will also not be encrypted.
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How works Full copy every x, Version limit, Days limit options?

The first backup is always full, then are sent differences/increases. The Full copy every x
option - if the user selects this option and set e.g. that full backup is to be performed every 7,
the seventh performance of the backup will be sent the full version of the changed file, the
files that have not changed will not be sent, Version limit - it allows to reduce or increase
the amount of data stored on the server by changing a number of file versions that will be
stored. If the file is changed daily and backup is performed every day, then each copy is
added to the next version of the file, Days limit - it means that after its expiration are deleted
all versions except the last full version. You have to remember that files are versioned, not

data packages.

What is VSS?

VSS is a Windows technology which allows to take manual or automatic backup copies or

snhapshots of files or volumes, even when they are in use.
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How to deactivate graphical interface?

The service is responsible for performing backups and the restore, so you can disable the

interface.

To disable the graphical interface in the client application, go to the application settings.

[Zl Xopero

OPERO

WORKS, SO NOU CANTOO!

(\r S ¢ Maximum protection of your data

(5‘ My backup sets a Last completed
@ Restoring
@ Briefcase

Eventlog Create new backup set ==

Mext copy = Stheduled
None ~]
tests
My backup sets ==
Used: 08

t ! Briefcase

- §

Computer name
Disabled

DESKTOP-JMTTKEK

Connected

Then disable the options:

e Automatically run on system start,

*

Briefcase folder
Account details

Resume all backups

Settings |

G %X @

Logout

Close
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e Log in automatically.

|_Z| Xopero - configuration - X
WORKS, 50 YOU CaN TOO!
Performance Advanced
Language Others
[] Automatically run on system start
English w
[] Log in automatically
Enable remote management
Warnings
[] Warn if scheduled backup does not start for: 1 S| days
Export configuration Import configuration
To the file From the file
Briefcase

Briefcase configuration

This will cause that during the system starts Xopero service will be started, while the
interface will remain inactive. If you try to run the interface, the application will display a login

screen where you will need to enter authorization data.

What is the cost of the license?
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In matters of license prices and other sales issues, please contact our sales department

one of our resellers.. Our specialists will provide you with all required information.

Available contact methods:

- Contact form on our official website,

- Email contact: sales@xopero.com,

- Contact by phone +48 95 740 20 40 internal number 2.

More details here: How to buy Xopero

What algorithms does Xopero use to compress data?

Data compression takes place directly on the device with the client application installed,
which is responsible for backing up data. Xopero uses two algorithms for compression -

for files/folders it is the Deflate64 algorithm, for HDD image copies the LZ4 algorithm.

Compression ratio:
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A Compression ratio Comments
g
0
rit
h
m
D 40-60% Not all file types can be compressed with equal
ef performance - for example, text files usually
la compress well, achieving a high compression
te ratio, while other formats, such as multimedia
6 files, do not compress properly and achieve very
4 low compression rates, no matter how strong
(and slow) compression is used.

60% The stream compression provided by LZ4 allows

Z you to maintain a stable compression ratoi - 60%

of disk usage (empty blocks are skipped in the

backup process)
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How to protect virtual environments other than Hyper-V and VMware?

Virtual environments that are not natively supported by our application - such as Nutanix,

Proxmox or XenServer - can be protected by the so-called "inside" method.

This method requires to install desktop application directly inside the virtual machine so
that it will be treated as a physical host. After installing the application just select the
resources to backup (for example, Disk Image - if you want to secure the entire machine

- or individual components, such as databases or specific files).

Cloud
What is the backup in cloud?

Backup - creating backups of neuralgic data in order to restore after lost or damaged.
Cloud or Cloud computing, in this model, storage application and information takes place

on servers located outside local network, not on the user computer.

Will my data never leak out?

There is no possibility that third parties have access to user data or leaked to the outside.
There is no access without user login and password. Whole files are encrypted already in
the user device (AES 256) and in such form sent, also transmission is encrypted (SSL). In
the encrypted form are replicated and stored on two servers in Data Center whichmeets the

highest safety requirements.

str. 646



Do the third parties have access to my data?

There is no possibility that third parties have access to user data which has been sent to
Xopero Cloud servers. In user computer, before sending, files are split into smaller parts and
subjected to encryption algorithm AES 256. In servers, files are stored in encrypted form and
each part stored in a random location, thereby restore them by third parties is not

possible.

How can | get to my data?

Backup files

Access to data, secured using backup projects, is possible through installed in system
Xopero agent or Xopero Cloud Management Center application. Second solution allows to

restore data from all available devices of any dependent user.

Briefcase files

Access to data in Xopero Cloud briefcase is possible with any device connected with

Internet. File control can be carried in following methods:

e Dby logging in to Xopero Cloud web panel on any web browser (login.xopero.com)

e through briefcase directory, configured on endpoint using Xopero Cloud agent
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How do | know if the backup was done successfully?

Verification of backup correctness can be performed in following ways:

e Using Xopero Cloud agent

o "My projects" tab - after clicking an icon in "Status" column of

chosen project, additional information about backup will appear with

adequate notes and details:

[E toperoCloud

OPERO

WORKS, SO YOU CAN TOO!

Start

My backup sets

Restoring

@ Briefcase
%1? Eventlog

Next copy

None

Computer name

o "Event Log" tab - besides information about aplication functioning,

(’5\ My backup sets

Mame Finished Active Status
|:| . Testbackup 1132021 5:48:43 AM (|
¢| XoperoCloud- Log details s O *
p g

XOPERO

WORKS, 50 YOU CAN Tao

Backup Test backup was successfully finished.

Number of files: 22

Mumber of changed files: 22
Size of changed files: 56,38 MB
Number of sent files: 22

Size of sent data: 96,38 MB
Emors: 0

Wamings: 0

event log also infroms us if the backup projects were finished

successfully.

e Using Management Center for Xopero Cloud

"Logs" section, among other, has information about correctness of completed

backup sets. Double left mouse clicking on event from the list or choosing
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"Details" option from the last column "Show details" will cause viewing of

additional info about chosen event.

|

Menu  Setings Help
) Management Genter
WORKS. S0 10U CAN TO) S = i - =T
o &
Show users:
® a1 O wih actve backup [ Devices fiter “Filier by type
) Actie session () Advanced filers : & o Salect sction type [Ceme |
i = A “ wameg |
inga user ]
T )
8 2 Gl e O3 ose x &
e -
2 = WCR Action typa Backup setnama Backup type
|
|
! e
. - - Details
\——— Backup setname
j . mew u Test backup
| SE———— Flles 1o send Sent ties. Errors
| = | 22 [22 0
(L =, 1 Data to sand. Sent data. Warnings: |
[ T ve [9538 ws [0
i
P! = | [ e——— L
— L ) Path Eror code Error Massage E -
Capacity 178 o
Unidipace 7ac4uR Nuomber of entries:
100
_Valid from: 127312020 B -
J Cornecton statys.

Using web panel - login.xopero.com
Clicking on a graphic from the "Last backups" collumn of chosen device will

cause viewing details about completed backups.

XOPERO

®

:hl Dashboard

Login to web panel fromip ® n

— = st r
0 2 0 — 174.64MB/
QI : m D ."—l' 4 i

Dievica Lasthackupes  Uploaded files  Last action Management  Active session  Backing up

=T (0 ME) = [ ves | o Ma i)

= o @ 22(9638MB) — =3 [ ves | No &3
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What data can be backed up using Xopero Cloud?

Xopero Cloud allows you to backup all of your data! From the local files that are on your
computer, the files MS Outlook or MS Exchange and ending with databases (like MS SQL,
PostgreSQL, MySQL, Firebird) as well as files stored on network devices. Additionally user

can perform backup with pre and post scripts written by themself in Power Shell.

What is the Briefcase?

Briefcase in Xopero Cloud is a remote space to keep and synchronize files in cloud.
Added there data are automaticly uploaded to Xopero Cloud servers from which, using
another device with Internet connection, we can read, modify and save those data in
current and actual form. Each device connecting with briefcase gets access to identical
briefcase state. This feature can be used, among other things, for remote cooperation
with particular files or as a remote data storage. Another meaningful function of briefcase

is generating public links with access to chosen file, working similary to file hosting.

Access to Xopero Cloud is possible with:

e Xopero Cloud client application and configured briefcase directory with this

app
e Xopero Cloud web panel (login.xopero.com)
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Can | view the files in the Briefcase?

User can browse it's briefcase content anytime and anywhere. It can be done by using:

e computer with Internet connection, with installed client application (Xopero
Cloud agent) or with management application (Xopero Cloud Management
Center)

e any device with access to Internet and installed web browser, by using web

panel login.xopero.com

What files are selected when choosing an automatic backup?

For automatic backup are included all local files from user directory, which does not exceed

the size of 4GB and are not in the directory briefcase.

Where is the briefcase directory created by default ?

If you choose automatic configuration the briefcase directory will be installed in local
Windows user directory. The name of directory is Xopero Cloud. In order to display contents
of briefcase directory enough that you run the application, and in Briefcase tab you click Go

to Briefcase.
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What happens if | reach maximum capacity?

In a moment when user fills out the maximum capacity available in cloud an e-mail
notification will be sent and backups will stop processing. Sychronization will also be
stopped. Before that situation will happen though, user will be warned about oncoming

lack of free space with email.

User can modify it's account anytime, therby increase the available space on it's

account. It can be done in few ways:

e Dby extending available space, after contacting Xopero sales department

(sales@xopero.com) or by choosing "Upgrade" option in Xopero Cloud

webpanel:

unlimited
unlimited
unlimited

178

e by acquiring free space through deleting excessing and no longer desired
data.
It's worth to mention here, that deleting backup sets won't cause deletion of of
data included in those backup tasks. Function that allows deleting already

backed up files is available in restoring options.
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How to add another user?

Another users you can adding if you using Xopero Cloud Endpoint&Server. Limit the number
of users specifies the product that you chose. During the addition new users each of them is
assigned a part of the space from the available pool, in which user can perform backup
and data synchronization. Each newly added user can also use thehosts in the amount

specified in the parameters of the subscribed product

How to create public link?

User, to selected resources from briefcase and backup encrypted by user key, can generate
links which can be send to another person. In order to generate public link to selected
resources must previously mark them, and then click on the icon link which is located above
the file list. Window, with public link indicated resources, and its expiration date, will be

displayed.

What does it mean, that Xopero Cloud uses SSL connection?

SSL is abbreviation of Secure Sockets Layer. This encryption protocol protect
communication on the Internet using encryption and authentication. The protocol is often
used to perform secure electronic transactions by the Internet, e.g. banking transactions

online.
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What ports does the Xopero Cloud application use on my computer?

Xopero Cloud use the standard ports. All of communication between Xopero Cloud service
and our servers done through the 443 (SSL) and 80 ports. It is thus not necessary to change

the firewall settings or Internet security software in order to be able to use the software.

Xopero Quick Start - inactive account

Once your account has been created you will have to go through a few steps. The following
manual will guide you through the process of preparing an account and creating the first

backup:

1. After registration in Xopero Cloud you will receive activation email. Click the activation link

in the email you will receive or copy and paste into web browser.
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OPERO

WORKS, SO YOU CAN TOO!

Dear n.bak0203,

congratulations! Your Xopero Cloud account has been created.

Before you can start doing and managing all your backups you need to activate
your account first. Just click on the link:jhitps://cloud.xoperc.com/
activate/2e7995dd-47f3-41c6-8ceb-ef0fbd7e7e63

Login: n.hak0203
Windows client application: https://cloud xopero.com/setup/windows

Xopero Cloud is an advanced solution for online backup. which enables unlimited
protection of computers, databases, physical and virtual machines. All data is
encrypted by AES 256 algorithm — the very same which is globally used to secure
financial operations. So you have a guarantee that they are well protected.

T +48 95 740 20 40 Regards
@ suppori.xopero com Xopero Cloud

2. You will be redirected to the Xopero Cloud website, where you have to set up a password

for the account.
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OPERO

WORKS, 50 ¥OU CAN TOO!

Account activation USER PANEL

Flease fill required fields to finnish account activation process

Password

Fepealt password

Activate

3. After password set up, you will be able to log in.
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OPERO

WORKS, 50 ¥OU CAN TOO!

User name USER PANEL
| Account has been activated, please log in I
User name
Password
|| Remember me login

Forgot password

4. During first login you have to choose the encryption key:

e Default - will be generated automatically and stored in a database on Xopero
Cloud servers.

e Custom - provides higher security of your data than the default key, is known only
by the user, is not stored on the Xopero Cloud servers, therefore the user duty is
to properly secure. In case of loss user key the data sent to servers Xopero Cloud

are impossible to recover.
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All files sent by Xopero Cloud application are encrypted on the client side by the AES 256

algorithm. User can choose one of two keys, which will be used to encrypt the data.

o p E R o &8 EnglishV | nbak0203 | fogout

WORKS, 50 YOU CAN TQO)

You are almost done!

You have chosen & license for protessionals, so you
have to decide which encryption key will be used to
secure your data.

Default key

Encryption key will be generated aulomatically and stored an our
servers in form that prevents its reading

Custom key

Enter your own key. Remember! In case of its loss, it is
impossible o restore encrypled daia from severs

| Enter the key | Hepeat e kay

Maxt

Copyright Xopero Software S.A

5. After selecting the encryption key, a dialog window, which lets you download the
application will be displayed. Applications for download are also available in the Download

applications tab.

You should download Agent application - marked as Windows in Download applications tab.
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Welcome!

You made right decision!

What you should know about our solution:

Security

You £an be sure that your dats is complesely
safe. Each file sent via our application is
encrypied before sending to servers by
unbreakable AES 256 algorithm and the
ransmission is secured with 55L certificate.

Mobility

Access to data from anywhere in the world?
Yes, it is= possible. Mobile applications and
WEE panel allow you to access your fites and
documents wherever you are. Download,
send and share dats with no limits.

Desktop application

Perform complex backup of valuable files.

install the application on computers with

Microsoft Windows O5 and start creating safe
backup and sync data between few devices:

Download

Do not show again
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OPERO

WORKS, 50 ¥YOU CAN TOO!

Files  Manage  Download applications

Download applications

Dashboard

> Lsers == Windows I br .Coogle play ‘ ‘ .’ App Store ‘

Logs

@ Linux .DEB || ¥ Linux RPM Hi Console

Configuration
Subscription

Payments

Your licence

Digk Quotz B0 GE
Users 1
Devices 10

Version Standard

Copyright Xopero Software 3.4, Web panel v.. 1.3-bugfix .2 9.66.624

6. After downloading and installing the application, log in using the previously entered

credentials.
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1¢| XoperoCloud - login >

OPERO

WORKS, 50 YO CaN TOo

User |n.bak0203 | Registration
Forgot password
Password |""“"“"““1 | Proxy settings

] Log in automatically

7. Go to My backup sets tab and choose New backup set option.

Xopero Quick Start - active account

Once your account has been created you will have to go through a few steps. The following
manual will guide you through the process of preparing an account and creating the first

backup:

1. After registration in Xopero Cloud you will receive e-mail from your administrator with your

login and password. If not, contact them.

2. If you have a password for your account, go to the login page (for EU and US) and enter

credentials.
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OPERO

WORKS, 50 ¥OU CAN TOO!

User name USER PANEL
LIsername
Passwaord
[ ] Remember me login

Forgot password

3. During first login you have to choose the encryption key:

e Default - will be generated automatically and stored in a database on Xopero
Cloud servers.

e Custom - provides higher security of your data than the default key, is known only
by the user, is not stored on the Xopero Cloud servers, therefore the user duty is
to properly secure. In case of loss user key the data sent to servers Xopero Cloud

are impossible to recover.

All files sent by Xopero Cloud application are encrypted on the client side by the AES 256

algorithm. User can choose one of two keys, which will be used to encrypt the data.
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o p E R 0 38 EnglishV | nbakd203 | logout

WORKS, 50 YOU CAN TQO)

You are almost done!

You have chosen & license for protessionals, so you
have to decide which encryption key will be used to [
Secure your data.

Default key

Encryption key will be generated aulomatically and stored an our
servers in form that prevents its reading

Custom key

Enter your own key. Remember! In case of its loss, it is
impossible o restore encrypled daia from severs

|
| Enter the key | | Repeal 2 key

Plecet

Copyright Xopero Software S.A

4. After selecting the encryption key, a dialog window, which lets you download the

application will be displayed. Applications for download are also available in the Download

applications tab.

You should download Agent application - marked as Windows in Download applications tab.
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OPERO
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Welcome!

You made right decision!

What you should know about our solution:

Security

You £an be sure that your dats is complesely
safe. Each file sent via our application is
encrypied before sending to servers by
unbreakable AES 256 algorithm and the
ransmission is secured with 55L certificate.

Mobility

Access to data from anywhere in the world?
Yes, it is= possible. Mobile applications and
WEE panel allow you to access your fites and
documents wherever you are. Download,
send and share dats with no limits.

Desktop application

Perform complex backup of valuable files.

install the application on computers with

Microsoft Windows O5 and start creating safe
backup and sync data between few devices:

Download

Do not show again
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OPERO

WORKS, 50 ¥YOU CAN TOO!

Files  Manage  Download applications

Download applications

Dashboard

> Lsers == Windows I br .Coogle play ‘ ‘ .’ App Store ‘

Logs

© Linux DEB | Linux RPM Hi Console

Configuration
Subscription

Payments

Your licence

Digk Quotz B0 GE
Users 1
Devices 10

Version Standard

Copyright Xopero Software 3.4, Web panel v.. 1.3-bugfix .2 9.66.624

5. After downloading and installing the application, log in using the previously entered

credentials.
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1¢| XoperoCloud - login >

OPERO

WORKS, 50 YO CaN TOo

User |n.bak0203 | Registration
Forgot password
Password |""“"“"““1 | Proxy settings

] Log in automatically

6. Go to My backup sets tab and choose New backup set option.
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[}J KoperoCloud

=)

OPERO

WORKS, 50 YOU CAN TOOD!

Start

My backup sets

S Q Q6|

Restaring

Briefcase

Eventlog

Next copy

None

n bak0203
Capacity; 100 GB

Used: 08

Computer name

DESKTOP-JMTTKEK

Connecled

(5\ My backup sets

Mame

Finished

Delete backup set

Active

MNew backup set

Status

7. Define backup:

Enter the name of the project,

Select the type of project (default is local data),

If you select local data, indicate what you want to backup,

Set a schedule,

Save the project.
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m HoperoCloud -backup set wizard = [
WORES, 50 YOU Cal TOOL
Basic information Advanced New copy
Name ‘What you want to backup?
|Des|dﬂﬂ (® Localdatn () Outlook () Advanced copy HDD image
Schedule
’Z|- Pulpit MName Size Type
! Ll OHED_”\'Ie [ @ oneDiive
- [12& Natalia (O Ondemand
. O & natalia
» . Ten komputer =
=i A Ten komputer
s -py Bibliotaki i Al () Buery:
! = = Biblioteki
. o& Grupa domaowa et
; ied
fn Kopero E Everyday at; 14:30
*& Grupa domowa @ Everydsy o
O Iall\crnnis Backup (Secured connection) 116 KB  Skrdt
¥ ; B () Every week:
] # scronis Backup 112KB  Skrét
[ 52Backup expert 173KB  Skrit at: 14:04:05
[] & Firefox 119KB  Skrét
O ﬁcnngle Chrame 221KB  Skrot O Defined
O seHxD 054 B Skrit
<
Ean >3
Delste  Selacted path
[=] CiUsersWataliaiDesktoph
100 GB (100%:]

8. If you have set a schedule, the project will start automatically at the appointed time, if not,

you have to start it manually - select the checkbox next to the project, then click on the Start

now option.
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[;ﬂ KoperoCloud

OPERO

WORKS, 50 YOU CAN TOOD!

Start

)
@
@

Next copy

My backup sets

Restaring

Briefcase

Eventlog

Deskiop

Start now

n bak0203
Capacity; 100 GB
Used: 0B

Computer name
DESKTOP-JMTTKSK

Connecled

@ My backup sets

Mame

.| Desktop

Finished

Never

Delete backup set

Active

MNew backup set

Status

v
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[}J KoperoCloud

=)

OPERO

WORKS, 50 YOU CAN TOOD!

Start

My backup sets

S Q Q6|

Restaring

Briefcase

Eventlog

Next copy

None

n bak0203
Capacity; 100 GB

Used: 08

Computer name

DESKTOP-JMTTKEK

Connecled

(5\ My backup sets

Mame

Finished

Delete backup set

Active

MNew backup set

Status

8. Define backup:

Enter the name of the project,

Select the type of project (default is local data),

If you select local data, indicate what you want to backup,

Set a schedule,

Save the project.
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m HoperoCloud -backup set wizard = [
WORES, 50 YOU Cal TOOL
Basic information Advanced New copy
Name ‘What you want to backup?
|Des|dﬂﬂ (® Localdatn () Outlook () Advanced copy HDD image
Schedule
’Z|- Pulpit MName Size Type
! Ll OHED_”\'Ie [ @ oneDiive
- [12& Natalia (O Ondemand
. O & natalia
» . Ten komputer =
=i A Ten komputer
s -py Bibliotaki i Al () Buery:
! = = Biblioteki
. o& Grupa domaowa et
; ied
fn Kopero E Everyday at; 14:30
*& Grupa domowa @ Everydsy o
O Iall\crnnis Backup (Secured connection) 116 KB  Skrdt
¥ ; B () Every week:
] # scronis Backup 112KB  Skrét
[ 52Backup expert 173KB  Skrit at: 14:04:05
[] & Firefox 119KB  Skrét
O ﬁcnngle Chrame 221KB  Skrot O Defined
O seHxD 054 B Skrit
<
Ean >3
Delste  Selacted path
[=] CiUsersWataliaiDesktoph
100 GB (100%:]

9. If you have set a schedule, the project will start automatically at the appointed time, if not,

you have to start it manually - select the checkbox next to the project, then click on the Start

now option.
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[3¢] XoperoCloud = O bt

OPERO

WORKS, 50 YOU CAN TOOD!

=)

— %‘ My backup sets

My backup sets Mame Finished = Active Status

5] [ Desktop Never i v

Restaring

Briefcase

PO G

Eventlog

Next copy

Deskiop

Start now

n.bak0203
Capacity; 100 GB
Used: 0B

Computer name

DESKTOP-JMTTKEK

How to renew the subscription?

At any time during the subscription period, as well as for some time after its expiration, it

is possible to renew the subscription through Webpanel Xopero.

The renewal is made by the Account Manager (Xopero reseller or directly Xopero).
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To report to your Account Manager the desire to renew the subscription, log in to the

Xopero Cloud panel.

On the right side in the Subscription section, select "Upgrade”.

Attention! If this option is not available to you, please contact your Account

Manager directly!

.
v Subscription

Endpaints
unlimited

S=rvers:

unfimited

unlimited
50GB

10.06.2020

= |

Choose subscription type. If you want to stay with the current subscription, just click

"Next".
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Product madification

e the product that meets your needs

—

Subscription  Summary

m
m
m
if your client needs are the | have multiple workstations,
BaME, just extend current ONE or mare Servers, oa
licence. and virtual machines:

- e

Choose the duration of the subscription. The price will be displayed on the right. Confirm
the purchase with the "Finnish" button. The Account Manager will get information to

extend the subscription.
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Product modification

Choose the product that meets your needs

——

Subscription | Summary

You have selected

XCE&SS0GE

Users: 2147483647
Devices: 2147483647
Capacity: 50 GB

Valid 1o 10.06.2021

Subscription:

®) year 2 years 3 years

Summary

Price includes tax.

Manual activation

mmm PLN

Your license will be activated after approval by the Partner

You can check the subscription status by clicking "Details".

$ Subscription

Endpoints
unlimited
Sarvars!
unlimited
unlimited

Jiss LTS

50 GB

DETAILS I

=
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A list of subscriptions with their current status will be displayed. After the Account

Manager accepts, the status will change from "Awaiting"” to "Current"”.

Subscription details

information abouwt subscription
About subscripiior
% R = 50 GB
Nurmher —
Valid o 10.06

Humber Hama Wersion Capacity Users Endpoints Servers Status

XDEESS0GE Endpoim&Server 50GE  unlimited  unlimited unlimited

Storages

Deleting files from storage

Cleaning the storage

User data, which has been backed up is physically stored on the hard disk, until they are
being removed by a storage cleaning tool. Only the data that has been deleted by the user in

the Xopero client application are subject to removal by the mentioned tool.

After deleting data in one of the above-mentioned applications, data in the storage is marked

for deletion and finally deleted after 24 hours after being marked.
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https://support.xopero.com/hc/en-us/articles/115001926664-Deleting-and-restoring-data

If the user wants to delete the data from the storage earlier, he can use the Storage cleanup

option, which will start the cleanup process.

B&R storages replication

Within two servers

About replication

Replication is a process of duplication information between different servers. This operation

allows you to limit the amount of data lost during the failure and restore the system to work.

Creating a iISCSI resource

To replicate the storage, create an iSCSI resource on the server to which you want to

replicate data.

In the first step, log in to the selected server (it can be a domain controller to which other
servers are connected) as Administrator, go to the Server Manager and choose the option

related to adding roles.

QNAP storages replication

Within two QNAPs

About replication
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Replication is a process of duplication information between different servers. This operation

allows you to limit the amount of data lost during the failure and restore the system to work.

Creating a iISCSI resource

To be able to replicate storage to another QNAP, you have to create a iSCSI target on
second QNAP.

iSCSI target cannot include data!

In the first step go to QNAP's web panel and run the Control Panel.

In the next step, go to the storage and snapshot manager window.
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Corral Panel - X

£ ControlPanel Qo

son 1146 CPU el

Furmmars -
TS.25] Sena numbec 0147100

& System

Memery. 4 G8

[[@ General Settings & Secunty W Hordware
n pace & e © Power B totification Center & Firmware Update /8 Backup / Restore
. i S hece &l External Device B System Status B SystemiLogs - Recource Monitor
more>>
S Users 2 UserGroups 3 OQuota
perm 1or ooa! § Gomain ugers, and L9 LY ) Domain Security & Domeéin Controfler
@» Network & File Services
» %, letwork & Virtusl Switch 5o Network Access 2. Win/Mac/NFS B Telnet / SSH
" et e w1l for i SNMP & Service Discovery & FTP = Metwork Recycle Bin
(=) Applications
PP @ HyoridDesk Station W iTunes Server & DLNA Media Server O Muitimedia Console
I' 3 § rrivAg wrei i £ Web Server & LDAP Server & SOL server wt Syslog Server
- Anfivirus S RADIUS Server Q8 TFTP Server © NTP Server
| Storage & Svpehets - X
| B¥ Storage & Snapshots | External RAID D 350 Ovar-Pravisioning ~ | (ae atier + | (@ visooAIBoDTIoud +) | B @ | {3
System - enclocure 1, Diek 2 Storage Pool
) Overview
0w @O
Sineage
snapshot
Storage
Do/ V. IBOO Shorae ool 8 '
Storpge/Snapehol 285808
g 330 g Dk -lache wm DEs SR m Frew Nene  wm Warniey e S o{uas4joe

Acceleration

Extemal Storage Volume/LUN -vekume: 2 .
Datmopton 100.0%
Snapatot Bac = ey p—— T
¢ Replica Detabolt @ resdy Thicx rolume [ Storage Pod 1
Detavel2 [V Thick rokume (4] Starege Pos 2

Snapshot Vault

ISCS! & Fibre Channel

Utilization m $t0129e Poo! Batavalt - [T Pastwest -

100 &
R
s e o o000 eee e
5% at
xs
°x ® Datavall
i sat son Hon e e T Wou  — Dument Tiyeshold
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Select Create. A wizard window will be displayed, in which must define the parameters of the

iISCSI storage being created. Remember to create iSCSI Target with a mapped LUN.

SCSI & Fve Chanmel -4 X

iSCSI & Fibre Channel

- iscs) iSCS! Target List ((snapshat ] ((iscsiant )

1SCS! Storage

Remote Disk

Fibre Channel ~
FC Ports
FG Storage
FCWWPN Aliases
No iSCSI targets or LUNs.

[=) LUNImport/Export AN ISTS! LUN is 8 portion of storage space that can be used by other
devices or virtual machines Click here to create a LUN

C" iSCSI Target Creation Wizard
@ introduction M configue @ o Summary

Configure:

A1 19031 target s identified txing A3 foll SOST Quabdied Name (I0N) For eesier identdication you cen slso give 1 4 shorter shias

1SCS1 Target Profile

1q0 2004-04.com qnep:ts 251 13cat 5012
Target skmy

& Alow clustered acoess 1o this target @

Advarced SetingA

uxx; Next |
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After the new storage is created, it will be displayed in the iSCSI target list.

\
LSl\ap~l'(ﬂ v| [ wosiace | ( Action

Alas (ION) ots Capacity Allocated  Status

/N 5CS1 (ign 200404 com qnap

FC Storage
FCWWPN Allases

E;: LUN import/Export

After completing these steps, go to the QNAP web panel which running the Xopero
server module and map the newly created iSCSI storage. To do this, go to the iISCSI and
Fiber Channel window (Control Panel -> Storage & Snapshots -> iSCSI and Fiber

Channel) and select the Add Virtual Disk button in the Remote Disk tab.
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| 1681 Fiwe Chanael - 4%

iSCSI & Fibre Channel

Remote Disk ( Configure iSCS! initiator ) ¥

Hemate Disk

Fitwe Channel ~

FG Ports
FC Storage
FC WWPN Alises
No Remoate Disks

- Impont
. X mpert/Emat A remote disk is & ISCSI LUN located on another server that this NAS

Is using for storage. Click here 10 3dd 3 remote disk.

Add Virtual Disk

The form for adding a new virtual disk will be displayed. After filling it, the ISCSI resource

will be mapped.

Add Virtual Disk

Target Server P/Name

Get Remote Disk
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15681 & Flre Chanvel - ¥

iSCSI & Fibre Channel

Remote Disk ( Configure iSCS initiator) £ [ Action w
Storage Target Kame/Victual Disk Nasme File System ToalSize  FesSize  Status

Hemote Digk /N 192188.0.198 (Kon 2004.04 com qnaps-cc8Biu ieel tectnop 658366) Connectad

(O — & Vetuabiskt Unknown 29308

FCPorts
FC Storage

FCWWPN Allases

= LUNimport/Export

tote: Create a shased foldet o the vietus! dis

Then, go to Management Center and run Storage Manager.

3] acdemin @ htpe /162 1680 195:43554/ Managem entServic e sue - u} ®
Change password -
Management Cenler
Choase language
Storage Manager — &5 — Licanse
[ il P2 | i 1]
=] PemEssvyBal i
Show Datadags manager _ il i,
@ A — cup -
O Actve seszion 10 ,, cl
Finduser | » Last backups Stas:
mpleled
a ! ga ® D__HII'DW | B Stahis | User name | Backup seiname  Dale Ll
= Natalia Docs 127282017 11,56,
Gl wa Intermu.. Matalla Docs 1202812017 10-58:
8 Test@ “0% Mataliz Docs 1202812017 D884,
~& Dawld_Endpoint ; Matalia Docs 122812017 B5E4
& Dawid_Sener w“’;‘;‘qg- — 1 z = -E'%T Matalia Docs 120282017 7583,
2 e B Natalla Docs 122802017 6483
& Natsliaz Matalia Docs 1272812017 5:583.,
& orcen3 MNatalia Docs 122012017 4582,
& Testowe [ adetia P TR A O
@& piotrek Storage ublizaion  Number of files
-8 res_mclest
& roent .
2 test1234 L Ep——
@ test 123 45568
i fester 4GB == Sizg of backed up s
= ~ Used spaca
152GB -—————————
st 19— i ] 5 = ] L]
Account type: 4 g = 2 = & & &
Used space 47512 GB Decuplicsiion rano 3 37x
Coremtion stalus. @

To add a path to replicate, you can edit an existing store or do it by creating a new one.
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ﬁ Storage Manager

OPERO

WORKS, 50 YOU CAN TOO!

Storage Manager

9|7 S| =

Description Capacity

190 GB

Used Cluster Priority Shared
space size folder

154,19 GB | Default XOpero_repo

Progress

To add path to iSCSI resource click dots.
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[z| Edit storage

Description:

OPERO

WORKS, 50 ¥YOU CAN TOO!

Llsed space:

| [157887 | mB]

Storage mode:

Shared folder:

|I'u'|anua|

v| |Knpern |

Capacity:

Additional shared folder:

|190

| G81 | || Adg |

Cluster size:

| Default

v| @

Priarity:

High

> |

X

Save Cancel

Select shared folder.
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|E Select folder

Please select path{s):

| Ishare/CACHEDEV1_DATA

| Ishare/CACHEDEVZ_DATA

| Ishare/external/DEV3302_1
] arelexternal/sdwd

Create new directory

Selected path(s):

Ishare/external/sdwd

0K

|| cancel

After that Save changes.
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[Z| Edit storage

OPERO

WOREKS, 50 YOU CAN TOO!

Description:

Storage mode:

Manual

Capacity:

|1gu

| 1GB]

Cluster size:

| Default

v| @

Priarity:
High

Edit storage

Llsed space:
[157887 | mB]

Shared folder:
|Knpern |

Additional shared folder:

|.|'S harefexternalls dwd | Delete

Additional shared folder:

Save

Add

X

L]

Cancel

r Manager *

i B Local Server
& A Servors
B§ File and Storage Sendces &

Dashboard

WELCOME TO SERVER MANAGER

OUICK START

0 Configure tf

is local server

servers 1o manane

Add Roles end Faatunes

Remove Roles and Featurec

Add Servers
Create Server Greup

Server Manager Properties
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In the Wizard that will be displayed, select the role File and Storage Services -> File and
iSCSI Services

DESTIMATION SERVER

SElect server r0|e'5 WIN-HBELD460D2H

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection File and iSCSI Services provides
L] DNS Server technologies that help you manage
[] Fax Server file servers and storage, reduce disk
4[] File and Storage Services (1 of 12 installed) gRaceluticahionlepliciskndicache

Confirmation : e —— files to branch offices, move or fail
|D Rl e over a file share to another cluster

Storage Services (Installed) node, and share files by using the
[] Hyper-V MFS protocol.
[[] Network Policy and Access Services

Featuras

[] Print and Document Services

[J] Remote &ccess

[[] Remote Desktop Services

[J volume Activation Services

[] Web Server (II5)

[] Windows Deplayment Services

[] Windows Server Essentials Experience

[] Windows Server Update Services ™

< Previous | | Mext = | | Install | | Cancel

After going through all the wizard steps, open the installed role and then go to the iSCSI

option.
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Server Ma

22 Dashboard

B Local Server

ii All Servers
g F

ile and Storage Services P
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:r * File and

‘i\i SERVERS
Volumes
Dicks
Storage Pools

Shares

fActvated]

Work Folders

In the next step go to Tasks -> New iSCSI Virtual Disk

* File anc

% iSCSI VIRTUAL DISKS
Servers &I Al S virtual dichs | O tot

Violumes

Disks

Storage Pools

Shares

Felders

iSCSI TARGETS
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In the first wizard window, select the server and disk or path where the resource should be

created.

Select iSCSI virtual disk location

Virtual Disk Location Server:
ISl Virtual Disk Mame Server Name Status Cluster Rele Cwner Nede
WIN-H8EUO46DD8H Online Not Clustered

O The list is filtered to show only servers with the iISC5SI Target Server role installed.
Storage location:
®) Select by volume:

Valume Free Space  Capacity  File System
C 891GB 39.5GBE NTFS

39.7GB 499GB NTFS

The iSCSI virtual disk will be saved at \MiSCSIVirtualDisk on the selected volume,
() Type a custom path:

-:Previous“ Mext > I | Create || Cancel |

Next, enter the name, select the amount of memory to be allocated for the resource and

select an existing target or create a new one.
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Specify iSCSI virtual disk name

505! Virtual Disk Lozation | [Name:  NameOfisCs| 1

Description:

SCSI Virtual Disk Size

Path: EAISCSIVirtualDisks\NameOfiSCSlvhdx

<Previous | [_Net> | | Create | [ Cancel |
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Specify iSCSI virtual disk size

ISl Virtual Disk Location Free space:  39.6 GB
ISCSI Virtual Disk Mame Size: Zd H

® Fixed size

iSCSI Target

This type of disk provides better performance and is recommended for servers running
applications with a high level of disk activity. The virtual hard disk is created using the size of
the fixed virtual hard disk. It does not change when data is added or deleted.

Clear the virtual disk on allocation
Note: Un-selecting is NOT RECOMMEMDED. Clearing a disk to zero will remove any
fragments of data that remained on underlying storage, thus protecting from information
leaks.
) Dynamically expanding

This type of disk provides better use of physical storage space and is recommended for servers
running applications that are not disk intensive, The whdx file is small when the disk is created
and grows as data is written to it.

O Differencing

This type of disk is associated in a parent-child relationship with ancther disk that you want to
leave intact. You can make changes to this virtual hard disk without affecting the parent disk
and easily revert the changes later.

Parent virtuzl disk path:

Browse...

< Previous || Mext = I | Create || Cancel
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Assign iSCSI target

SCsl Virtual Dick Location Assign this iSCSI virtual disk to an existing iSCS1 target or create a new target for it.

1SCSI Virtual Disk Name Chibdstingntst lpcts

ISCS1 Virtual Disk Siza Jarget Name Initiator |Ds Description

Terget ame and Access

(®) Mew iSCSI target

e:Prencus“ Neart:* I | Create || Carﬁ:d |

In the case of creating a new target, wizard will carry out the user through the stages of

creating the target.

First define its name, then select the computer that should have access to the resource.
Please remember that this have to be the host on which the Xopero Backup&Restore

application is installed.
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Specify target name

iSCst Virtual Disk Location I Narme: iscsl

ISCSI Virtual Disk Name
Description:
1551 irtual Disk Size '

iSCSl Target

Accass Servers

e | [ ]

str. 695



Specify access servers

i5Csl Virtuzl Disk Location |
ISCSE Virtual Disk Name Type Value
TSCSE Virtual Disk Size

1SCS1 Target

Target Name and Access

| Add. || remowe

Click Add to specify the iSCSI initiator(s) that will access this iSCSI virtual disk.

é_Pl}Eﬁﬁus-_ll Next > |

| Create

|| cancel

There are several ways to add a new host:

e By Query initiator computer for ID, however, this is not an option supported for

Windows 2008 R2, Windows 7 and eatrlier,
By select from initiator cache,

By selecting the type and entering the value (select IQN, DNS name, IP address

and MAC address).
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Select a method to identify the initiator:

() Query initiator computer for 1D (not supported on Windows
Server 2008 R2, Windows 7, or earlier):

() Select from the initiator cache on the target server:

(® Enter a value for the selected type
Type: Value:

IO

IOM

DNS Mame
IP Address
MAL Address

After adding the host, create the resource.
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Specify access servers

15031 Virtual Disk Locztion Click Add to specify the iSCSI initiator(s) that will access this iSCSI virtual disk.

ISCSI Virtuzal Disk Mame Type Value
iSCSI Virtual Disk Size |PAddress 192.168.0.207
iSCEl Target

Target Mame and Access

Enable authentication ser...

Add.. | | Remove

<Preui0us|| Mext » I | Create || Cancel

Confirm selections

iSCSI Virtual Disk Location Confirm that the following are the correct settings, and then click Create.

iSCS1 Virtual Disk Mame
1SCSI VIRTUAL DISK LOCATION

iSCSI Virtual Disk size Server: WIN-HSELO46DD2H
I5CE] Target Cluster role: Mot Clustered
Target Name and Access Path: ENSCSIVirtualDisksyNameOfiSCSlvhdx
G E N ISCSI VIRTUAL DISK PROPERTIES
Enzble authentication ser... Marme: NameOfisCs!

Size: 20.0 GB

TARGET PROPERTIES

Marme: iscsi

ACCESS SERVERS

IP Address: 192.168.0.207

SECURITY

CHAP: Disabled

Rewverse CHAP: Disabled

<Previous | | Next> | [ Create || cancel |
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|_Z| admin @ https://192.168.0.19%:43554/ManagementSery

Change passward

Choose language

| Storage Manager I

E-mail reports »

Show Database manager
® Al xr—vrroracuve-dackLp

() Active session

Find user

ag, ‘E‘E @ Clear filter

020 1234@. _#+-
-2 Testowa

..... & #Test@

----- & 1234567890123456789012345678901:
..... & Dawid_Endpoint
..... & Dawid_Server
----- & JAVA-111

..... & Michal

..... & MNatalia2

..... & OPC-8913

..... & Testowe

..... & piotrek

..... & res_mctest

..... & robert

..... & test1234

..... & test_123

™ 1 _a_

admin

Account type: -
Used space 47067 GB
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