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	Area: Policies on risk analysis and information system security

	· Develop a risk analysis policy.
· Develop an information systems security policy.
· Appoint a contact person for cybersecurity.

	Notes:








	Area: Business continuity, such as backup management and disaster recovery, and crisis management.

	· Develop a business continuity plan that includes procedures for emergency, recovery, and minimizing disruptions.
· Implement software or a comprehensive solution for data backup and restore.
· Establish a crisis team and crisis communication procedures.

	Notes:












	Area: Supply chain security, including security-related aspects concerning the relationships between each entity and its direct suppliers or service providers.

	· Conduct supplier/service provider risk analysis to secure supply chains.
· Supplier ______________________
· Supplier ______________________
· Supplier ______________________
· Supplier ______________________
· Supplier ______________________
· Implement procedures to identify and manage risks throughout the supply chain.
· Conclude agreements that clearly define cybersecurity requirements.
· Supplier ______________________
· Supplier ______________________
· Supplier ______________________
· Supplier ______________________
· Supplier ______________________

	Notes:








	Area: Security in network and information systems acquisition, development and maintenance, including vulnerability handling and disclosure.

	· Verify suppliers in terms of security measures applied, certificates held, etc.
· Supplier ______________________
· Supplier ______________________
· Supplier ______________________
· Supplier ______________________
· Supplier ______________________
· Implement an Extended Detection and Response (XDR) solution protecting endpoint devices
· Implement a Mobile Device Management (MDM) solution protecting mobile devices.

	Notes:








	Area: Policies and procedures to assess the effectiveness of cybersecurity risk management measures.

	· Conduct an analysis of risks relevant to your business activity to identify and mitigate them.
· Develop key performance indicators (KPIs) to evaluate implemented security measures
· Indicator ______________________
· Indicator ______________________
· Indicator ______________________
· Indicator ______________________
· Indicator ______________________

	Notes:








	Area: Basic cyber hygiene practices and cybersecurity training.

	· Conduct initial cybersecurity training for employees (e.g., phishing threats identification, password management, protecting data on devices).
· Conduct training for the management board on the requirements set out by the NIS2 directive.
· Conduct knowledge tests.

	Notes:











	Area: Policies and procedures regarding the use of cryptography and, where appropriate, encryption.

	· Develop a cryptography policy (when and how to encrypt data).
· Implement proven and certified cryptographic tools.
· Develop SSL/TLS certificate management systems to prevent the certificates from expiring and exposing communications to attacks.

	Notes:








	Area: Human resources security, access control policies and asset management.

	· Develop safety procedures for employee hiring and dismissing.
· Develop a procedure for accessing organization's offices.
· Implement an Identity and Access Management (IAM) solution.
· Create an inventory of IT assets (e.g. computers, mobile devices).

	Notes:











	Area: The use of multi-factor authentication or continuous authentication solutions, secured voice, video and text communications and secured emergency communication systems within the entity.

	· Implement multi-factor authentication (MFA) and train users on it.
· Implement continuous authentication solutions (monitoring user behavior and prompting for authentication in the case of a suspicion).
· Prepare special communication channels for emergency situations.
· Channel ______________________
· Channel ______________________
· Channel ______________________

	Notes:








	Area: Incident handling

	· Document and implement a computer security incident management process.
· Designate people responsible for handling incidents.
· Develop a procedure for reporting an incident to a Computer Security Incident Response Team (CSIRT).
· Implement tools that automate incident response, e.g., Security Orchestration, Automation and Response (SOAR).

	Notes:










Disclaimer
The above checklist was developed to support organizations in implementing selected requirements of the NIS2 directive. The information contained herein is general and for guidance purposes only. Xopero Software S.A. assumes no responsibility for the completeness, accuracy, or compliance of the checklist with the full scope of obligations under NIS2 or with national regulations implementing this directive.
It is recommended that each organization conduct its own detailed risk analysis and consult with appropriate specialists or supervisory authorities to ensure full compliance with applicable regulations.
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