>:OPERO O EU SOVEREIGNTY & COMPLIANCE

Backup&Recovery

*x X %
* *
* 100010 *

EUROPEAN

* 4 ok

N Yl a T

Xopero:
Sovereign & Xopero is a 100% European vendor of

enterprise-grade backup and Disaster

com plia nt Recovery solutions. Its products are

developed in Europe in compliance with

Eu ropean ISO/IEC 27001, and customer backup

data resides strictly within certified EU

BaCKu p VendOr data centers to ensure full compliance.

CERTIFIED CERTIFIED SUPPORTED SUPPORTED SUPPORTED
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SOVEREIGNTY

The three pillars of Xopero’s
sovereignty and compliance

=

Strictly EU jurisdiction Guaranteed EU

& ownership data residency

Only European capital with Top-tier certified EU data

in-house R&D, QA, and centers in the UK, France,

technical support—no third- Germany, the Netherlands,

party country impact. and Italy, or 100%
independent on-premises
storage.

REGULATION

Uncompromised
regulatory compliance

ISO 27001 and SOC 2 Type I
certified backup vendor with
solutions supporting GDPR,
NIS2, DORA, and national
laws.

Comprehensive coverage of EU legislation

REGULATION KEY REQUIREMENTS

XOPERO IMPLEMENTATION

GDPR Strict data residency, privacy by

design, right to be forgotten, and
protection against unauthorized
third-country transfers

General Data Protection
Regulation (GDPR)

NIS2 Mandatory supply chain security,
business continuity management,

incident response, and backup
integrity for essential entities

NIS2 Directive

DORA Rigorous ICT risk management,

backup redundancy, regular
testing, and rapid recovery
capabilities for financial institutions

Digital Operational
Resilience Act (DORA)
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100% EU data residency

Zero-Knowledge encryption—
cloud storage providers
cannot read customer data

Supply chain security with
100% EU R&D and code

Short recovery time (RTO) via
Instant Restore

Immutable&encrypted
backups to survive severe
cyber incidents

Multi-storage redundancy

Automated backup
verification

Fast granular recovery for
minimal downtime
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RESILIENCE

Proprietary solutions
and top-tier resilience

Modern vendor due diligence increasingly focuses on
operations transparency and robust security architecture.
Xopero addresses these across the following key areas:

o1 In-house research and
development, and quality assurance

Xopero develops, verifies, and tests its proprietary code with
an internal team of experienced specialists. The company
adheres to Security and Privacy by Design principles in
alignment with ISO/IEC 27001 and SOC 2 Type Il certifications.

02 Multi-lingual in-house support

Direct access to dedicated EU-based engineers operating in
the CET time zone, working alongside the company’s

R&D Team. Support is 100% human-led with zero third-
country outsourcing, ensuring rapid escalation and

expert resolution.

03  State-of-the-art cyber architectures
for security and resilience

Proprietary SphereCyberX technologies cover immutable
backups, air gapping, Zero-Knowledge AES-256 encryption
at source, and automated copy replication, providing
effective protection against modern cyberthreats and
business continuity.

04  Trulyisolated multi-tenancy for ultimate
cloud security and performance

Xopero, as one of few backup vendors, fully isolates each
client's data in the cloud. This eliminates the risks of cross-
tenant secret leaks and attacks, ensuring top performance
at all times.

Xopero Software - EU Sovereignty & Compliance 03



>IOPERO

Backup&Recovery

DECLARATION

Official Statement of
Sovereignty and Compliance

We formally confirm that all Xopero solutions are fully designed,
developed, and maintained within the European Union to support
customers’ GDPR, NIS2, and DORA obligations. All cloud backup options
adhere to EU data residency mandates (data centers in the UK, France,
Germany, the Netherlands, and Italy). Xopero operates under ISO/IEC
27001 and SOC 2 Type Il information security controls.

ISO/IEC 27001 SOC 2 TYPE Il GDPR NIS2 DORA

SALES DEPARTMENT
, >IOPERO
Let’s talk about protecting data BackupsRecovery

in your organisation

+44 7822 021432 sales@xopero.com Xxopero.com
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